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	IT emergency and crisis plan of commune: [NAME]

This IT emergency and crisis plan template can be adapted flexibly to the specific requirements of the commune.[footnoteRef:1] [1:  The standard text remains unchanged in the document. Text in italitcs provides guidance and examples that can be deleted. Text shown in [grey brackets] must be completed and adapted by the commune.] 
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[bookmark: _Ref207857548][bookmark: _Toc213074757]Unacceptable impacts and who to contact
An IT emergency may be declared if any of the following IT-supported communal tasks are interrupted by an IT incident for longer than the maximum tolerable downtime, or if other unacceptable impacts occur.[footnoteRef:2] This plan outlines how to prepare for and respond to such an event. Only IT-supported communal tasks should be listed. For utility systems (such as water supply), this applies if they have IT components whose failure would disrupt supply or if the system can be controlled remotely. [2:  A list of other vital communal tasks such as funeral services, management, civil defence, primary schools, property management, communal police tasks, wastewater, road network, public transport and waste disposal can be found in Appendix 2 of the Bern communes online - BCM guide (available in German). It is important to consider all IT-supported communal tasks. A prioritisation of tasks during emergency operation is defined in section 3.3.2.] 

	IT-supported task
	Maximum tolerable downtime
	Unacceptable impact

	[TASK]
	[DURATION]
	[IMPACT]

	Drinking-water supply 
	1 hour
	Impact on water quality 

	Electricity supply
	1 hour
	-

	Heating supply
	1 hour
	-

	Finance / cash management 
	1 day
	Sensitive data leak

	Residents' services
	1 day
	Sensitive data leak

	Social services
	1 day
	Sensitive data leak

	eGovernment
	2 days
	Sensitive data leak


Table 1: List of IT-supported communal tasks.

Internal contact persons (including deputies) to be notified in the event of an IT incident or uncertainty about a possible IT compromise:
	Priority
	person
	Function

	Accessibility

	[PRIORITY]
	[FIRST NAME, SURNAME]
	[ROLE]
	[CONTACT DETAILS]

	1
	John Example
	Responsible for emergency management (IT Single Point of Contact – SPOC; may be external)
	1: +41 7X XXX XX XX
2: +41 2X XXX XX XX
3: Messaging apps

	2
	Jane Example (deputy)
	Mayor and
Head of Crisis Management Unit
	1: +41 7X XXX XX XX
2: +41 2X XXX XX XX
3: Messaging apps

	3
	Adam Example
	Communal Chancellor
	1: +41 7X XXX XX XX
2: +41 2X XXX XX XX
3: Messaging apps


Table 2: List of the commune's contact persons in the event of an IT incident.


[bookmark: _Toc213074758]IT emergency and crisis plan: What it's about 
The focus of IT emergency and crisis management is the ability to respond quickly to critical IT incidents. This is essential for minimising service disruption and limiting damage. 
IT emergency management comprises all organisational and technical measures taken to:
· respond to serious IT disruptions (e.g. outages of servers, databases or networks) that cannot be handled within normal IT operations, 
· initiate emergency IT operations, and 
· restart and fully restore IT operations as quickly as possible. Restoration includes complete recovery of functionality and the updating of any data generated during emergency operations outside the normal systems.  
IT emergency management is usually the responsibility of the IT department or IT provider, and is coordinated by an IT emergency team or incident manager. An IT emergency typically lasts a few hours, rarely several days.
Crisis management is required when IT emergency management is unable to cope with an incident and the situation has a significant impact on communal operations, residents, third parties or the public, necessitating strategic decisions at a communal council level. An IT crisis occurs when a cyberincident extends beyond the technical domain and affects several communal areas and the commune's reputation. It also prevents the commune from carrying out essential tasks or complying with legal obligations. Such incidents often attract media attention. A crisis is managed by a crisis management unit. This unit includes representatives from communications, human resources, legal affairs and finance, as well as other relevant communal areas such as water and electricity supply. Crises can last for several weeks.
[image: ]
Figure 1: Example: Event or incident affecting an IT-supported communal task.

[bookmark: _Toc213074759]Emergency preparedness
[bookmark: _Toc213074760]Preparatory tasks, roles and responsibilities
The following roles and teams are responsible for emergency preparedness. They must ensure that the necessary information and resources are available so that they can act immediately in the event of an emergency. 
Members of the emergency organisation and the crisis management unit
· All members are registered on the Cyber Security Hub.[footnoteRef:3] [3:  https://www.ncsc.admin.ch/ncsc/en/home/meldepflicht/informationen-csh.html] 

· A backup communication channel is available for internal coordination within the emergency organisation and the crisis management unit.
· Each member knows their role and what to do.
· All members have received general crisis management training, or are supported by a company or regional/cantonal crisis management unit. 
Emergency management lead (IT Single Point of Contact – SPOC)
· An IT emergency sheet is displayed or made available at all workplaces, including home offices.[footnoteRef:4] [4:  https://www.ncsc.admin.ch/emergency-plan] 

· Staff have received training on how to report emergencies. 
· Members of the emergency organisation, the crisis management unit, involved employees and external partners have received annual training on their respective emergency management duties.
· A crisis management room or operations centre has been defined and prepared for use if needed (see section 3.3.5).
· There is an up-to-date system recovery prioritisation plan in place (see section 3.3.2).
· Plans for initiating emergency IT operations are in place.
· The location where emergency plans are stored is known and documented, and the plans themselves are kept up to date (see section 3.3.4).
· Template messages and press materials have been prepared for situations involving disruptions, data leaks caused by ransomware, or cases where a cyberincident prevents the performance of vital tasks.[footnoteRef:5] [5:  https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-behoerden/vorfall-was-nun/krisenkommunikation.html] 

· Interfaces with other emergency management systems, such as those for emergency water or power supply, financial management and residents' services, are defined and documented.
· Crisis communication tools and technology have been tested and verified as operational.


Communal Council
· Recognises its responsibilities for communication in emergencies and crises.
· Establishes responsibilities for emergency and crisis management.
· Ensures that all roles within the emergency organisation and the crisis management unit are filled by the right people, with adequate deputies designated. 
IT department / IT provider
· Documents the data inventory (see section 3.3.1) and critical dependencies (see section 3.3.2). 
· Ensures the security incident reporting information on the communal website or in the security.txt file is up to date.[footnoteRef:6] [6:  Security.txt – Include your security contact on your website] 

· Maintains and regularly tests recovery and restoration plans for all IT systems.  
· Ensures that all data and systems are backed up offline at regular intervals and stored securely offsite.
· Has a solution in place to protect its own websites against DoS and DDoS attacks.
· Maintains contact details for external IT incident management companies and IT forensics specialists who can be called in if needed.
[bookmark: _Toc213074761]Emergency exercises / testing the IT emergency and crisis plan
Preparatory tasks are reviewed and verified [every six months] by [those responsible for emergency management]. Emergency operations, as well as system restart and restoration, are reviewed and verified [annually]. These reviews are documented. Any missing measures are reported to the Communal Council. Emergency scenarios are practised [annually].
[bookmark: _Toc213074762]Relevant information
[bookmark: _Toc213074763]Data inventory
The following table lists the commune's key data, which is grouped logically and assigned to specific tasks. It also shows where the data is stored and how it is backed up. 
	Data
	Used for the following tasks
	Data location
	Backup frequency
	Backup location

	[DATA TYPE]
	[TASKS]
	[LOCATION]
	[FREQUENCY]
	[LOCATION]

	Residents' data
	Residents' services
	On-prem server
	Daily
	Offline hard drive

	Accounting data
	Finance
	…
	Daily
	…

	Communications data
	…
	External: MS Azure
	[Monthly]
	…

	Work data
	…
	…
	[Weekly]
	…


Table 3: Communal data inventory
If possible, supplement this with:
· a network diagram showing the connections between IT systems;
· a data-flow diagram indicating which data are processed in which systems and for which tasks;
· a list of IT peripherals used to perform communal tasks (e.g. printers, scanners, voting systems).
[bookmark: _Toc213074764]Prioritisation for restart and recovery
The following table lists the same tasks as in section 1, with additional information on the relevant IT systems and immediate measures.
	Priority
	IT-supported task
	Unacceptable impacts 
	Supporting IT systems in normal operation
	Immediate measures and emergency operations

	[PRIORITY]
	[TASKS]
	[TIME / IMPACT]
	[IT SYSTEMS]
	[MEASURES]

	1
	Drinking-water supply 
	Outage 1 hour;
impact on water quality 
	OT system (controlled remotely)

	OT system operated locally 

or manually according to BCM procedures "X"

	2
	Electricity supply
	Outage 1 hour
	[…]
	[…]

	3
	Finance / cash management
	Outage 1 day;
sensitive data leak
	Workstation system, M365, SAP (S4Hana), Abacus, Crésus, WinBiz, ...
 
	Paper folder XYZ in cabinet;

BCM procedures "Y"

	4
	 Residents' services
	Outage 1 day;
Sensitive data leak
	Workstation system, M365, FabaSoft, WWSoft, BDI, ...

	Paper folder XYZ in cabinet;

[BCM procedures "Z"]


Table 4: Prioritisation for restart and restoration, including the related IT systems and measures for emergency operations.
[bookmark: _Toc213074765]Critical IT dependencies of the commune
The following table shows the IT dependencies between the commune and its external partners, such as partner organisations, inter-communal organisations and IT service providers. It is particularly important if IT services are outsourced or managed by an external provider, as it enables the relevant partners to be contacted quickly in an emergency. 

	Partners
	Tasks
	Services
	Contact

	[COMPANY]
	[TASKS]
	[SERVICES]
	[CONTACT DETAILS]

	Example IT Company (IT service provider)
	Finance / cash management
Residents' services
	Provision of ERP,
provision of cloud infrastructure
	+41 7X XXX XX XX
110 Emergency Road
7687 Helpville

	Example Water Utility
	Drinking-water supply
	Provision of remote-control systems
	+41 7X XXX XX XX
110 Emergency Road
7687 Helpville 


Table 5: List of critical IT dependencies between the commune and external partners.
[bookmark: _Toc213074766]IT emergency and crisis plan: storage locations
The IT emergency and crisis plan is provided to members of the crisis management unit in printed form. Members can also access the plan and its related components at the following locations if required:
	Description
	Type

	Storage location
	Responsible person(s)
	Notes

	IT emergency and crisis plan
	Printed copy
	· Document cabinet in back office
· Archive
· …
	[NAME]
	-

	IT emergency and crisis plan
	Flash drive(s)
	· Office of the mayor
· IT service provider
· …
	[NAME]
	Password protected


Table 6: Storage locations and persons responsible for the IT emergency and crisis plan.
[bookmark: _Toc213074767]Crisis management room / situation monitoring centre
The crisis management room serves as the central workspace for the crisis management unit during and after an emergency or crisis. If this has already been addressed in a higher-level emergency and crisis plan, this section can be deleted. 
The crisis management room could be an existing, suitable space, such as the communal council chamber. Its location and equipment should allow the crisis management unit to work as effectively as possible. Therefore, the room should be carefully selected to allow for quiet, focused work. 
The following criteria are important when selecting a crisis room:

	Premises

	· No direct view into the room
· Sufficient size, including separate areas for printing, phone calls, etc.
· Available exclusively to the crisis management unit during a crisis

	Infrastructure

	· Un-interruptible power supply
· Internet connection (independent of the commune's regular internet access or network)
· Power sockets
· Telephony / emergency communication
· Visualisation tools (projector with screen, flipcharts or whiteboards)

	Work equipment

	· IT emergency and crisis plan in printed form
· Office materials (name and role cards, etc.)
· Charging cables for emergency systems (e.g. for devices and laptops that can be used in an emergency)


[bookmark: _Toc213074768]Procedure in the event of an IT emergency or crisis
The process for an emergency is as follows:
1. An incident / emergency is reported (see section 4.1).
2. The report is reviewed by [IT SPOC defined in section 1] (see section 4.2).
3. The IT SPOC is authorised to initiate defined immediate measures if necessary (see section 4.3).
4. Declaring an emergency: If an emergency is declared by [the IT SPOC defined in section 1] the emergency organisation (see section 4.4) is convened. This organisation decides whether the situation constitutes a crisis and whether the crisis management unit (see section 4.5) needs to be activated. If so, the crisis management unit is convened and the crisis management room or situation monitoring centre is prepared. If the incident affects tasks for which separate non-IT emergency plans exist (e.g. the supply of drinking water), those responsible for the relevant plans must be informed immediately.
5. The emergency organisation, or the crisis management unit where applicable: 
a. keeps a record of events and decisions;
b. handles all required notifications and communications using the emergency communication templates (see section 4.6);
c. assesses the situation (see section 4.7) together with the IT service provider (see section 3.3.3) and decides on the course of action, ensuring that: 
i. the IT threat is first contained and fully eliminated before
ii. system restart and restoration begin, based on the defined priorities (see section 3.3.2).
6. Conclusion: The emergency or crisis is formally declared over, and all work resumes normally. 
7. After the emergency or crisis has ended, a debriefing is held (see section 4.8).

[image: ]
Figure 3: Process for managing an IT emergency or crisis.


[bookmark: _Toc213074769]Reporting 
Communal employees or the commune’s IT helpdesk should report possible emergencies to the [IT Single Point of Contact (SPOC), as defined in section 1] by [by telephone, Microsoft Teams or messaging app]. Contact details and information on what a report should include can be found on the IT emergency sheet.
External partners of individuals (IT service providers, authorities or independent third parties) can report vulnerabilities via [telephone, email or messaging app]. Information on how to report such cases is available on the commune's website or in the security.txt file on site.[footnoteRef:7] [7:  Security.txt – Include your security contact on your website] 

The [IT SPOC defined in section 1] should collect the following information (which should also be listed on the IT emergency card):
· Who is reporting the incident?
· What was observed (affected IT systems)?
· When did the event occur?
· If possible: Where is the affected IT system located?
[bookmark: _Toc213074770]Emergency detection / triage
The IT officer must first make an initial assessment: 
· Which IT systems and data are affected and who is impacted? 
· Does this appear to be an IT malfunction or an IT attack?
An IT emergency is considered to have occurred when:
· At least one communal task can no longer be performed because of an IT incident, or when unacceptable impacts have occurred (see section 1);
· It is already clear that restoring operations will take too long, cannot yet be estimated, or the incident is expected to cause unacceptable impacts.
An IT emergency is considered a crisis when:
· Vital tasks can no longer be performed and the impacts extend well beyond IT. 


[bookmark: _Toc213074771]Immediate IT measures
Depending on the situation and the affected IT systems and data, the following immediate measures must be implemented by the [IT SPOC defined in section 1] without delay:
· In the event of an attack (e.g. a malware infection), disconnect the affected systems from the network immediately.
· Disconnect internet connections (web, email, as well as remote access and site-to-site VPN) to prevent further spread.
· Check and immediately secure backups. Backups should be physically disconnected from the infected network as quickly as possible (i.e. taken offline).
· [Other predefined, context- and system-specific IT measures.]
[bookmark: _Toc213074772]Emergency organisation 
From the moment an emergency is declared, the emergency organisation is authorised to take all necessary measures without delay to contain and eliminate the threat and restore normal operations. It is also authorised to initiate emergency operations. The following roles are key to this process: 
	Name

	Role in emergency organisation
	Responsibilities / tasks
	Accessibility 

	[FIRST NAME, SURNAME]
	[ROLE]
	[TASKS]
	[CONTACT INFORMATION]

	John Example (plus deputy)
	IT lead (IT-SPOC)
	Immediate technical measures,
emergency IT operations,
system restoration
…
	+41 7X
+41 2X
Messaging apps

	Adam Example (plus deputy)
	Communal Chancellor
	Keeps the activity log;
ensures internal coordination within the commune
…
	+41 7X
+41 2X
Messaging apps

	Emma Example (plus deputy)
	External IT providers
	Immediate technical measures,
forensic analysis,
emergency IT operations,
system restoration
…
	+41 7X
+41 2X
Messaging apps


Table 7: Roles in the emergency organisation.


[bookmark: _Toc213074773]Crisis management unit
This section should be omitted if the crisis organisation is already covered by a higher-level crisis plan. If so, provide a reference or link to that plan here.
Crisis management unit becomes active when IT emergency organisation is unable to cope with an incident and the situation has a significant impact on communal operations, residents, third parties or the public, necessitating strategic decisions at a communal council level.
	Name

	Role in the crisis management unit
	Responsibilities / tasks
	Accessibility 

	[FIRST NAME, SURNAME]
	[ROLE]
	[TASKS]
	[CONTACT DETAILS]

	Jane Example (plus
deputy)
	Crisis manager (decision-making authority)
	Oversees and coordinates measures
…
	 +41 7X
 +41 2X
Messaging apps

	John Example (plus deputy)
	IT lead (IT SPOC)
	Ensures coordination with the IT emergency organisation
…
	 +41 7X
 +41 2X
Messaging apps

	Clara Example (plus deputy)
	Communications lead
	Handles internal and external communication
…
	 +41 7X
 +41 2X
Messaging apps

	Hannah Example (plus deputy)
	HR lead
	Supports staff during the crisis and ensures that necessary personnel can be assigned
…
	 +41 7X
 +41 2X
Messaging apps

	Lukas Example (plus deputy)
	Legal lead
	Handles legal obligations and liaises with authorities
…
	 +41 7X
 +41 2X
Messaging apps

	Felix Example (plus deputy)
	Finance lead
	Provides financial resources for crisis response
…
	 +41 7X
 +41 2X
Messaging apps

	Adam Example (plus deputy)
	Secretary / minute-taker
	Keeps the activity log;
ensures internal coordination within the commune
…
	 +41 7X
 +41 2X
Messaging apps


Table 8: Roles in the crisis management unit.
If the situation escalates into a crisis, central coordination can be moved to the situation monitoring centre.  The premises are prepared by [position / role] once the crisis management unit has been convened. The following steps must then be carried out and the required equipment made available:
· Unlock and ventilate the room.
· Prepare visual aids such as boards for tracking measures or an event timeline.
· Arrange the tables and chairs so that participants can communicate easily.
· Set out nameplates showing participants' names and roles.
· Have the IT emergency and crisis plan ready, start up the emergency laptops and connect them to the (alternative) network (if available).
· Set up the conference call system or alternative communication channels (if available).
· Provide food and beverages.
· Prepare a quiet area for responding to media enquiries.
[bookmark: _Toc213074774]Emergency communication and reporting obligations
Effective crisis communication helps the commune position itself as a central and trustworthy source of information, while preventing speculation, leaks and misinformation. Cyberincidents require prompt, coordinated and well-considered communication in order to convey reassurance and regain the confidence of those affected.
[bookmark: _Toc213074775]Official communication and reporting obligations
The following bodies may need to be informed shortly after the incident is identified:
· The police (emergency number: 117): a decision can then be made as to whether to file a complaint.
· In accordance with the Information Security Act (ISA), the National Cyber Security Centre (NCSC) requires that an incident be reported – preferably via the Cyber Security Hub – within 24 hours if at least one of the following criteria is met:[footnoteRef:8],[footnoteRef:9] [8:  https://www.fedlex.admin.ch/eli/cc/2022/232/de#art_74_d]  [9:  https://www.ncsc.admin.ch/ncsc/en/home/meldepflicht/informationen-csh.html ] 

a) The functioning of the affected critical infrastructure is at risk.
b) Information has been manipulated or leaked.
c) The compromise remained undetected for an extended period, particularly if there are indications that the attack was carried out in preparation for further cyberattacks.
d) The incident involved extortion, threats or coercion.
· [Cantonal data protection authority] if there was a possible data leak involving personal data.
[bookmark: _Toc213074776]Internal communication
Effective internal communication is crucial in crisis situations, ensuring a rapid and coordinated response. It keeps all staff informed about current developments, prevents misunderstandings, and clarifies responsibilities. This ensures that the commune can respond in a coordinated and focused way to manage the crisis effectively and minimise negative impacts. You can find useful tools on the NCSC website.[footnoteRef:10] [10:  https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-behoerden/vorfall-was-nun/krisenkommunikation.html] 

Communication templates tailored to the commune should be prepared and attached as part of this IT emergency and crisis plan. These templates should take account of the following points:
	Clear information on the course of the crisis

	· What happened? (A brief factual description, focusing on how it affects staff's work, omitting unnecessary details.)
· Regular updates on the current situation to reduce uncertainty.

	Responsibilities and contacts
	· Details of who is responsible for which tasks, and who staff can contact with questions.

	Rules of conduct and measures

	· Specific instructions on how staff should behave and what steps to take next, such as: 
· Do not post information about the incident on social media.
· Do not respond to media enquiries. Refer journalists to the commune's press spokesperson.

	Support services 

	· Information about available support services for staff during the crisis.



[bookmark: _Toc213074777]External communication
Effective external crisis communication is crucial for maintaining the confidence of customers, partners and the public during a crisis. Providing transparent and timely information helps the commune to prevent misunderstandings, dispel rumours, and protect its reputation. Well-coordinated communication also plays a significant role in minimising the impact of the crisis.
If several communes are affected (e.g. in inter-communal tasks), external communication should be coordinated with the other parties involved, and with the cantonal crisis units if necessary.
The following principles must be observed for external crisis communication:
· Coordinate all information with the police.
· Provide factual information only – avoid assumptions or speculation.
· The public is not familiar with the exact circumstances of the crisis or how decisions are made internally. It is therefore important for the authority to communicate promptly and regularly, so that it can establish itself as a central and reliable source of information.
· Use clear, accessible language. In multilingual communes, communications should be issued in all official languages.
· Concerns about the security of data, assets and services must be taken seriously. Be transparent in your communication, while clearly defining which topics will not be addressed publicly.
Crisis communication in the event of a cyberattack occurs in the following three phases. You can find useful tools on the NCSC website.[footnoteRef:11] [11:  https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-behoerden/vorfall-was-nun/krisenkommunikation.html] 

· Phase 1: Information about the cyberattack
· Phase 2: Information about the response to the cyberattack
· Phase 3: Information about the resolution of the incident
The core messages should remain consistent throughout all three phases:
1. The commune has the situation under control and has taken appropriate measures (if this is the case).
2. The security and integrity of data belonging to residents, staff, and partners is the top priority.
3. The commune is investigating the incident and is working with [the police and the IT service provider] to determine the origin and scope of the cyberattack.
4. The commune communicates transparently and will provide timely updates as new information becomes available.
[bookmark: _Toc213074778]Situation assessment and response procedure
The crisis management unit reviews the situation [at regular intervals] and decides whether it should be communicated internally and/or externally (see section 4.5) and defines the measures to manage the emergency and/or crisis. It also defines the measures required to manage the emergency and/or crisis. To this end, the representatives of the emergency organisation remain in contact with partners (see section 3.3.3) and other entities such as external incident-response teams, the NCSC or external IT-forensics specialists. All decisions are recorded. All decisions are logged.
The aim of this procedure is to resume operations in line with the priorities defined in section 3.3.2. This process takes place in five phases: 
1. Ensure that emergency operations are activated.
2. Assess the threats, taking into account the data (see section 3.3.1) and systems (see section 3.3.2) involved, and bring in experts using the IT service provider's contact list. These may include:
a. IT forensics specialists
b. The police 
c. The NCSC 
d. [Cantonal computer emergency response team or similar bodies]
3. Work with external experts to analyse the causes of the incident and take measures to contain its spread.
4. Implement additional measures to eliminate the threat and prevent recurrence once restoration is complete. 
5. Once the experts have confirmed that the threat has been eliminated, begin the process of restarting and restoring the affected systems and services.[footnoteRef:12] [12:  Detailed IT restart and recovery plans should be in place at the IT department or IT service provider. They should be tested regularly (e.g. restoring backups).] 

Emergency operations must be monitored and maintained throughout all phases. The situation should be reviewed and external communication provided at least at the end of each phase. In addition, any companies or authorities directly affected by the incident must be kept informed of the situation.
[bookmark: _Toc213074779]Debriefing: Post-incident review
Once networks and systems have been restored following a cyberincident, it is essential to carry out and document a post -incident review (PIR)[footnoteRef:13] as soon as possible – ideally within two weeks of the incident's conclusion. [13:  Also called 'after action review (AAR)' or 'hotwash'.] 

A PIR is used to systematically analyse when and by whom the incident was discovered, what the underlying causes were and whether and how it could have been prevented. A PIR also evaluates which response measures were effective, how the threat was contained and eradicated, and where improvements can be made. This applies in particular to the IT emergency and crisis plan, as well as the response strategies. You can find useful tools on the NCSC website.[footnoteRef:14] [14:  https://www.ncsc.admin.ch/emergency-plan] 
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