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Focus areas of issue 2006/

e Social Engineering
Social Engineering attacks exploit people’s helpfulness, their credulity or their lack of
self confidence. They represent the most widely used form of attack against compa-
nies and individuals. It must be assumed that with the increased (technical) security of
operating systems and applications, social engineering will gain in importance and
consequently will also become more professional.
» Current situation: Chapter 2.1
» Trends for the next six months: Chapters 3.1 and 3.2
» Examples / incidents: Switzerland Chapter 4.1; internationally Chapters 5.2 and 5.3
» Prevention: Chapter 6

e Spam
There was an upsurge in spam in the second half of 2006. New techniques, in particu-
lar sending spam messages in the form of pictures rather than text make it possible to
get round the improved spam filters. So-called “Stock Pump and Dump Spams”, advis-
ing the purchase of particular shares, are especially widespread.
» Current situation: Chapter 2.2
» Examples / incidents: Chapters 5.2 and 5.3

e Data and identity theft
Phishing and data or identity theft with malware increased considerably in the second
half of 2006. The kind of data stolen is anything that can be used to make money, for
example by being used to carry out unlawful e-banking transactions. It must be as-
sumed that in the course of 2007 even financial institutions that use two-factor authen-
tication will find themselves targeted more and more by such attacks.
» Current situation: Chapter 2.3
» Trends for the next six months: Chapters 3.1 and 3.2
» Examples / incidents: Switzerland: Chapter 4.1; internationally Chapters 5.2 and 5.3

e Malware / Attack vectors
The increase in targeted malware coinciding with a decrease in mass outbreaks of
malware (e.g. in the form of worms) continued in the second half of 2006. As a result
of improved security in operating systems, there was a switch to exploiting security
loopholes in client applications such as security software, plug-ins, hardware drivers or
MS Office products. The malware is distributed in ever-changing versions aiming at
specific targets in order to avoid being recognised by anti-virus software. Rates of rec-
ognition are going down and down. Infections from visits to bogus websites have also
become commoner.
» Current situation: Chapter 2.4
» Trends for the next six months: Chapters 3.1 and 3.2
» Examples / incidents: Switzerland Chapter 4.1; internationally Chapters 5.2 and 5.3
» Prevention: Chapter 6 (social engineering is the main path for infection by malware)
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1 Introduction

The fourth semi-annual report (July — December 2006) of the Reporting and Analysis Centre
for Information Assurance (MELANI) presents the most significant trends involving the
threats and risks arising from information and communication technologies (ICT), provides an
overview of the events in Switzerland and abroad, illuminates the most important develop-
ments in the field of prevention, and summarizes the activities of public and private actors.
Explanations of jargon and technical terms (in italics) can be found in a glossary at the end
of this report. MELANI's comments have been made easier to find by being placed in a
shaded box.

Chapter 2 describes the current situation, threats and risks of the last half year. Chapter 3
provides an outlook on the expected developments.

Chapters 4 and 5 discuss breakdowns and failures, attacks, crime and terrorism connected
with ICT infrastructures. Selected examples are used to illustrate important events of the
second half of 2006. The reader will find illustrative examples here and details supplementing
the more general information in chapters 2 and 3.

Chapter 6 now discusses one particular area of focus from the field of prevention.

Chapter 7 focuses on public and private sector activities relating to information assurance in
Switzerland and abroad.

Chapter 8 summarizes amendments to the legal foundations.

MELANI — Semi-annual report 2006/
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2 Current situation, threats and risks

2.1 Social Engineering

Social engineering attacks exploit people’s helpfulness, their credulity or their lack of self
confidence in order to gain access to confidential data or to deceive the victims into carrying
out specific actions.

One example of a social engineering attack on private individuals is so-called phishing,
where the victim is invited, usually by e-mail, to reveal their e-banking access data. In addi-
tion, a large proportion of malware is propagated with the help of social engineering meth-
ods. This usually occurs via e-mails with infected file attachments or by clicking links con-
tained in the e-mail.

As far as companies are concerned, social engineering is used mainly for industrial espio-
nage. Again in the second half of the year previously unknown vulnerabilities in MS Office
products were exploited in order to smuggle malware specifically into company computers.
The attackers focus chiefly on people likely to have specific inside knowledge, whose role in
the company and whose personal interests are ascertained in advance. This knowledge
makes it possible for social engineering attacks to be particularly successful, for example in
deceiving the victims into opening infected files (spear-phishing). But it is not only via the
internet that companies face problems with social engineering attacks. It is also possible for
someone carrying a printer and armed with a false identity to gain access to buildings and
offices in order to view sensitive data.

MELANI believes that the importance of social engineering will continue to increase, because
the latest client operating systems are continually improving their security mechanisms.
These measures mean that it is no longer as easy to exploit even so far unknown vulnerabili-
ties. As a result, many of the tried and tested attack vectors are no longer being used, and at
best malware can now only get into a system when executable files are double-clicked. This
trend is likely to intensify in the next two to three years.

Examples of social engineering attacks are given in Chapter 5.2, while Chapter 6 contains
advice on the prevention of social engineering attacks.

2.2 Spam

Spam mails increased considerably in the second half of the year. According to a number of
studies by the end of 2006 spam accounted for some 80% to 90% of total e-mail traffic."

In particular the proportion of so-called “image spams” has increased. “Image spam” mes-
sages consist of content made up of meaningless word combinations and an image attach-
ment. The actual spam message is contained in the image. Before being sent out the images

)
See:

http://www.postini.com/news _events/pr/pr110606.php; http://www.postini.com/news events/pr/pr120606.php;
http://www.barracudanetworks.com/ns/news and_events/news.php?nid=238; http://www.f-secure.de/f-

secure/pressroom/news/fs news 20070111 1 deu.html (as of: 5.02.2007).
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are marginally altered (e.g. in their height or width) by botnet computers so that spam filters
looking for known images cannot detect them. Most spam messages will continue to be sent
via botnets. This adds to the difficulty of filtering them, since the sender IP addresses are
continuously changing. Spammers are thus more and more successful in bypassing the anti-
spam defence mechanisms which have improved over the last few years.

A particularly widespread racket is the “Stock Pump and Dump” spams: spam messages
advising the purchase of certain shares. Before sending out the mails, the spammers buy
shares in the companies involved, whose value rises to some extent while being touted by
the spam, but which end up dropping back to their original position. Before that happens the
spammer has sold his shares and pocketed the price difference, while the other purchasers
have to accept the loss in value.?

In 2006 there was not only an increase in the number of spam mails sent, but because of the
attached images they took up more resources of the internet infrastructure. While until re-
cently better filters had made it reasonable to expect a drop, it must now be feared that spam
is likely to remain a problem for the infrastructure of the internet and the productivity of e-mail
users.

2.3 Data and identity theft

Phishing and data or identity theft through malware reached a new high in the second half of
2006. The “Anti-Phishing Working Group” registered an increase of more than 52% in phish-
ing websites between September and October. This is probably the result of the greater avai-
lability of phishing kits which enable even non-expert phishers to set up phishing sites. At the
same time an increase was recorded in keystroke-logging malware or malware which used
some other method to steal data for financial gain (see also Chapters 2.4 and 3.1).°

Certain types of such malware search through the entire computer and network shares for
financially valuable information, while others log all keystrokes as soon as a website of inter-
est to the attackers (e.g. a bank website) is surfed. In the case of a bank website the stolen
data is used for example to carry out illicit financial transactions — a technique which com-
plements phishing (i.e. sending e-mails with the purpose of tricking victims into revealing log-
in data).

Another form of identity theft occurs through malware manipulating the browser, thus ena-
bling it directly to falsify what the browser is displaying during the e-banking session. The
victim therefore does not even notice that the payment released is not the one intended.

In addition, a successful man-in-the-middle attack against a financial institution occurred in
the USA in July, which succeeded in bypassing so-called two-factor authentication (see also
Chapters 3.1 and 5.3).

2 According to a study from the USA, the profit for the spammers amounts to nearly 6% each time:
http://papers.ssrn.com/sol3/papers.cfm?abstract id=920553. see also:
http://www.securityfocus.com/print/news/11435 (as of: 5.2.2007).

® See http://www.antiphishing.org;

http://news.netcraft.com/archives/2007/01/15/phishing_by the numbers 609000 blocked_sites_in_2006.html (as
of: 6.2.2007).
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The victims of data and identity theft are mainly home users, but also businesses. Even peo-
ple who think they have no important documents saved on their computer still possess large
amounts of data of interest to attackers. Attackers are after any kind of data that can be
turned into money. This can be passwords, data enabling them to usurp the identities of pri-
vate individuals, company secrets, credit card data, bank account information, log-in data for
on-line gaming, licence keys for software, etc.

More and more attacks are being launched using malware which anti-virus software is having
increasing difficulty in detecting reliably. (see Chapter 2.4). Those affected are company
computers and the computers of home users, but also web servers used for e-commerce
transactions which can deliver valuable credit card data to the attacker.*

Narrowly targeted industrial espionage attacks against businesses and the operators of criti-
cal national infrastructure — including those in Switzerland - continue to occur in the Asian
region (see also Chapter 5.2 as well as the last semi-annual report, Chapter 2.2).

Chapter 3.1 offers an assessment of the further development of this danger, while Chapters
4.1,4.2,5.2 and 5.3 give examples.

2.4 Malware / Attack vectors

The increase in the use of targeted malware, for example in the form of Trojan horses, and
the simultaneous decrease in mass outbreaks of malware in the form of easily detectable
worms continued in the second half of the year. As a result of improved protection measures
in operating systems, attackers have turned more and more to exploiting security holes in
client applications in order to install malware. Ironically, this includes security software (anti-
virus software, firewalls etc.), hardware operators (e.g. for WLAN-cards), MS Office products,
but also plug-ins like Adobe Flash Player or Acrobat Reader. Security holes in web applica-
tions are also being increasingly exploited, enabling them to be taken over by attackers and
spied on, or to be misused to distribute malware.®

Infections arising from simple surfing on the internet have increased. A bogus site, visited by
chance or after clicking a link in a scam mail or in a message on an instant messaging sys-
tem infects the computer (so-called “drive-by infections”). Even the websites of serious pro-
viders are being increasingly affected, particularly “social networking” sites which provide
user-generated content.® The infected computers are subsequently usually incorporated into
a botnet.

* See too:

http://www.net-security.org/dl/articles/Report-DOJ_Computer Crime_Prosecutions.pdf;
http://www.computerworld.cz/cw.nsf/id/CDCI9ECF819BAAACCC125726A0069222E/$File/McAfee wp id_theft d
e.pdf; http://www.ftc.gov/bcp/edu/microsites/idtheft/index.html; http://www.fightidentitytheft.com;
http://www.washingtonpost.com/wp-dyn/content/article/2006/09/28/AR2006092800333.html (as of: 06.02.2007).
® See http://www.theregister.co.uk/2006/09/18/web_vulnerabilities/; http:/cve.mitre.org;
http://www.washingtonpost.com/wp-dyn/content/article/2006/09/28/AR2006092800333.html (as of: 7.2.07).

® See: http://www.aladdin.com/news/2006/eSafe/mySpace.asp (as of: 7.2.07).
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The aim of the developers of malware is to prevent the malware from being detected for as
long as possible. The detection rates of signature-based security programmes are thus de-
clining, which means that as time goes on such programmes can offer less and less ade-
quate protection against current threats.

At the same time, attack vectors are switching to the internet: drive-by infections via websites
(e.g. “social networking” or hacked internet sites) are increasing. Indiscriminate surfing on the
internet is therefore one of the greatest dangers, which needs to be taken seriously, espe-
cially by businesses.

Examples can be found in Chapters 5.2 and 5.3.

3 Trends / General developments

3.1 Threats to the financial sector

More and more financial institutions in the USA and other countries are improving their e-
banking security and introducing two-factor authentication. The more security improves as a
result of technical measures, the more likely it becomes that new forms of attack will be used
against e-banking authentication systems. A toolkit has already appeared in the underground
market which enables even less technically expert attackers to launch man-in-the-middle
attacks for the purpose of phishing.

It is probable that 2007 will see an increase in the previously uncommon man-in-the-middle
attacks on e-banking authentication systems, which may well be launched against Swiss
banks too. (For an example from the USA see Chapter 5.3).

Phishing in the classical sense (i.e. sending e-mails prompting victims to reveal log-in data)
will continue. But the trend in unlawful financial transactions in e-banking, where bank ac-
counts are plundered is moving in the direction of client-side malware (which steals the log-in
data of the victim without being detected) and real-time attacks (for example man-in-the-
middle attacks).

An assessment of the current situation is given in Chapter 2.3, and examples can be found in
Chapters 4.1, 4.2, 5.2 and 5.3.

3.2 Cybercrime market now established: consolidation
phase

The cybercrime market is now well-established: money can be made by sending spam, hiring
out botnets, developing malware, searching for security holes, imparting expert advice over
money laundering and other activities. A lucrative market exists for stolen data in particular
(for examples see Chapter 5.3).

Organised crime too has also discovered that it can carry out its business — especially fraud,
theft or blackmail — with fewer risks in virtual space.

9/33
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Cybercrime is a profitable business with relatively small risks. Instead of stealing large sums
from a victim, cyber criminals cream off comparatively small amounts from a victim. They use
technical means to conceal their true location, and are therefore difficult to track down.

While the attacks are often launched via countries in eastern Europe, Asia or South America,
the originators are by no means only to be sought in these regions. But until the exchange of
information between prosecuting authorities and the international legal framework has been
improved and harmonised, it will remain difficult to identify and catch cyber criminals.
MELANI therefore presumes that the market will continue to consolidate, and the trend to-
wards the further expansion and professionalisation of the cybercrime scene will continue.
Examples are given in Chapter 5.3.

4 Current national ICT infrastructure situation

4.1 Attacks

Phishing still widespread

In the second half of 2006 a large number of economic crimes via the internet were recorded
in Switzerland. Phishing was one of the most popular criminal rackets. In August Migros
Bank customers received a phishing e-mail inviting them to reveal the access code of their
account so that its validity could be checked. The financial institution thereupon decided to
put a temporary halt to its e-banking transactions in order to be able to block any transac-
tions that might be effected using stolen codes.

Some phishing attacks abroad could also be traced back to Switzerland. In September the
Australia and New Zealand Banking Group Limited (ANZ) warned the Swiss authorities that a
phishing website was hidden behind a Swiss domain. A few days later a similar case oc-
curred; this time it was the Smile Internet Bank and the Suntrust Bank which were affected.
Once the facts of the case had been investigated, the domain names were blocked.

Although the latest phishing attacks follow other patterns (see Chapters 2.3, 3.1 plus the ex-
amples in Chapter 5.3), classic phishing continues. All businesses involved in this area
(banks, online auction houses, etc.) would do well to remain vigilant and to continue with
their efforts at prevention.

MELANI — Semi-annual report 2006/
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Malware hidden in pdf-files
A Swiss financial institution has been the target of two different incidents.

The first occurred at the beginning of September and concerned a phishing e-mail sent out in
the name of the bank concerned. People who received it were asked to key in the log-in data
of their bank accounts. But this attack was not able to bypass the security precautions of
online banking of the bank nor did it directly target their customers.

The second incident was connected with an e-mail which allegedly came from the N-24 news
portal and which claimed that the Swiss financial institution had lost EUR 6 billion in a rob-
bery. In order to read the entire article it was necessary to download a PDF document sent in
an attachment to the e-mail — but in fact this was malware, a Trojan horse from the Goldun
malware family.

4.2 Criminality

Fictitious banks attempt to profit from Switzerland’s reputation as a financial centre

Fictitious banks claiming to have branches in Switzerland, or which grace themselves with
the adjective “Swiss” keep popping up in the internet. As long ago as 2003 websites ap-
peared with names like “www.swissbankservices.com”, “www.swissprivatebank.com” or
“www.swissroyalbank.com”. This is evidently an attempt to exploit the reputation of Swiss
financial institutions in order to attract victims. The report of the Cybercrime Coordination Unit
Switzerland (www.kobik.ch) “Economic crime on the internet on the rise” (“Wirtschaftskrimi-
nalitdt im Internet auf dem Vormarsch”) deals in detail with this type of fraud, which also oc-

curred in 2006.

According to reports from various sources the site www.swiss-invest.biz, for example, con-
cealed a fictitious financial institution whose intention was to recruit “financial agents®. These
are better known under the name of “money mules”. They are people who for a commission
allow their bank accounts to be used to transfer money of illicit provenance (— money laun-
dering, see next paragraph). Another fictitious bank used the URL www.rhssonline.com. On
its website the bank presented itself as having its headquarters in Switzerland, and its ser-
vices included the classic financial products of e-banking. In addition, it offered the chance to
open a bank account on line.

Jobs still vacant for financial agents!

E-mails received by various Swiss citizens in December were looking for financial agents.
The mail came from a fictitious financial services provider named Porex GmbH domiciled in
Sursee. All the financial agent had to do was to allow a specific sum to be transferred to his
or her bank account, and after taking a proportion of the sum as commission to transfer the
remainder to a third account. The promised commission could amount to as much as 10 per
cent. However, anyone who accepted would be guilty of acting as an accessory to money
laundering. The sums to be transferred came from accounts which had been robbed by using
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fraudulent phishing methods. MELANI recorded countless similar cases in the second half of
2006. As well as Porex, a firm acting under the name Vicent Reality targeted Swiss citizens.
This enterprise, which described itself as a financial institution operating in the field of real
estate, claimed in an e-mail that various Swiss clients were interested in purchasing property
on the Cote d’Azur, in Greece and in Spain. All that was missing was a financial agent in or-
der to complete the contract.

The Cybercrime Coordination Unit Switzerland CYCO has registered an increase in reports
of economic crime on the internet since 2003. This trend continued in 2006 (see illustration).

selected categories from CYCO reports
2003/2004/2005/2006 comparison
(as a percentrage of overall reports per annum)
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hard-core pornography mere enquiries spam economic crimes
pornography in general (phishing, fraud, etc.)

Hacker sentenced for unauthorised data acquisition

For the first time since the adoption of Art. 143 of the Swiss Criminal Code in 1995 a Swiss
court has passed a judgement in a case of unauthorised data acquisition. In December a
court in Canton Bern found an IT specialist guilty of the unauthorised acquisition and destruc-
tion of data belonging to his competitors and customers.

The employee of the firm Datasport had sent a dozen Trojan horses between November
2003 and June 2004 in order to spy on the behaviour of competitors and to disrupt their bu-
siness. In this way he reportedly accessed 27,000 sensitive data sets and deleted requests
for quotes in the mail inboxes of the firms he spied on. The Bernese cantonal police stepped
in when one of the firms reported its suspicions that it was the target of spying. The accused
used software which he had obtained from a US firm specialising in the development of ap-
plications for the distance monitoring of computers.
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4.3 Various

Initiative by Swiss providers to combat spam

The four largest internet service providers (ISP) in Switzerland have launched an initiative in
a joint effort to combat spam. In November Bluewin, Cablecom, Sunrise and Green put on-
line a website (www.stopspam.ch), providing information about spam. The website contains
advice about how to combat spam and describes some appropriate technical measures that
can be taken, for example the activation of SMTP-authentication when sending e-mails.

5 Current international ICT infrastructure situation

5.1 Breakdowns

Internet traffic in South East Asia affected by earthquake damage

An earthquake off Taiwan on 26th December 2006 damaged the network of undersea cables

used for telecommunications, data and internet connections. As a result well over 100 million
people experienced considerable disruption in internet traffic.

Internet connections with foreign websites in particular were severely limited for several days
for users in China, Taiwan, Singapore and South Korea. The disruption evidently also af-
fected important financial services and businesses. For example, the latest financial data
could no longer be supplied to customers of Reuters Group PLC in South Korea and Hong
Kong. Repair work took several weeks and the connections could only be restored gradually
and step by step.’

The incident illustrates the extent to which entire economic areas have become dependent
on the internet. If critical connections or nodal points in global communications networks are
affected, this can have a significant, but to some extent unpredictable, impact on the econ-
omy in the regions affected.

7 See: hitp://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9006860;
http://www.heise.de/newsticker/meldung/83007 (as of: 15.2.07).
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5.2 Attacks

Examples of attack vectors: instant messaging, e-mails, security loopholes in browser
plug-ins, “social networking” web pages, software downloads

Attackers are increasingly combining individual attack vectors. For example, in the second
half of 2006, attacks were launched using instant messaging services (IM) which either con-
tained malware directly in the attachment (“Pipeline” in September) or contained links to bo-
gus websites (“Heartworm”, also in September). The IM messages appeared to come from a
friendly contact, and prompted victims to click on the attachment or a link (on social engi-
neering see Chapters 2.1 and 6). The computer of anyone who followed the suggestions in
the megsage was hijacked by a botnet while the victim remained unaware of what had hap-
pened.

Also widespread is software which pretends to be something else (Trojan horse). For exam-
ple, a malware claimed to be a plug-in for the Firefox browser. In another example, a particu-
lar Media Player had to be downloaded on a porn site, allegedly in order to see the films. But
instead of the Media Player the victim installed a type of malware, which can be used for spy-
ing or for phishing (“Zcodec”, end of August). In both examples the victims were attracted by
spam mail using social engineering technology.

Malware appeared on “MySpace”, the best known “social networking” website, in July and
December. In July the infection occurred through a banner advertisement which exploited a
security hole in Internet Explorer. The December attack on the other hand used a security
hole in Apple’s QuickTime media player.®

Websites with user-generated content practically invite exploitation by criminals. Whereas
with traditional websites it was almost exclusively those with dubious content that were af-
fected, serious websites are now being used as hosts. In September the US corporate web-
site of Samsung was compromised and misused to distribute malware; in December the
webserver of Asus was misused in the same way. More and more security holes are being
discovered in web applications, which means that the compromising of websites is likely to
increase in the immediate future.™

In general, attacks are concentrating more on applications or hardware drivers, and less on
operating systems, which are tending to become more secure. For example, in the last six
months security holes in Adobe’s Acrobat Reader and Flash-Player, in Apple’s QuickTime-
media player or in drivers for WLAN cards were used. (For the security holes in Microsoft
products see the separate report below.) "

It is a problem that anti-virus software is becoming less and less reliable. The reason for this
is that malware developers can produce large numbers of variants within shorter and shorter
periods of time. As soon as one variant has been detected and the anti-virus signature up-

8 See:
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9003623&source=rss_new
s50 (as of: 8.2.07).

® See: http://www.heise.de/newsticker/meldung/75707, http://www.securityfocus.com/news/11427;
http://www.theregister.co.uk/2006/08/10/fsocial_sites_breed malware/;
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9005607 &intsrc=hm_list
(as of: 8.2.07).

1% See: http://www.theregister.co.uk/2006/09/18/web_vulnerabilities (as of: 7.2.07).

" See e.g. http://www.theregister.co.uk/2006/08/04/hackers_bypass_os/ (as of: 7.2.07).
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dated, the attackers launch the next one. For example, in November more than 1,000 vari-
ants appeared of “warezov” or “stratio”, a malware used primarily for sending spam.'?

Methods of attack are being increasingly combined: e-mails or IM messages with links to
bogus websites are appearing ever more frequently.

Because of widespread security holes in web applications and the increasing popularity of
websites with user-generated content (which can thus be easily manipulated), malware is
appearing more often on legitimate, official homepages. In combination with the increase in
security holes in applications and plug-ins, infection by malware during normal surfing will
become more likely.

Chapter 2.4 gives an assessment of these threats. Chapter 2.1 discusses the social engi-
neering techniques used, while Chapter 6 explains what people can to do protect themselves
against these threats.

Security loopholes in Microsoft products continue to be exploited — used for targeted
industrial espionage, including in Switzerland

Some of the security holes were only discovered as a result of 0-day exploits, for example in
Microsoft PowerPoint in July,™ in Internet Explorer in September, ' or several times in Word
in December."® After Microsoft had released security updates on the second Tuesday of
each month (“Patch-Tuesday”) exploits often appeared within a few hours, exploiting the se-
curity holes which had been notified. '

Attacks exploiting Office security holes are usually very well targeted and according to Micro-
soft affect only a few selected victims."” In particular the long-running well-targeted economic
and industrial espionage attacks from north-east Asia, known as “Titan Rain” (see the last
semi-annual report) make great use of these security holes. Such attacks occurred for ex-
ample in the USA in the second half of 2006 against the State Department, the Commerce
Department and the Naval War College."® Similar attacks have also again been launched
against the armaments industry in Switzerland.

12 See http://www.sophos.com/virusinfo/whitepapers/sophos-security-threats-2007_wsrus (as of: 7.2.07).

1% See http://isc.sans.org/diary.html?storyid=1484 (as of: 12.2.07).

% See http://www.heise.de/newsticker/meldung/78372; http://isc.sans.org/diary.html?storyid=1727 (as of:
12.2.07).

'® See http://www.heise.de/newsticker/meldung/82521; http://blogs.technet.com/msrc/archive/2006/12/15/update-
on-current-vulnerability-reports.aspx; http://isc.sans.org/diary.html?storyid=1940 (as of: 12.2.07).

'® See http://blog.washingtonpost.com/securityfix/2006/10/patch_tuesday exploit_thursday.html. A series of arti-
cles in the Washington Post gives a good overview of the problem and statistics about security holes that have
been discovered: http://blog.washingtonpost.com/securityfix/2007/01/microsoft_achilles _heel offic_1.html;
http://blog.washingtonpost.com/securityfix/2007/01/internet _explorer_unsafe for 2.html;
http://blog.washingtonpost.com/securityfix/2007/01/cricital microsoft mozilla_pat.html (as of: 12.2.07).

" Fora response by Microsoft see http://blogs.technet.com/msrc/archive/2006/12/08/what-very-limited-targeted-
attacks-means.aspx (as of: 12.2.07).

'8 See http://www.cnn.com//2006/US/07/11/state.hackers.ap/index.html; http://www.washingtonpost.com/wp-
dyn/content/article/2006/10/05/AR2006100501781.html; http://washingtontimes.com/national/20061130-103049-
5042r.htm (as of: 12.2.07).
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More security holes and 0-Day exploits against Microsoft Office products and Internet Ex-
plorer are to be expected in 2007. It is therefore likely that specially targeted espionage at-
tacks against operators of critical infrastructure, governments and government suppliers (par-
ticularly from the armaments industry) but also against companies in general, will increase.
Switzerland can expect to be affected in a similar way to other western industrial states.

In the case of attacks from north-east Asia, security holes in Office will probably be used in-
creasingly to infect victims via bogus websites connected with the specialist area of the or-
ganisation concerned.

Chapter 2.1 deals with social engineering, while Chapter 6 discusses possible steps that can
be taken to prevent such attacks.

USA: Number of lost data records containing personal information breaks through the
100 million mark

The US “Privacy Rights Clearing House” reported in the middle of December 2006 that per-
sonal data concerning more than 100 million US citizens had been lost since the beginning of
2005." The reasons were attacks, theft of laptops or losses of back-up media. The health
care system and government offices are particularly badly affected.?’ However, according to
one stud%/{ only a small proportion of those affected did indeed later become victims of iden-
tity theft.

For example, it was revealed in August that clients’ personal data had gone missing both
from a US bank and from the US Department of Transportation because laptops had been
stolen. A few days later AT&T had to announce that the compromising of one of its web-
shops meant that credit card details of some 19,000 customers had probably been stolen.??
In December the University of California/Los Angeles (UCLA) announced that a hacker at-
tack had obtained the personal data it held on more than 800,000 employees, students and
lecturers.? Finally Boeing also lost personal data on 382,000 employees in December, when
a laptop was stolen.?*

1% See http://www.privacyrights.org/ar/ChronDataBreaches.htm (as of: 12.2.07).

2 See http://www.gao.gov/new.items/d06676.pdf; http:/oversight.house.gov/Documents/20061013145352-
82231.pdf (as of: 12.2.07).

%1 See http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9003343 (as of:
12.2.07).

22 See http://www.computerworld.com/action/article.de?command=viewArticleBasic&articleld=9002828 also
http://www.heise.de/newsticker/meldung/77455 (as of: 12.2.07).

2 3ee http://www.heise.de/newsticker/meldung/82437 (as of: 12.2.07).

% See http://www.computerworld.com/action/article.de ?command=viewArticleBasic&articleld=9006098 (as of:
12.2.07).
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In MELANI’s estimation the cases in the USA illustrate a trend which is likely to gain ground
in Switzerland as well. Cyber criminals are interested in all kinds of personal data which the
underworld can turn into money.

Even if targeted attacks on webshops or databases are becoming commoner, most personal
data is lost when portable equipment is lost or stolen. Businesses which deal with sensitive
data are therefore advised to encrypt data on mobile equipment (particularly laptops and
PDAs but also on backup tapes). Operators of webshops are advised to keep their web ap-
plications up to date and to make a special effort to protect credit card details in particular.
The British “Centre for the Protection of National Infrastructure CPNI” (formerly NISCC) has
drawn up some useful recommendations about how to do this.?

USA: Sewage plant’s systems infected by employee’s laptop

At the beginning of October 2006 hackers obtained access to the computer system of a wa-
ter treatment plant in Harrisburg, Pennsylvania (USA) via an infected laptop. The laptop of
one of the employees had been infected by malware via the internet, which was then able to
take control of the laptop. The attackers had evidently proceeded to install spyware on the
computer, in order to discover sensitive data. Even if, as the FBI stated, the plant was not
specifically targeted but the laptop was infected by chance, it is nevertheless quite conceiv-
able that the control system of the plant could have been disrupted. For example, the chlo-
rine content of the drinking water could have been tampered with.%

The “Supervisory Control and Data Acquisition” (SCADA) systems designed to monitor and
control industrial processes increasingly use standard internet technologies and protocols
and are connected to the internet. This means that SCADA systems are exposed to threats
similar to those we know from the internet. Efforts to provide adequate protection for indus-
trial processes controlled by SCADA systems must be pushed forward.

The British “Centre for the Protection of National Infrastructure (CPNI)” has issued a number
of Best Practice guidelines for the use of SCADA systems.?’

5.3 Criminality
Phishing / Identity theft: Estimation of cost and major instances (two-factor authenti-
cation bypassed / RockPhish)

Phishing and identity theft increased in the second half of 2006, even if the losses are still
smaller than those arising from traditional fraud.?® In general, it is hard to estimate the costs.

% See http://www.niscc.gov.uk/ProtectingY ourAssets/ElectronicSecurity/applications.aspx (as of: 15.2.07).

% See http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9004659 (as of:
12.2.07).

2" See http://www.cpni.gov.uk/Products/quidelines.aspx (as of: 12.2.07).

B 35ee e.g. http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9004429 (as
of: 13.2.07).
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Without distinguishing between on-line identity theft and the traditional kind, the USA and the
UK put the losses at several billion dollars over the past few years.? No comparable estima-
tions are available for Switzerland.

In July a successful man-in-the-middle attack was launched against Citibank’s e-banking
portal in the USA, which is protected by two-factor authentication and as a result this type of
attack became known to the general public for the first time. With two-factor authentication
the customer has to log in not only with user name and password, but also needs additional
information, such as a transaction authentication number or, as in the case of Citibank, a
hardware token which refreshes the code at regular intervals. In the Citibank attack the victim
was lured to a phishing site by e-mail. This constructed a link in the background to the Citi-
bank e-banking server. When the bank customer believed he was communicating with the
bank, the phishing server (as the “man-in-the-middle”) intercepted his inputs and forwarded
them in the customer’s name via the previously established connection to the bank’s server.
Once the attacker had successfully logged in, the customer received a failure notice, and the
attacker was able to carry out transactions in the victim’s name.*

Various sites attributed the increase in phishing sites in the second half of the year to “rock
phish”. Exactly who or what “rock phish” is remains unclear — reports use “rock phish” either
to designate an automated tool which sets up phishing sites, or a group of hackers which is
thought to be behind about half of the major phishing attacks.®' “Rock phish” is able to con-
ceal the location of the phishing server by directing the traffic initially via a bot. The true loca-
tion of the phishing server is thus effectively hidden — if a bot is taken down, the attackers
simply steer future victims via a new bot to the phishing site which still exists. As far as phish-
ing gzwails are concerned, it is as if a special phishing URL had been configured for each vic-
tim.

MELANTI’s assessment of identity theft and phishing can be found in Chapters 2.3 (current
situation) and 3.1 (trends), and further examples are given in Chapters 4.1 and 4.2.

Cybercrime and organised crime: an underground market exists with trading and divi-
sion of labour — those involved are younger and younger

During the course of 2006 cybercrime developed definitively into a widespread criminal activ-
ity. Organised crime discovered long ago that its tried and tested activities — in particular
fraud, theft and blackmail — could be carried out with fewer risks in virtual space. To this end
experienced hackers are being recruited in increasing numbers, and also teenagers, for
whom cybercrime evidently possesses great attraction. IT specialists are being recruited
straight from their studies, sometimes by dubious methods. Many cyber criminals can make

2 See http://www.ftc.gov/os/2003/synovatereport.pdf; http://www.identity-theft.org.uk (as of: 13.2.07).

% See http://blog.washingtonpost.com/securityfix/2006/07/citibank_phish_spoofs _2factor_1.html (as of: 13.2.07).
¥ See e.g. http://en.wikipedia.org/wiki/Rock Phish (as of: 13.2.07).

%2 On “RockPhish“ see (as of: 13.2.07):
http://blog.washingtonpost.com/securityfix/2006/12/phishing_scams_soared_in_octob.html;
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=9005958; and also
http://www.heise.de/tp/r4/artikel/23/23964/1.html.
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enough to live off from their activities, and practise their “profession” during office hours, just

like any other “employees”.*

An underground market has sprung up for trading, information exchange, recruitment and
collaboration. The scene is based on division of labour: there are specialists who look for
security holes and sell them or develop exploit codes for them. Others are involved in the
development of malware and work together using professional means to continually create
new versions. Botherds concentrate on building up and maintaining botnets, which they sub-
sequently rent out — whether for distributed denial of service (DDoS) attacks, for sending
spam, for distributing malware, adware and spyware or for spying on the computers belong-
ing to the botnet. Spammers specialise in sending spam and developing e-mails that will get
through spam filters. Specialists can be found in the scene, or unsuspecting outsiders can be
taken on, for money laundering (the transfer of money from incriminated accounts) or for or-
dering and forwarding articles using stolen credit card numbers or Ebay accounts. There is
also a trade in information about security holes, exploits (an exploit for Windows Vista was
allegedly put up for sale for USD 50,000 in December), malware for data theft (the asking
price for a Trojan horse specialising in data theft, for example, is USD 1,000 — 5,000), mal-
ware to build botnets (USD 5,000 — 20,000), stolen data (credit card with PIN about

USD 500, US driving licences USD 150, credit cards with security code and expiry date for
online shopping between USD 7 and 25), rental time for botnets, expertise for spamming and
much more.*

An assessment of the cybercrime underground can be found in Chapter 3.2.

5.4 Terrorism

Al-Qaida forums glorifying terror now also in German / more bomb-making instruc-
tions in German on the internet

Two years ago the “Global Islamic Media Front” (GIMF) was more or less declared to be al-
Qaida’s official media agency, but it is now unclear whether there is indeed any direct contact
between the GIMF and al-Qaida. It became known in August that the GIMF had been operat-
ing a website in German since May 2006. It made available German versions of the latest
videos, statements and news from al- Qaida in Iraq only a few days after the event. The qual-
ity of the translations is good, so it must be presumed that they are not done automatically.*

The German firm "Pan Amp", which specialises in the development of security and filtering
software, reported in December that it had discovered more than 200,000 bomb-making in-

% See: http://www.mcafee.com/us/local_content/white-

papers/threat center/wp_virtual criminology report 2007.zip; http://www.washingtonpost.com/wp-
dyn/content/article/2006/12/22/AR2006122200367.html; http://www.washingtonpost.com/wp-
dyn/content/article/2006/12/26/AR2006122600922.html (as of: 7.2.07).

% See http://www.usenix.org/publications/login/2006-12/openpdfs/cymru.pdf;
http://www.theregister.co.uk/2006/12/12/cybercrook xmas_wish_list/;
http://www.heise.de/newsticker/meldung/82679 (all as of: 07.02.07).

% See http://www.spiegel.de/politik/deutschland/0,1518,434203,00.html (as of: 13.2.07).
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structions in German on the internet. It claimed that it is possible to find everything from sim-
ple letter bombs to bombs able to blow up trains.>®

The last two semi-annual reports stressed that the danger of cyber terrorism — in other words
an attack on the internet or on critical national infrastructure using information technology —
was being overestimated. However, terrorists use the internet for propaganda, ideologisation,
fundraising and communication.

Even if “Pan Amp’s” line of business (internet filtering and monitoring) means that its inde-
pendence must be questioned, its claim is nevertheless an indication of the seriousness of
the problem: it is becoming easier and easier for German-speaking sympathisers to find the
resources they need on the internet. Along with the fact that the potential exists in particular
in Europe for an increase in extremism and ideologisation, it must be assumed that this de-
velopment will lead to a widening of the circles potentially receptive to such messages.

USA: Corporate finance warned of al-Qaida attack on banking system

At the end of November the Computer Emergency Readiness Team (US-CERT) of the US
Department of Homeland Security (DHS) warned US financial services of a possible attack
by al-Qaida against American stock trading and banking websites. However, the DHS ex-
plained that the warning was purely a matter of precaution and not the result of specific in-
formation about an imminent danger.*” No attack took place.

The basis of the warning was the discovery on 27" November of a post entitled “The Elec-
tronic Battle of Guantanamo” on a password-protected jihadist forum. US financial services
were to be the target of denial of service (DoS) attacks to avenge the Muslims being held in
the jail in Guantanamo Bay, Cuba. The attacks were to start on December 1°'and continue
until the end of the year. At the same time, the writer of the message called on his brothers to
be careful with their personal data, and to use anonymising software whenever possible.*® It
was announced in an appropriate forum on 5" December that the attack had been aborted
because the financial services had been warned. But it added that the vigorous reactions in
the media had shown how great the impact of attacks on websites of economic importance to
the West would be.>®

It is highly unlikely that terrorist circles already have the necessary know-how to carry out an
attack on any critical infrastructure via the internet. In this case as well, a large amount of
insider knowledge would have been required for an effective attack. However, it cannot be
ruled out that in the future terrorists could acquire the know-how here too. For the moment,
however, the acquisition of know-know is concentrating more on how to use the internet se-
curely, rather than on perpetrating attacks against it.

% See http://www.heise.de/newsticker/meldung/82108 (as of: 13.2.07).

%7 See http://money.cnn.com/2006/11/30/news/economy/al_qaeda/;
http://www.spiegel.de/netzwelt/web/0,1518,451862,00.html (for both as of: 14.2.07).

% See http:/siteinstitute.org/bin/articles.cgi?|D=publications231106&Category=publications&Subcategory=0 (as
of: 14.2.07).

% See http://www.memri.org/bin/opener_latest.cgi?lD=1A32907 (as of: 28.02.07).
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“Technical Mujahid” and “Mujahideen Secrets”: Periodical magazine dealing with
technical questions and software for computer and internet security in Islamist forums

A magazine with the title “Technical Mujahid”, focussing on IT and security, was dissemi-
nated for the first time inside password-protected jihadist forums on November 28th 2006. It
was issued by a group called “Al-Fajr Information Center®, which had already published a
number of violent videos. The magazine is supposed to appear periodically. According to the
editors, the reason for the publication was a call by the al-Qaida leader in Iraq for technical
support. The magazine also stressed both the necessity and the great usefulness of the
internet for jihad.

The 64-page magazine contains articles on computer and internet security, GPS satellite
systems and the encoding and editing of videos. The contents included articles with such
titles as “The Technique of Concealing Files from View” or “How to Protect your Files, Even if
Your Device has been Penetrated”, which indicate the concerns of terrorists about IT moni-
toring. The magazine also featured links to tools needed to surf the internet anonymously
and to save files securely as well as an article about Pretty Good Privacy (PGP), a software
for encrypting e-mails.*°

In addition, on 1% January 2007 the “Global Islamic Media Front” (GIMF) announced that a
software package called “Mujahideen Secrets” would shortly be available. According to the
announcement, this is the first “Islamic computer programme” for the secure exchange of
information over the internet, and provides the user with encryption algorithms, symmetric
(256bit) and asymmetric (2048bit) keys, as well as tools for data compression.*'

Both examples illustrate what is evidently a growing interest on the part of jihadist extremists
in information technology. For the moment the issue of particular importance to them is how
to communicate securely via the internet and how to conceal or encrypt files in order to guard
against monitoring and prosecution.

Should jihadist circles gain more knowledge of this nature, it must be assumed that many of
the security policy measures for monitoring the internet such as are currently being debated
in the EU, and particularly in Germany, could fail in their avowed aim of conducting a preven-
tative war against terrorism.

40

See
http://www.siteinstitute.org/bin/articles.cgi?|D=publications229606&Category=publications&Subcategory=0;
http://memri.org/bin/articles.cgi?Page=archives&Area=sd&ID=SP137506 (as of: 14.2.07).
1 See http://memri.org/bin/articles.cgi?Page=subjects&Area=iwmp&ID=SP140707 (as of: 14.2.07).
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6 Prevention

Focus area: Social Engineering

General

Social engineering takes a wide variety of forms. Since better security provisions today mean
that users normally have to perform an action in order to start a programme, attackers in-
creasingly try to use people as the weakest link. Whether the aim is to persuade someone to
reveal his or her login data, install a programme or even to make an advance payment to a
stranger, the methods used are continuously being adjusted and improved. Social engineers
try to catch their victim off guard, to appeal to his good nature, to play on his fears or to
threaten him. The inventiveness of the attackers seems to know no bounds. An experiment
which made the headlines in the second half of last year shows this very clearly: a firm tested
whether its employees could recognise social engineering attacks.** What was special about
the experiment described here is that the employees were informed in advance that it was
going to be carried out. Nevertheless, it was possible to trick some of the employees by scat-
tering USB memory sticks in the area in front of the company building. Many employees sub-
sequently inserted them into the company’s computers. This installed a spy programme and
in theory gave the attackers access to company data. The example shows that a one-off
awareness campaign is not sufficient. Employees need regular and updated awareness ses-
sions which also include coverage of the latest trends and methods.

Technical solutions do not offer comprehensive protection

Technical solutions only offer partial protection against social engineering attacks. “Anyone
who thinks that security products alone offer true security is settling for the illusion of secu-
rity”, says Kevin Mitnick, a leading former hacker.*® It is true that anti-virus programmes or
spam filters offer basic protection against most malware distributed by social engineering.
But targeted espionage attacks are precisely an area where automatic recognition is practi-
cally impossible. The spyware used for this is developed in so many versions and intention-
ally distributed only in small numbers with the result that anti-virus programmes cannot al-
ways detect it. Blind faith in security programmes is therefore counter-productive. The idea
that technology can solve everything can lull employees into a false sense of security and
thus lead them to lower their guard.

General identifying features

The attacker usually tries to catch the victim off guard. He often assumes a familiar name or
in larger companies claims to be a colleague (whom the victim does not know personally) or
an employee or service technician working for a credible subcontractor or a known business.
In an attack with malware the baited message usually contains well-researched facts con-
nected with the recipient’s area of work, and uses the appropriate jargon. If the message also
contains a request to carry out some action, and if this request is coupled with some sort of
deception, blackmail, intimidation or threat, or if it asks the recipient for help or exploits his

“2 See http://www.darkreading.com/document.asp?doc_id=95556&WT.svl=column1_1 (as of: 19.2.07).
3 Mitnick, Kevin & Simon, William L., “The Art of Deception: Controlling the Human Element of Security”, Hungry
Mind Inc., 2002.
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innocence, the utmost caution is required. Attacks are perpetrated not only via e-mail, but
also by phone and by text message.

In order to fool a victim into carrying out specific actions, a relationship of trust has to be built
up. The personal information about a company or a particular person which an attacker
needs for this does not necessarily have to be looked for in the company’s waste paper bas-
kets, for example. Everyone knows from experience that confidential information can be
overheard every morning in the train. But details of employees or companies can be found in
the internet too. It is sometimes possible to find the whole life history or the private home-
page of an employee there. Also very useful for attackers are company reports, (internal)
phone books, organisation charts, media reports, market reports and much other information
about the company to be attacked which can easily be obtained in the public domain.

Senders’ addresses can easily be faked and it is not difficult to gather personal information
about the victim, as described above. Even for people with good awareness it is hard to de-
tect such attacks with complete certainty, which is why it should be impressed on employees
that if in doubt they should make enquiries about the (alleged) sender.

Special case: Phishing

So-called phishing is a special kind of social engineering. As well as catching the victim off
guard, it also frightens him usually by threatening to block his bank account. A number of
programmes came onto the market last year designed to warn victims about phishing sites.
The last semi-annual report went into this in detail. The release of Internet Explorer 7 has
added another programme to the list. The phishing filter of the new Internet Explorer claims
to be able to detect a large number of fraudulent sites. But here too it is dangerous to place
blind trust in such a filter. Anti-phishing programmes are indeed very helpful when it comes to
detecting phishing sites, but cannot identify all sites straight away. In the last resort, respon-
sibility lies with the user. It is therefore worthwhile to define rules of conduct in simple and
memorable terms. For example, entering the URL of an e-banking site into the browser by
hand provides reliable and simple protection. It is also important to know that no financial
institution would ever ask its customers by e-mail to reveal their log-in, password or TAN.

Guidelines and user awareness

It is very important for attackers to collect as much data about the company and its workers
as possible prior to the attack. The amount of such information available to an attacker can
be limited by providing relevant training to employees, and also by restricting the way in
which the internet is used to treat their personal data. Every employee should know what
information can be used and how. The relevant classification system must be simple and
clear. For example, the helpdesk must not only be aware of security in working with com-
puters, but also follow precise guidelines as to which people may be given which access data
under which circumstances. These guidelines must be obeyed even under pressure of time
or in the face of unusual events. It is also sensible to introduce the simple rule that when in
doubt, query the mail with its (alleged) originator.

Problem: Defence against targeted espionage

It is typical that in targeted espionage e-mails or CDs are sent out containing for example
(apparently genuine) bills, tenders, reports or news. If these documents are opened, some-
times unknown security holes are exploited. If the computer is connected to the internet, the
consequence is the unintentional transfer of data. This kind of social engineering attack is
hard to detect, since employees have to deal with similar documents in their daily work. In
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such cases even rules of conduct do not help. Such measures as disconnecting from the
internet, or testing all incoming documents in a virtual machine could help to limit this threat.
Commercial solutions have already appeared on the market. In addition, regular courses
should not only keep employees informed about the attacks, but should also teach them who
to inform in case of doubt, including system crashes, slower than usual work stations or other
abnormal behaviour by their PC.

New communication media, new dangers

New programmes and means of communication often bring with them new attack vectors. In
the past few months instant messaging (IM) or voice over IP (VoIP) have become more im-
portant as attack vectors. These technologies are all too often introduced into companies
without sufficient thought, although these means of communication are precisely those which
can easily be used for social engineering. Companies need to ask themselves very carefully
what service they are offering their employees. In taking any decision, the requirements of
increased productivity need to be weighed against considerations of security.

¢ A code of conduct which is easy to understand and memorable is of considerable help in
protecting confidential (company) data.

e Each user/employee can contribute to security though his or her conduct.

¢ Regular courses covering the latest trends, plus tests raise the awareness of employees
and help them to recognise possible threats.

e Technical measures are part of basic security, but they cannot deal with all attack vectors.

¢ New means of communication open up new opportunities, but usually also contain new
dangers.

¢ An increase in e-mail based attacks is currently being observed. It is therefore especially
important to raise awareness of the need to approach e-mails carefully.

7 Activities / Information

7.1 State

Germany: Blanket storage of connection data, anti-terror file and the law on the pro-
tection of the constitution

As mentioned in the |last semi-annual report, the EU and Germany have taken steps to im-
prove monitoring of the internet as part of the fight against terror. At the centre of the debate
is the storage of certain data and information sharing between different security authorities.
Germany would like to use its EU presidency in the first six months of 2007 to promote in-
creased internet monitoring and better tie-ups between databases of wanted persons at
European level.

In November 2006 the German Justice Minister presented the draft of a proposed revision of
the law on the monitoring of telecommunications. The planned implementation of the EU di-
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rectives on blanket retention of connection data (for the EU directives, see semi-annual re-
port 2005/I1 [in German])** has run into the most opposition. The directives instruct the EU
states to retain connection and location data generated by telephony, text messages and e-
mails for a period of between 6 and 24 months.* The German draft legislation sets the reten-
tion period at 6 months. The law is due to be approved by the German parliament by the mid-
dle of 2007. Civil rights activists, advocates of data protection and opposition politicians have
condemned the legislation as unconstitutional and the “Connection Data Storage Working
Party”*® has issued an on-line call to all citizens who are worried about it to join in a class-
action suit.

At the beginning of December 2006 the German parliament decided to establish an anti-
terror database, which is supposed to be shared between the police authorities and the intel-
ligence services at federal and state level. The law creating the legal foundation for this came
into force at the end of 2006.%” The anti-terror database is designed to facilitate information
sharing and closer cooperation between the different security authorities. The anti-terror da-
tabase is extremely contentious. The German Interior Minister Wolfgang Schauble describes
it as an “essential instrument in the fight against terror” and stresses the necessity for a free
constitutional state to be in a position to ensure the security of its citizens.*® The main focus
of criticism by its opponents concerns the threat to the legally required separation of the po-
lice and intelligence services, and the fact that it is explicitly stated that the file can be used

not only to combat international terrorism but also for “other purposes”.*®

At the end of December 2006 North Rhine—Westphalia approved an amendment to the law
on the protection of the constitution which gives a firmer legal basis for the covert searching
of private computers in cases where it is suspected that they are being used for extremist
offences - the first German federal state to do so0.*® These so-called online searches put
hacking into computers by state security on the same footing as telephone bugging. It entails
the planting of malware in the computer of the person under suspicion in order to search
through the files stored there. Supporters of the new law regard the monitoring of the internet
as necessary in order to obtain information about planned attacks, suicide attacks or bomb-
making plans.®’

As part of its “Programme for strengthening internal security“ the German Interior Ministry
also plans to broaden the resources and powers of the Federal Criminal Police Office na-
tionwide to carry out searches via the internet. Online searches are also to play an important
role in this. The Federal Criminal Police Office is also constructing an internet monitoring and
analysis centre (IMAS), which is to strengthen the fight against terrorism by monitoring and

* See
http://www.bmj.bund.de/enid/968152a666b778952bc9da769d9fb82a,6f1ad6706d635f6964092d0933313733093a
095f7472636964092d0933303334/Pressemitteilungen_und_Reden/Pressemitteilungen_58.html (as of: 19.2.07).
5 See MELANI semi-annual report 2006/I, Chapter 8:
http://www.melani.admin.ch/dokumentation/00123/00124/00162/index.htmlI?lang=en (as of: 19.2.07).

“6 See http://www.vorratsdatenspeicherung.de (as of: 19.2.07).

*" See http://bundesrecht.juris.de/bundesrecht/atdg/gesamt.pdf (as of: 19.2.07).

8 See (as of: 19.2.07)
http://www.bmi.bund.de/Internet/Content/Nachrichten/Pressemitteilungen/2006/09/Antiterrordatei.html.

%9 See http://bundesrecht.juris.de/bundesrecht/atdg/gesamt.pdf, Paragraph 6 (as of: 19.2.07).

¥ See
http://www.landtag.nrw.de/portal/WWW/dokumentenarchiv/Dokument/XMMGVB0638.pdf?von=620&bis=621;
http://www.landtag.nrw.de/portal/WWW/P/Presse/Oeffentlichkeitsarbeit/Informationen/2006/12/2012_Plenum_akt
uell.jsp (as of: 19.2.07).

*1 See http://www.heise.de/newsticker/meldung/82814: http://www.nzz.ch/2006/12/21/al/articleERN8M.html (as of:
19.2.07).
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analysing relevant internet sites.> However, the legality of the new legislation has been seri-
ously questioned. It is particularly unclear whether spying out data stored on a computer can
be reconciled with German law. Back in November 2006 the German Federal Court of Jus-
tice ruled that on-line investigation of computer systems was illegal, because the necessary
legal basis for it did not exist.>®

As far as the situation with regard to the retention of connection data in Switzerland is con-
cerned, providers must store certain internet connection data for six months. A debate is un-
derway about whether this should be tightened. The Swiss Federal Council has taken a fa-
vourable attitude to raising the limit.

Up until now online searches in the absence of concrete suspicion of illegal activity have
been prohibited in Switzerland. However, the hacking of computers is included in the new
draft federal law on protecting internal security (BWIS). This measure would only be allowed
in exceptional circumstances and only if strict preconditions have been met. In addition, the
person subjected to the monitoring would have to be informed about it once the operation
was ended. The draft legislation still has to be debated by the two chambers of the Swiss
parliament.

MELANTI’s assessment of the use of the internet by terrorist circles and reflections on their
preparations against internet monitoring can be found in Chapter 5.4.

EU: strengthening of Europol / extension of Internet monitoring

The European Commission plans to extend the powers of the European Police Office (Euro-
pol). Among other things, this should help to improve the fight against cybercrime and will
centralise the processing of data retained by Europol, making it more efficient.

Europol’s mandate is to be extended to cover the whole area of international serious crime.
The office will thus broaden its area of activity to cover cybercrime and internet monitoring.
The Commission also intends to improve the processing of data retained by Europol. One
possibility would be that in specific cases Europol would set up a database of internet sites
which could pose a threat.**

Back in the spring of 2006 when they set up the “Check the Web” programme, various EU
states joined together to create a cross-border internet monitoring system with Europol par-
ticipation.®® Europol is to set up an information portal which member states can use to ex-
change information. As part of this, it is planned to introduce a shared visa information sys-
tem. During its EU presidency Germany will push forward information sharing and internet
monitoring at EU level.

%2 See
http://www.bmi.bund.de/cin_012/nn_122688/Internet/Content/Nachrichten/Pressemitteilungen/2006/11/Programm
zur__Staerkung__der__Inneren__Sicherheit.html; http://www.sueddeutsche.de/computer/artikel/965/93872/;

http://www.heise.de/newsticker/meldung/82154 (as of: 19.2.07).

%% See http://www.heise.de/newsticker/meldung/82341 (as of: 19.2.07).

% See
http://europa.eu/rapid/pressReleasesAction.do?reference=1P/06/1861&format=HTML &aged=0&language=DE&gui
Language=en; http://www.heise.de/newsticker/meldung/82820 (as of: 19.2.07).

%5 See MELANI semi-annual report 2006/I, Chapter 7.1:
http://www.melani.admin.ch/dokumentation/00123/00124/00162/index.htmlI?lang=en (as of: 19.2.07).
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MELANI considers efficient international information sharing which nevertheless preserves
data protection to be helpful and necessary if internal security is to be assured. European
level cooperation in monitoring and analysing relevant sites on the internet is also to be wel-
comed.

Germany and the United Kingdom: Reforms of criminal computer laws

At the end of 2006 Germany and the United Kingdom launched draft legislation aimed,
among other things, at extending the definition of the offence of hacking. The production and
distribution of “hacker tools” and denial of service attacks (DoS) are to be covered for the first
time. The national laws of both countries will conform to the EU’s Framework Decision on
attackgﬁagainst information systems and to the Council of Europe’s Convention on Cyber-
crime.

At the same time a new law has been introduced in Great Britain to include phishing in the
definition of fraud, thus for the first time making phishing attempts in themselves liable to
prosecution.®’

Both pieces of draft legislation have been met with fierce criticism. The main fear is of the
“over criminalisation” of software which is also used to analyse security holes and is thus an
indispensable tool of the IT security branch. It is also feared that legal uncertainty will be cre-
ated with regard to the development and distribution of software. MELANI also considers it
problematical to make it illegal to produce and distribute the software that is also needed to
determine the vulnerability and security of information systems in the first place.

The USA ratifies the Council of Europe’s Convention on Cybercrime and joins it on
1% January 2007

After some hesitation the US Senate ratified the Council of Europe’s Convention on Cyber-
crime at the end of September 2006. This made the USA the 16th state to have ratified the
convention.*®

The convention is the first international agreement in the area of the fight against cybercrime.
The signatories are obliged to bring their criminal law and criminal procedure into line and to
provide for international cooperation over criminal cases connected with advanced informa-
tion technology.

*®See
http://www.bmj.bund.de/enid/2f99c147790664d0475a936f509414f9,792f74707265737365617274696b656c5f696
4092d0932353638093a096d795f79656172092d09323030360932096d795f6d6f6e7468092d093039093a095f747
2636964092d0932353638/Presse/Pressemitteilungen 58.htm;

http://www.opsi.gov.uk/acts/acts2006/ukpga 20060048 en.pdf (as of: 19.2.07).

%" See http://www.opsi.gov.uk/ACTS/acts2006/ukpga_20060035_en.pdf (as of: 19.2.07).

%8 See http://www.state.gov/r/pa/prs/ps/2006/73353.htm;
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CM=8&DF=2/14/2007&CL=GER (as of:
19.2.07).
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Internet crime is a problem that knows no borders. One of the major difficulties in combating
it therefore lies in the differences in national legislation. In order to combat it successfully it is
vital to bring laws into line and to increase international cooperation (see also Chapters 3.2
and 5.3). The Council of Europe’s Convention on Cybercrime is a very promising instrument.
Although Switzerland signed the Convention in 2001, it has not yet ratified it.>

USA: DHS appoints cyber security official

In September 20086, after long hesitation, the Department of Homeland Security (DHS) ap-
pointed the first ever assistant secretary for cyber security. This should put the country in a
better position to protect its critical information networks against possible cyber attacks. The
post has finally been filled 14 months after Congress created it in July 2005.%

In February 2006 the DHS conducted an exercise under the code-name “Cyber Storm Exer-
cise”, which simulated a cyber attack against the USA’s critical information infrastructures.®’
This revealed once again that the USA has no clear strategy and lacks coordination in its
emergency measures. The new cyber security head is to coordinate closely with the private
sector in order to implement a new strategy and draw up an emergency protection plan.®?

7.2 Private Sector

Switzerland: PostFinance introduces smart cards for e-banking authentication

PostFinance is to replace authentication by TAN for its Yellownet e-banking system with au-
thentication by smart card. From March 2007 Postfinance is giving its customers the neces-
sary card reader free of charge. This technical measure should reduce the risk of phishing
attacks.

This technical precaution ensures that a customer cannot be tricked into revealing his entire
log-in data to a phisher.

% See (as of: 19.2.07)

http://www.ejpd.admin.ch/ejpd/de/home/themen/kriminalitaet/cybercrime/ref cybercrime _europarat.html.

60 See http://www.dhs.gov/xnews/releases/pr _1158759756150.shtm as well as the remarks in the MELANI-semi-
annual report 2005/1l, Chapter 7.1:
http://www.melani.admin.ch/dokumentation/00123/00124/00161/index.htmlI?lang=de (as of: 19.2.07).

51 See http://www.dhs.gov/xnews/releases/pr_1158340980371.shtm (as of: 19.2.07).

%2 See http://www.washingtonpost.com/wp-dyn/content/article/2006/09/18/AR2006091800928.html (as of:
19.2.07).
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8 Legal foundations

Germany: Unencrypted WLAN can have legal consequences

At the end of 2005 it was possible to download audio files from a computer connected to an
insecure wireless network in Hamburg. The operators of the wireless network (WLAN) were
identified and the copyright holder issued a formal request for this to cease. The request was
rejected on the grounds that it was an unknown third party who had made the music files
available via the unencrypted WLAN. The music company then successfully asked the state
court to issue a cease-and-desist order. In reaching its decision the court went back to the
principle of liability of the accessory (Stérerhaftung). Service providers who merely by provid-
ing access to foreign content matter are indirectly contributing to illegal activities fall under
the description of accessory. Anyone who operates a wireless internet connection must en-
sure the security of his router, otherwise he has failed in the duty to carry out the necessary
checks that could reasonably be expected of him. In the opinion of the judges it was the duty
of the respondent as operator of the network to find out how he could prevent such breaches
of the law.

The decision of the Hamburg court could open up a new dimension in issues of liability.
However, the judgement has not yet been confirmed by the German Federal Court of Justice
In Switzerland too a music company would be able to cite copyright law and assert its rights.
Making copyrighted products publicly accessible and distributing them without permission
violates Swiss copyright law too.

The Cybercrime Coordination Unit Switzerland (KOBIK) regards it as highly unlikely that the
operator of a WLAN in Switzerland would be held legally responsible in such a case at the
present time. Even liability under Article 41 of the Swiss Code of Obligations would be hard
to envisage at the current time. This does not mean that the problem of open wireless net-
works would not create any legal difficulties. KOBIK is already aware of the first cases where
an open WLAN has been used for illegal activities. These cases involved blackmail, sexual
assault and the downloading of child pornography.

Germany: Finance agents sentenced

In the last six months there has been an increase in attempts to recruit finance agents in or-
der to transfer phishing money abroad (see also Chapter 4.2). German courts have now is-
sued judgements in a number of cases related to this activity.

The Hamburg high court decided that bank customers who allow persons they do not know
to transfer money acquired through phishing attacks to their accounts and then to withdraw
this money in order to forward it, must pay back the sums to the financial institution con-
cerned. The customer cannot argue that the bank should have prevented the cash withdraw-
als. The case was triggered by cash withdrawals to the value of around EUR 33,000. When
the bank received a communication from an injured party, it checked the account of the plain-
tiff which led to the cancellation of the credit payments. The bank closed the account and
demanded the repayment of the EUR 33,000. The customer responded by taking legal ac-
tion, and demanded to be credited with the full amount.
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But phishing of account data can also end in a prison sentence, when account owners act as
middle men for fraudsters. Courts regard this as culpable money laundering. A court in Uber-
lingen sentenced a 46 year-old man from Meersburg to a fine equivalent to 30 days’ income
in lieu of jail for attempting to use his account to transfer money abroad that had been unlaw-
fully deposited in it by third parties. Persons unknown had used phishing to gain unlawful
access to the victim’s bank data, and transferred sums of money to the accused’s bank ac-
count. He was to withdraw the money in cash, taking a commission of 8.5 percent for him-
self, and transfer it abroad via Western Union.

With or without knowing it, a number of persons in Switzerland have probably also fallen into
the trap of job offers made by phishing fraudsters and worked as finance agents. Time will
tell whether courts will convict them. So far there have been no test cases.

9 Glossary

This glossary contains all the expressions in italics. A more extensive glossary containing
even more expressions can be found at:
http://www.melani.admin.ch/glossar/index.html?lang=en .

Adware A contraction of the words advertisement and software. Adware is
often used for targeted advertising purposes, by recording the
user’s surfing habits and offering the corresponding products (e.g.
through links).

Attack vector The means used or technology used by the attacker to gain access
to the computer system.

Bot Comes from the Slavic word ‘robota’ meaning work. Refers to a
program that automatically carries out certain actions upon receiv-
ing the command. So-called malicious bots can control compro-
mised systems remotely and have them carry out arbitrary actions.

Botherder Operator of a bot net.

Botnet A collection of computers infected with malicious bots. These can
be fully remotely controlled by the attacker (the owner of the bot-
net). Depending on its size, a botnet may consist of several hun-
dred to millions of compromised computers.
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Critical Infrastructure
Protection / Critical
Information Infrastruc-
ture Protection (CIP /
CIIP)

Infrastructure or part of the economy whose failure or breakdown
would have enormous consequences on national security or the
economic and/or social welfare of a nation. In Switzerland the fol-
lowing infrastructure has been defined as critical: energy and water
supply, emergency and rescue services, telecommunications,
transport and traffic, banks and insurance, government and public
administration. In the information age their smooth running is in-
creasingly dependent upon information and communication sys-
tems. Systems such as these are referred to as critical information
infrastructures.

DDoS attacks

Distributed denial of service attacks

A DoS attack where the victim is simultaneously attacked by many
different systems.

DoS-Attacks

Denial of service attacks

Have the goal of causing a loss of a specific service to users or at
least to considerably restrict the accessibility of the service.

Exploit-Code

(or exploit)

A program, a script or a line of code with which vulnerabilities in a
computer system can be used to advantage.

Firewall

A firewall protects computer systems by monitoring incoming and
outgoing connections and rejecting them if necessary. A personal
firewall (also called a desktop firewall), on the other hand, is de-
signed to protect a stand-alone computer and is installed directly
on it.

Identity theft

Theft and improper use of personal data (passwords, data to use
the identity of individuals, corporate secrets, tax returns, credit card
data, account information, etc.) by third parties.

Instant Messaging (IM)

Service which enables communication to take place between par-

ticipants in real time (chat) and often to be able to exchange data.

Millions of users around the globe have already registered with the
existing, numerous IM services (AOL, MSN, ICQ, Yahoo, etc.).

IP-Address

Address to uniquely identify computers on the Internet or on a
TCP/IP-network (e.g.: 172.16.54.87).

Malware / Malicious
Code

Comes from the terms "malicious" and "software". Generic term for
software which carries out harmful functions on a computer. This
comprises amongst others viruses, worms, Trojan horses. See
also Malware.

Man-in-the-Middle-

Man-in-the-middle attacks (MITM) Attacks in which the attacker

Attack (MitM) infiltrates unnoticed the communication channel between two part-
ners and is thereby able to spy on or even modify their data ex-
changes.

Phishing Fraudsters phish in order to gain confidential data from unsuspect-

ing Internet users. This may, for example, be account information
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from online auctioneers (e.g. eBay) or access data for Internet
banking. The fraudsters take advantage of their victim's good faith
and helpfulness by sending them e-mails with false sender ad-
dresses.

Plug-In, plugin (Additional) software that extends the basic functions of an applica-
tion, e.g. Acrobat plug-ins for internet browsers allow direct display
of PDF documents.

SCADA Systems Supervisory Control And Data Acquisition Systems.

Are used for monitoring and controlling technical processes (e.g. in
energy and water supply).

Security holes

A loophole or bug in hardware or software through which attackers
can access a system.

Social Engineering

Social engineering attacks take advantage of people's helpfulness,
credulity or lack of self confidence in order to gain access to confi-
dential data or to prompt them to perform certain actions, for ex-
ample.

Spam

Spam refers to unsolicited and automatically sent mass advertis-
ing, into which category spam e-mails also fall. The person re-
sponsible for these messages is known as a spammer, whereas
the actual sending itself is known as spamming.

Spear Phishing

Targeted phishing attacks. The victim is made to believe that
he/she is communicating via e-mail with a person they are ac-
quainted with.

Spyware

Spyware collects information about the user's surfing habits or sys-
tem configuration without his knowledge and transmits it to a pre-
defined address.

Trojan horses

Trojan horses (often referred to as Trojans) are programs that cov-
ertly perform harmful actions while disguised as a useful applica-
tion or file.

Two-factor authentica-
tion

Login procedure which, along with the user name and passwords,
requests a further (second) factor from the user. Different versions
are used: list of codes, a code generated by a hardware token, a
code generated by a cryptographic procedure, biometric data.
From the three basic components "something with which one is
familiar" (e.g. password), "something which one has" (e.g. security
token) or "something which one is" (biometric data) are requested
in the case of the two-factor authentication.

Virus

A self-replicating computer program with harmful functions that
attaches itself to a host program or host file in order to spread.

Voice over IP (VoIP)

Voice over IP. Telephony via internet protocol (IP). Frequently u-
sed protocols: H.323 and SIP.
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WLAN

WLAN stands for Wireless Local Area Network.

Worm

Unlike viruses, worms do not require a host program in order
to propagate. Instead, they use vulnerabilities or configuration
errors in operating systems or applications to spread by
themselves from one computer to another.

Zero day exploit

An exploit which appears on the same day as the security holes
are made public.
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