24 August 2026 | National Cyber Security Centre NCSC

Semi-Annual Report 2026/1 (January — June)

Cybersecurity

Situation in Switzerland and internationally

Schweizerische Eidgenossenschaft Federal Department of Defence,
Confédération suisse Civil Protection and Sport DDPS
Confederazione Svizzera National Cyber Security Centre NCSC

Confederaziun svizra

Swiss Confederation



Management Summary

In this semi-annual report, the National Cyber Security Centre (NCSC) presents the relevant
incidents and developments relating to cyberthreats in Switzerland and internationally. During
the first half of 2026, the NCSC received 27,128 voluntary reports and 200 notifications of
cyberincidents that were subject to mandatory reporting. Thus, the number of reports has sta-
bilised at a high level. Fraud continues to dominate the statistics as a lucrative mass-market
business, with telephone-based scams — such as voice phishing — having become particularly
established methods. By using classifieds platforms, search engine listings and even data
breaches as points of contact, cybercriminals are luring their victims using personalised, emo-
tionally manipulative and, in some cases, technologically very sophisticated methods. Attack-
ers are now systematically using artificial intelligence (Al) to deliver tailored, personalised and
credible content to their victims.

Cyberincidents at Swiss companies

While there were no major CEO fraud campaigns targeting schools, local authorities or
churches, the NCSC recorded an increase in reports of Microsoft 365 phishing, in which at-
tackers take over victims’ business email accounts to use them for further phishing or fraudu-
lent activities. Particularly striking were cases where attackers impersonated IT helpdesks or
senior managers, deliberately manipulating staff in order to compromise systems or directly
initiate financial transactions. During the reporting period, pending security updates were in-
creasingly used as a pretext to distribute malware. Several popular open-source projects were
also compromised, enabling widespread distribution of software designed to steal login cre-
dentials. Finally, the number of reported and observed Swiss ransomware cases remained
stable, with 79 recorded during this reporting period. However, there is evidence that active
ransomware families are becoming increasingly diversified and fragmented.

Cyber resilience in an increasingly politicised, international environment
Cybersabotage has emerged as a viable and often overt activity for single states to launch
attacks during international conflicts and within broader spheres of political influence. Although
there have been no targeted cybersabotage attacks against critical infrastructure in Switzer-
land to date, the level of risk may change depending on the geopolitical situation. Given Swit-
zerland’s close ties with other Western value communities and its economic and political inter-
dependence, Swiss organisations must prepare to maintain their resilience even in the face of
increasingly hostile cyberthreats. This is illustrated through a case study on an incident in Po-
land.

The dream job playbook

Jobseekers were the focus of attention in various ways during the reporting period. In addition
to large-scale campaigns involving typical fraud schemes, attackers also targeted Swiss indi-
viduals and companies, stealing cryptocurrency through fake job application processes. Pos-
ing as headhunters, attackers contact their victims on LinkedIn and offer them supposed dream
jobs or investment opportunities. As well as using advanced social engineering techniques,
attackers employ sophisticated methods to compromise devices, gain access to sensitive login
details and steal millions in cryptocurrency from victims and their employers.
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1  Cyberthreats in Switzerland: An overview

The cyberthreat landscape in Switzerland is shaped not only by domestic events, but is closely
linked to developments in international security policy. Attackers are constantly adapting and
refining their methods to this changing environment. Although the NCSC received fewer re-
ports of cyberattacks overall during this reporting period, such incidents in Switzerland are
generally becoming more targeted, more emotionally manipulative and more technologically
sophisticated. While the reported cyberincidents paint a stable picture for Switzerland, the se-
curity policy environment and the security situation have deteriorated significantly. Due to ge-
opolitical tensions and the power politics pursued by individual states, it is more important than
ever to take account of political factors when analysing the cyberthreat situation and incorpo-
rate them into cyber risk assessments (see Section 2.1). In this respect, a sabotage incident
in Poland clearly demonstrated that basic security measures are indispensable for effective
protection against cyberthreats (see Section 2.2). However, cyber resilience cannot be
achieved through technical measures alone; a holistic approach including the human factor
must always be taken into account. Members of the public need to be made aware of potential
threats involving psychological manipulation, scammers with a professional, convincing de-
meanour, and Al-assisted attacks (see Section 3).

This overview of the cyberthreat situation is based primarily on voluntary reports from the gen-
eral public and businesses. Since the reporting obligation for operators of critical infrastructure’
was introduced on 1 April 2025, these mandatory reports have provided additional detail on
the cyberthreat landscape. A total of 200 such cases were processed in the first half of 2026.
These were spread across various sectors, with the public sector (19.4%) and the IT and tele-
communications sector (18.6%) still reporting the highest numbers of cyberattacks (see Fig. 1).
At just under 26%, unauthorised access to systems (hacking) was still the most frequently
reported type of attack. These cases largely involve email accounts compromised by success-
ful phishing attacks, which are in turn used to carry out further phishing attacks and fraud
attempts. The next most frequently reported types of attack were theft of login credentials
(13.5%), distributed denial-of-service (DDoS) attacks? (12.7%), and data leaks (12.7%). Dis-
ruptive tactics such as encryption and extortion (ransomware) accounted for around 8% of
cases (see Fig. 2).

During the first half of 2026, the number of voluntary reports fell to a total of 27,128 (see Fig. 3),
compared to 35,727 reported cyberincidents in the first half of 2025. The most frequently rec-
orded phenomena were fraud (10,759), phishing (8,877) and spam (3,965). The reduction in
the number of reports is reflected in several categories, including advertisements for online
investment fraud (387, —89%?2), CEO fraud (258, —57%?%) and threatening phone calls from
fraudsters posing as authorities (3,817, —64%?3). In the latter case, the amended Ordinance on
Telecommunications Services (OTS)* is likely to have contributed significantly to the fall in
numbers. This is because the amendments include stricter call spoofing regulations, which
probably had an impact even before coming into force.

Information on the reporting obligation (ncsc.admin.ch)

Attack on availability (DDoS) (ncsc.admin.ch)

The first half of 2025 serves as the reference period.

Massnahmen gegen Missbrauch Schweizer Telefonnummern in Kraft (swissinfo.ch)

BAOON -
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Fig. 3: Voluntary reports to the NCSC in the first half of 2026 by category; see Current figures (ncsc.admin.ch)

2000 Other
W Telecommunications

Technology and industry

1500 [

W Education

[ Road transport

[ Retail and services

1000

M Public transport
Postal services

I Insurance services

=T

500

¥ Financial services

M Administration

January February March April May June

Fig. 4: Number of phishing URLs reviewed and confirmed by the NCSC, by sector of impersonated brands, in the first half of 2026
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Fraud

Fraud remains a lucrative mass-market business for cybercriminals, with their financial suc-
cess or failure steering their behaviour. This form of attack heavily affects the Swiss public and
economy: around 39% of incoming reports were fraud attempts. In general, it can be seen that
Al is now widely used to create fraudulent content, including text, images, videos and voice.
While fraudsters previously had to acquire this material themselves from a variety of sources,
they can now use Al to generate deceptively realistic emails, text messages and even entire
websites within seconds. For example, criminals in one CEO fraud case during the reporting
period persuaded employees to carry out fraudulent financial transactions by using a simula-
tion of their manager’s voice. Although attacks of this kind require more effort than traditional
CEO fraud, they offer greater potential for success. Similarly, fraudsters perpetrating romance
scams® were able to appear more authentic and trustworthy by using identities tailored with Al,
deepening their victims’ sense of emotional attachment. These schemes also use fake images,
imitated voices in phone calls and, increasingly, video calls supported by deepfakes.

The methods used by attackers in fraudulent job offers have also evolved. While cases in
previous reporting periods were aimed primarily at individuals with low incomes, more recent
scams are also targeting senior executives.® For instance, supposed recruiters lure victims
with attractive job offers but ask them to pay for services — such as allegedly having their CVs
optimised — before the application can proceed. Criminals are also making themselves appear
more credible to jobseekers by using Al-generated websites claiming to represent fictitious or
impersonated companies. For some time, the NCSC has been monitoring sophisticated social
engineering attacks targeting individuals in IT and management roles. Victims receive mes-
sages offering a dream investment opportunity or job, but the real aim is to compromise their
systems (see Section 3). For instance, attackers specifically contact software developers via
email or professional online networks in order to make their supposed job offer seem appeal-
ing. During the ensuing conversation, the victim is asked to complete a technical task as a test;
however, this task infects the victim’s device with malware.” The attackers attempt to steal any
cryptocurrency the victim may hold, and also specifically search the employer’s network for
any cryptoassets.

Initial access

Regarding initial access, the NCSC observed general global trends rather than any methods
specific to Switzerland. Malware sent by email is still one of the main attack vectors, with fake
invoices among the most common ruses.® ClickFix® remains widespread, tricking victims into
executing a malicious command themselves. During the reporting period, the NCSC identified
at least 191 Swiss websites using a WordPress CMS that attackers had compromised and
infected with malicious JavaScript code. This, in turn, automatically prompts the browsers of
any website visitors to download malicious code.'® Blockchain is playing an ever greater role

5 Romance Scam (ncsc.admin.ch)

6 Week 23/2026: Job seekers in the crosshairs — phishing, scams and malware in the application process
(ncsc.admin.ch)

7 Week 49/2025: The hidden risks of enticing employment opportunities — How job seekers fall into the malware
trap (ncsc.admin.ch)

8 Week 11/2026: Attackers try to trick companies — and the NCSC (ncsc.admin.ch) and Section 3

9  Week 8/2026: "ClickFix" — When a supposed fix or verification installs malware (ncsc.admin.ch)

10 The NCSC notifies the operators of compromised websites to be cleaned up.
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in this process, as it is increasingly being used to host and distribute malicious code. The use
of ClearFake also remains very popular, with victims being tricked into installing a supposed
software update. One example of this was a campaign in which attackers told victims that, in
order to join an alleged online meeting, they needed to download and install a fake update for
the Zoom app.'" In addition to the methods described above, attackers also used multi-stage
techniques. For example, after flooding a worker’s business inbox with emails (email bombing),
the attackers contacted their victim via Microsoft Teams, claiming to be IT helpdesk employ-
ees. They persuaded the victim to grant them remote access, which enabled them to install
malware disguised as an update.’

During the reporting period, there were also several large-scale and far-reaching attacks on
software supply chains with global implications. Several popular open-source projects were
compromised, enabling widespread distribution of software designed to steal login credentials.
Swiss organisations were also affected by this phenomenon.™ At the same time, attackers
continued to exploit vulnerabilities in internet-facing systems, the aim being to obtain login
credentials (e.g. for VPN products) or to compromise these systems with malware.'® This
access was often used immediately as the initial entry point, enabling the attackers to encrypt
the systems with ransomware. Nevertheless, international observations indicate a shift away
from technical complexity towards the principle of ‘log in, not break in’. Rather than gaining
unauthorised access to a system, attackers are increasingly attempting to obtain legitimate
login details and use these to access the system.'® The FortiBleed dataset, which emerged at
the end of the reporting period and contains configurations and login credentials for Fortinet
firewalls, illustrates this perfectly.”

Phishing

During the reporting period, the NCSC received 9,308 reports of unique phishing URLSs via the
antiphishing.ch® platform. Attackers exploited well-known brands to obtain login details and
credit card information (see Fig. 4). The most frequently affected sectors were finance (26%),

retail and services (22%), and postal services (14%). While traditional credit card phishing still
dominated incoming reports until the end of 2025, telephone phishing has now become the

1 Week 26/2026: When updates become traps — Malware spreads through fake Zoom invitations (ncsc.ad-
min.ch)

12 When “Hi, This Is IT” Comes Through Microsoft Teams (unit42.paloaltonetworks.com)

13 See CSH — [Advisory] Aqua Security Trivy: Malicious Secret Exfiltration via Tag Compromise (csh.ch) and
The npm Threat Landscape: Attack Surface and Mitigations (Updated June 2) (unit42.paloaltonetworks.com)

14 Virtual private networks (ITSAP.80.101) (cyber.gc.ca)

15 See e.g. CSH — [Advisory] Adobe Commerce & Magento: Unauthenticated RCE via PolyShell (security-
hub.ncsc.admin.ch) and PayPal Felt Safe Until It Wasn’t (sourcedefense.com)

16 Annual Threat Dynamics 2026 (pwc.com)

7 In response to this incident, the NCSC worked with the Swiss cybersecurity community to identify Swiss or-
ganisations that may have been affected, enabling it to contact around 150 organisations and offer support.
For more information on the incident, see e.g. FortiBleed: 86,644 Fortinet Firewalls Compromised (socra-
dar.io).

8 In addition to incident reports, the NCSC receives phishing reports via the antiphishing.ch platform, which in-
corporates additional sources. A phishing URL does not indicate how widely a phishing website has been
shared. A unique phishing URL can represent a single attempt, or may have been sent to a large group of re-
cipients.
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https://security-hub.ncsc.admin.ch/#/posts/12467
https://security-hub.ncsc.admin.ch/#/posts/12467
https://sourcedefense.com/resources/sd-research/paypal-felt-safe-until-it-wasnt/
https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/annual-threat-dynamics.html
https://socradar.io/blog/fortibleed-fortinet-firewalls-compromised/
https://socradar.io/blog/fortibleed-fortinet-firewalls-compromised/
https://antiphishing.ch/en/

most frequently reported phishing method. Alongside methods such as callback scams, ' voice
phishing in all its forms is now the most prevalent among incoming reports.?° There were also
instances of double phishing: perpetrators first left a fake parcel collection note, allegedly from
Swiss Post, in victims’ letterboxes. Printed on the note was a QR code leading to a website
that asked victims to enter their credit card details, address and telephone number. The crim-
inals then called their victims, posing as bank staff, to offer assistance in fending off this phish-
ing attack.?' In some cases, fraudsters combined telephone calls with in-person visits. TWINT
phishing has also risen significantly since May 2026, initially via offers on classifieds platforms
such as Ricardo and Tutti,?? and later in the guise of fake hotel refunds.?> Companies were
targeted, too: attackers copied their websites down to the last detail, in order to steal custom-
ers’ credit card details through integrated online shops. Compromised Microsoft 365 accounts
also posed a growing threat to Swiss organisations. Employees received emails containing
malicious attachments or links to supposed SharePoint documents. In some cases, criminals
circumvented established security measures such as multi-factor authentication (MFA) by in-
tercepting session tokens, using device code phishing?* or deploying reverse proxies.?® Attack-
ers then exploited this access to distribute malware, carry out chain phishing,?® and commit
fraud resulting in losses of millions.

Ransomware and data extortion

Cyberattacks involving ransomware and data extortion are still occurring in significant num-
bers, almost exclusively targeting organisations. In Switzerland, the range of damage caused
by these attacks covers the full spectrum, from no loss whatsoever to bankruptcy. From a
statistical perspective, the NCSC recorded the same number of ransomware incidents (79) in
this reporting period as in the second half of 2025 (See Fig. 5). However, the actual number is
likely to be higher, as not all affected parties report incidents to the NCSC. Generally, the
figures show that the ransomware ecosystem in Switzerland is becoming increasingly frag-
mented. Although Akira remains the most frequently documented ransomware group in the
country, its relative share of ransomware attacks fell from around 35% in the previous half-
year to 19% in the first half of 2026. At the same time, the number of active ransomware fam-
ilies in Switzerland rose from 21 to 29, which indicates growing diversification. An example of
the generally unstable dynamics of this threat landscape is The Gentlemen, a ransomware
group that first appeared in Switzerland at the start of 2026, but itself suffered a leak of internal
data in early May.?” This kind of leak can prompt affiliates to join other ransomware groups, as
law enforcement agencies also benefit from the disclosed data.

19 Week 50/2025: Callback with financial consequences (ncsc.admin.ch)

20 Week 15/2026: Fake bank employees are asking customers to install remote maintenance software (ncsc.ad-
min.ch)

21 Week 24/2026: Phishing in the letterbox — Fake QR codes on collection notices (ncsc.admin.ch)

22 Week 13/2026: Phishing emails target first-time sellers on classifieds platforms (ncsc.admin.ch)

28 Week 22/2026: Targeted phishing campaign impersonating booking platforms and hotels (ncsc.admin.ch)

24 Device Code Phishing: OAuth Attacks Across SaaS (appomni.com)

25 Proxy servers and tunneling (developer.mozilla.org)

%6 See e.g. Week 11/2025: Chain phishing with Microsoft 365 (ncsc.admin.ch)

27 When the Ransomware Gang Gets Hacked: What the Gentlemen Leak Reveals About Modern Ransomware
Risk (blog.checkpoint.com)
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https://blog.checkpoint.com/research/when-the-ransomware-gang-gets-hacked-what-the-gentlemen-leak-reveals-about-modern-ransomware-risk/
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Fig. 5: Number of extortion incidents reported to and observed by the NCSC in relation to active ransomware groups in the first
half of 2026

To gain initial access, ransomware groups exploited vulnerabilities in internet-facing systems,
particularly VPNs and firewalls. According to international observations, this was the case in a
third of all ransomware incidents.?® Several incidents also targeted virtualisation infrastruc-
tures, which combine numerous systems. By encrypting these systems, criminals can deliber-
ately paralyse large parts of the IT environment and increase the pressure on victims to pay
the ransom. In some cases, the perpetrators decided not to encrypt the data, instead relying
solely on exfiltrating it and then threatening to publish it. This tactic is effective against com-
promised service providers and widely used platforms, because a single successful breach
exposes the data belonging to numerous organisations, making them vulnerable to black-
mail.?® Ultimately, however, these publications should be treated with caution: during this re-
porting period, several listings of Swiss victims on data leak sites were again found to be false
claims.

DDoS attacks

DDoS attacks on the availability of services and systems remained within manageable limits
for Swiss organisations during the reporting period. There were virtually no attacks by hacktiv-
ists targeting major events such as the World Economic Forum (WEF) or the 2026 Winter
Olympic Games. The NCSC is also aware of attempted attacks on the DNS infrastructure and
individual online banking systems that did not result in any significant outages. The only widely
noticeable impact caused by a DDoS attack was a 40-minute internet outage at the telecom
provider Salt.>® A slightly different type of incident occurred on the Vaud Cantonal Parliament’s
email infrastructure. After political activists urged supporters to write to members of parliament
about an item of business, the parliamentary email service became overloaded by the high
number of identically worded messages that arrived (email bombing).?!

28 Ransomware Tactics, Techniques, and Procedures in a Shifting Threat Landscape (cloud.google.com)

2% How three techniques are behind ShinyHunters' 2026 campaigns (pushsecurity.com)

30 Ce n’était pas un probléme technique, mais une cyberattaque: I'agression contre Salt, symbole d’'une Suisse
vulnérable face a des hackers ciblant ses infrastructures critiques (letemps.ch)

31 Bund wiegelt ab wegen Spam-Attacke auf Waadtlander Parlament (inside-it.ch)
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https://pushsecurity.com/blog/analyzing-the-instructure-breach
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https://www.inside-it.ch/bund-wiegelt-ab-wegen-spam-attacke-auf-waadtlaender-parlament-20260511

Cyberespionage and cybersabotage

State cyber threat actors (‘Advanced Persistent Threats’, APTs) continue to carry out cyber
espionage against Swiss targets on a regular basis or to misuse Swiss IT infrastructure to
launch attacks on third countries from Switzerland.®? Inadequately protected edge devices,
which are a key gateway to affected organisation’s networks, are particularly attractive as entry
points or for integration into more extensive attack infrastructure networks.*

As well as cyberespionage, single APTs also use cybersabotage to advance state interests
when geopolitical tensions are heightened. With regard to Switzerland, the NCSC is not aware
of any targeted cybersabotage attacks against Swiss entities during the reporting period. In
addition to a cybersabotage attack on distributed energy generation in Poland, sabotage at-
tempts against cyber-physical systems were recorded in relation to other international conflicts
(see Section 2). The US Cybersecurity and Infrastructure Security Agency (CISA) issued warn-
ings of attacks on programmable logic controllers®* by Iranian actors and attempts to manipu-
late automatic tank gauge systems.3 Another incident linked to geopolitical tensions was the
discovery of the destructive malware Lotus Wiper® in the Caribbean, targeting systems within
Venezuela’s energy supply network. An interesting development emerged during an attack on
water supply infrastructure in Mexico at the start of 2026. In this incident, Al both suggested
the exposed systems as potential targets and also played a key role in supporting the attack.®”
The last example demonstrates that even actors without specific knowledge of industrial sys-
tems will become capable of opportunistically identifying inadequately protected systems and
then manipulating them thanks to Al.

Please report any cyberincidents to the NCSC by using the form at report.ncsc.admin.ch or
contacting the NCSC’s specialists directly at incidents@ncsc.ch. You can forward suspicious
phishing emails to reports@antiphishing.ch and report suspicious websites directly on antiph-
ishing.ch. Your reports will help the NCSC to assess Switzerland’s cyberthreat situation
properly, issue targeted warnings and take appropriate measures, such as ensuring that fraud-
ulent websites are blocked. You can find guidance on how to deal with a cyberincident on the
NCSC website3®.

32 For a detailed analysis of the Swiss security landscape, see the report ‘Sicherheit Schweiz 2026": Keine Ent-
warnung flr die Schweiz (vbs.admin.ch)

33 See Semi-Annual Report 2025/2, Section 3.3

3 [ranian-Affiliated Cyber Actors Exploit Programmable Logic Controllers Across US Critical Infrastructure
(cisa.gov)

35 CISA and Partners Urge Hardening Automatic Tank Gauge Systems (cisa.gov)

3 Highly destructive Lotus Wiper used in a targeted attack (securelist.com)

37 Al-Assisted ICS Attack on a Water Utility (dragos.com)

38 |ncident - what next? (ncsc.admin.ch)
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https://www.dragos.com/blog/ai-assisted-ics-attack-water-utility
https://www.bacs.admin.ch/en/incident-companies-and-authorities

2  Strategic cyber disruptions — a threat to Switzerland?

In international conflicts and extended interest zones, cyber sabotage has become a viable,
often openly conducted attack option for single states. It serves not only to achieve impact by
damaging adversarial infrastructure, but also to allow threat actors to signal weaknesses in the
opponents’ defences and to transfer a message of threat to the public. Until now, there has not
been any targeted cyber sabotage against Swiss critical infrastructure, but that risk can change
dependent on geopolitics.*® Technical opportunities and Switzerland's proximity to and eco-
nomic and political interconnectedness with other Western societies could still be exploited by
a third state if it aligns with its interests. Swiss infrastructure could become proxy targets to
cause impact on linked states’ infrastructure. Therefore, Swiss organisations need to prepare
to resiliently operate in increasingly hostile cyber threat environments.

Takeaway

Wars have returned to the consciousness of Western societies, including Switzerland. While
direct involvement in a war is not an immediate threat for Switzerland, “the international order
is going through a period of upheaval™® due to increased power politics. This creates new
challenges for Switzerland since the established security landscape may offer less protection
in the future according to the Federal Intelligence Service (FIS). The Federal Council therefore
proposed a new Security Policy Strategy of Switzerland at the end of 2025 to provide strategic
directions, objectives and measures.*' The strategy identifies the war between Russia and
Ukraine as a turning point for security policy. The war exemplifies the hybrid characteristics of
modern warfare between states in which cyber means have become an integral part of military
operations. As demonstrated by the military escalation in the Middle East, such conflicts are
not limited to a single world region but must be considered on a global scale.

These developments have implications for critical infrastructures in terms of cybersecurity pos-
ture and priorities. NCSC’s exchanges with international partners showed that those more ex-
posed to geopolitical tensions had initiated or reinforced preparatory measures for worst-case
scenarios even regarding armed conflicts. In line with this, the Norwegian Police Security Ser-
vice (PST) assessed that “Norway is facing its most serious security situation since World
War I1.42 While awareness and concerns are rising in Switzerland too, the NCSC has not yet
observed such a strong sense of urgency amongst all operators of Swiss critical infrastructures
as in Norway or other Western countries.

39 While Switzerland has not experienced a targeted cyber sabotage attack before, it can be affected by collateral
damages of a cyber sabotage attack in third states. Furthermore, a state actor could target Swiss critical infra-
structure to harm states or alliances depending on them. This risk is especially relevant in the context of the
conduct of hybrid conflict against NATO and EU member states. To read more about Switzerland’s overall threat
situation, see Switzerland's Security 2026: Situation Report of the Federal Intelligence Service (vbs.admin.ch)

40 “Switzerland's Security 2025": Global confrontation has direct effects on Switzerland (vbs.admin.ch), p. 8 in
the report

41 The Security Policy Strategy 2026 (sepos.admin.ch)

42 National Threat Assessment (pst.no)
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From a defender’s perspective, cybersecurity has one key advantage compared to traditional,
kinetic*® warfare: cyber is a well-known domain also in civic life. In particular, critical infrastruc-
tures have always been confronted with a wide range of cyber threats. This contributes to
established defence processes that have been continuously tested in a rapidly evolving threat
landscape. However, in the context of hybrid conduct of conflict, cyberattacks can manifest in
ways that would have been difficult to imagine in peacetime. The following sections highlight
important exogenous factors that influence supply chain resilience. In a second step, it as-
sesses the resulting challenges for Switzerland’s cyber threat landscape by examining specific
technical aspects through a case study.

2.1 Cyber resilience challenges in a politicised environment

The challenges to cyber resilience take different forms when shifting focus from a profit maxi-
misation to a strategic resilience perspective. To counter threats associated with exogenous
factors such as geopolitical interests, layered measures are necessary to ensure business
continuity after service disruptions. An organisation needs to be aware of which parts of its
activities rely on which infrastructure and services, either self-operated or obtained from third
parties. Such dependencies can be affected by external disruptions, third parties’ outages or
decisions, or their respective jurisdictions. Therefore, an organisation must assess not only its
technical dependencies but also the political environment in which it directly and indirectly op-
erates.

Countries around the Baltic Sea have experienced numerous external physical disruptions in
recent months. Undersea communication and power cables were cut by anchors dragging on
the seafloor.** Whether these were accidents or intentional sabotage driven by a covert politi-
cal agenda has yet to be established. However, the effects on those relying on the infrastruc-
ture remain the same regardless. The countries at both ends lost the capacity provided by the
communication and power links, but this could be compensated for by other still operational
infrastructure.*®

Not only can incidents disrupt one’s own infrastructure, but also cause outages in services
essential for numerous organisations to operate. On 20 October 2025, Amazon Web Services
(AWS) experienced a significant disruption lasting over 15 hours in its US-EAST-16 region,
impacting multiple services built on AWS, including Slack, Atlassian and Snapchat. The outage
began with a DNS race condition*’ that triggered a complex cascade of infrastructure failures

43 Conventional, kinetic warfare refers to the use of traditional military operations within the context of an armed
conflict, in which regular military units from at least two states engage each other using heavy weaponry. The
damage caused includes a physical component in the land, air, sea and space domains, brought about, for
example, by projectiles and explosives.

44 How the Baltic Sea nations have tackled suspicious cable cuts (atlanticcouncil.org)

45 Baltic Sea Cable Sabotage 2024—-2025: When Ships Became Weapons (geocables.com)

46 US-EAST-1 is an AWS region and refers to a geographically bounded cluster comprising several independent
data centres interconnected via high-speed networks. In contrast, the US-EAST-1 cluster is physically isolated
from other clusters. However, as US-EAST-1 hosts key global services such as authentication and DNS, on
which other regions and external services also rely, an outage in this region can have global repercussions.

47 Race Conditions: The Silent Threat in Concurrent Systems (medium.com)
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across multiple dependent systems. This highlights how a single technical fault in central criti-
cal infrastructure can spill over throughout interconnected cloud services and lead to outages
for other infrastructure building on it.*®

Beyond technical issues, the decision-making of key service providers can strongly influence
the success of subsequent operations, including those related to the military. Since 2022, Star-
link terminals have been extensively used in the Russian war against Ukraine by civilians as
well as the Ukrainian government and military due to the degradation of network availability.
Ukrainian officials have acknowledged their reliance on the service, they have been unable to
find a viable alternative offering similar or better coverage and quality of service. This may
explain why Russian soldiers have also been smuggling Starlink terminals into occupied zones
via third parties and registering them under personal user accounts outside Russia. After two
years of this alleged widespread use of terminals, SpaceX cut all connections in Ukraine ex-
cept for those on a list approved by the Defence Ministry in Kyiv. Ukrainian civilians were asked
to re-register using their personal ID numbers. This left many Russian units without a network,
hindering their operations. Ultimately, this demonstrates overreliance on a service over which
one lacks control and has no readily available, redundant backup.*®

Even when services are technically running smoothly, there is a residual risk of them being
legally terminated due to sanctions or other government policies. As providers are obliged to
comply with their domestic jurisdiction, exploiting such dependencies has become an attractive
tool for states to impose their interests. Especially for power politics, the willingness to make
use of technical and economic dependencies has increased in recent years.*® For example,
Karim Khan, the Chief Prosecutor of the International Criminal Court (ICC), has experienced
such disruptions when he was sanctioned by the US government after the ICC issued an arrest
warrant for Israeli Prime Minister Benjamin Netanyahu. As a result of these sanctions, Khan
could not use his Microsoft work email account anymore. His bank accounts were also frozen,
prompting service providers of the ICC to fear that they would be similarly affected by the
sanctions.%'

In addition to sanctions and other power plays, organisations can be challenged by the concept
of digital and data sovereignty®?, especially in the context of international digital supply chains.
This includes, for example, that organisations using services of suppliers with data centres in
another jurisdiction, might not be able to assure data confidentiality if the relevant state de-
mands data access from the supplier. Since the supplier must follow the domestic law where
the data centre is located, clients may be unaware of this risk. Indeed, Microsoft admitted to
the French Senate in 2025 that data sovereignty cannot be guaranteed for the clients’ own
jurisdiction.®® Depending on an organisation's relevant regulatory requirements, further

48 AWS Outage Analysis: October 20, 2025 (thousandeyes.com)

49 Russian Forces In Ukraine Scramble To Overcome Musk's Starlink Restrictions (twz.com)

50 The Security Policy Strategy 2026 (sepos.admin.ch)

51 Trump's sanctions on ICC prosecutor have halted tribunal's work (apnews.com)

52 Federal Council adopts report on Switzerland's digital sovereignty (admin.ch),
Digital Sovereignty: Shaping Switzerland's Digital Future (White Paper) (swissdataalliance.ch)

53 Microsoft exec admits it 'cannot guarantee' data sovereignty (theregister.com), CE Commande publique :
compte rendu de la semaine du 9 juin 2025 (senat.fr)
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measures such as provider-independent encryption are needed to safeguard data and sys-
tems. The Federal Council plans to address this issue with the Swiss Government Cloud®*,
and the establishment of data spaces in strategically important areas.*®

In conclusion, organisations must consider technical and organisational but also political fac-
tors in their risk assessment to ensure business continuity. To tackle even exogenous factors,
a multilayered set of measures is key. The NCSC published two recommendations “Staying
safe through a crisis: Emergency planning is the key to cyber resilience”® as well as “Cyber-
security in the supply chain™’ so that organisation can identify critical dependencies and define
adequate prioritisation to ensure critical operations and data confidentiality even in times of
crisis.

2.2 Case study: energy sector incident in Poland in December 2025

Geopolitical conflicts reshape the cyber threat landscape — and not only for the parties directly
involved. State-controlled threat actors, who have historically mostly focused on quiet, long-
term intelligence gathering, are increasingly deploying destructive attacks against the critical
infrastructure of countries they consider adversaries. This shift has been observed since the
beginning of the war in Ukraine and, more recently, in Iran. What used to be primarily an espi-
onage problem, characterised by long-dwell intrusions designed to remain stealthy, has been
combined with more overt sabotage campaigns. A series of incidents in Poland at the end of
December 2025 illustrates that this development affects not only belligerent nations. Public
attribution by Poland’s computer emergency response team (CERT) links the infrastructure to
static tundra, an alleged Russian state threat actor (APT),%® previously associated with espio-
nage in the energy sector, representing the first publicly documented destructive operation this
group appears to have been involved in.% It shows that countries which are associated with
one of the parties involved in a conflict, or are perceived as having such links, can also become
targets of cyber sabotage.

On 29 December 2025, a coordinated wave of attacks hit multiple Polish facilities’ IT and op-
erational technology (OT) simultaneously to disrupt energy and heat supply. The targets
ranged from 30 wind and photovoltaic farms to a large combined heat and power plant and a
manufacturing company. The attackers further abused stolen access credentials to break into
the victims’ cloud services. They primarily targeted the distributed control systems used to
operate the infrastructure remotely, rather than the physical equipment itself, such as turbines
or generators.

At the renewable energy plants, the attackers focused on the grid connection point (GCP),
essentially the infrastructure operator’s digital control room. This is where remote monitoring

54 Swiss Government Cloud (bit.admin.ch)

55 Federal Council adopts report on Switzerland's digital sovereignty (news.admin.ch)

5 Staying safe through a crisis: Emergency planning is the key to cyber resilience (ncsc.admin.ch)

57 Cybersecurity in the supply chain (ncsc.admin.ch)

5 Russian Government Cyber Actors Targeting Networking Devices, Critical Infrastructure (fbi.gov),
Russian state-sponsored espionage group Static Tundra compromises unpatched end-of-life network devices
(blog.talosintelligence.com)

59 Energy Sector Incident Report — 29 December 2025 (cert.pl)
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and supervisory control are performed. The attackers were able to log into the network be-
cause basic security precautions had been neglected: apart from the exploitation of known,
unpatched vulnerabilities, the remote-access points were directly exposed to the internet with-
out multi-factor authentication (MFA) and the same passwords were reused on multiple de-
vices. In several cases, the equipment still had the manufacturer’s factory default passwords
in place. This affected the firewall, servers® and various OT appliances such as controllers®,
remote terminal units (RTU)®?, intelligent electronic devices (IED)®? like protection and control
relays as well as human-machine interfaces (HMI)®*. Some of those systems even allowed the
attackers root privileges which permit unrestricted control over the compromised system. Once
inside, the attackers proceeded to disable the systems in different ways: on the one hand, they
corrupted control device firmware so that the equipment became trapped in an endless restart
loop. On the other hand, they deleted essential operating system files which is why devices
could no longer boot, and reset other components to factory settings while changing their net-
work configuration to render them unreachable. On the Windows-based control computers,
they additionally deployed so-called wiper malware. Unlike ransomware, which encrypts files
in order to extort a ransom, wiper malware's key objective is to permanently destroy data.5®

The second target was a combined heat and power plant which provides heat to roughly
500,000 customers in Poland. Unlike at the renewable power plants, the sabotage here was
carried out solely via the office IT network without touching the OT systems such as the indus-
trial control system (ICS)%. The attackers gained access through the company’s perimeter
firewall®” by exploiting accounts that, again, were not protected by MFA. Once inside the net-
work, they took their time: over the course of approximately a month, they explored the envi-
ronment, mapped out which systems could reach the plant’s industrial controls,®® and quietly
stole login credentials that allowed them to impersonate trusted users.®® On 29 December,
they finally deployed the DynoWiper malware across the company’s workstations by using the
same management tools that IT administrators normally use to roll out software.” In this case,

60 e.g9. Moxa NPort Serial Device Servers

61 Statement about Cyberattack in Poland (publisher.hitachienergy.com)

62 e.g. Mikronika RTUs via the secure shell (SSH)

63 e.g. Hitachi Relion Protection and Control Relays (IEDs)

64 SYNDIS is a SCADA software suite by the Polish company Mikronika, running on standard Windows-based
workstations as human-machine interfaces (HMIs).

85 Energy Sector Incident Report — 29 December 2025 (cert.pl)

86 Industrial control system (ICS) (csrc.nist.gov)

87 The perimeter firewall used FortiGate device.

68 During reconnaissance, the PsExec tool was used to execute additional tools and take screenshots, list running
processes, network connections, routing tables, the ARP (address resolution protocol) cache and user directo-
ries. While on the domain controller, the attacker looked to accessing the file systems of other machines with
'scada’ in their name via SMB (server message block).

89 One month after accessing the domain controller, they attempted to dump the LSASS (local security authority
subsystem service) process and created a diamond ticket with the software Rubeus. Afterwards, they dumped
the entire active directory database via the ntds.dit file.

0 The attackers used group policy objects (GPO) to spread the malware. GPOs are a Windows administration
feature that allows IT administrators to centrally push configuration settings and software to all computers in a
network simultaneously.
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however, a security solution monitoring the workstations (endpoint detection and response,
EDR) detected the malware and blocked it before it could cause widespread damage.
Subsequently, the attackers tried again with a slightly modified version of their malware but
were unsuccessful once more. They then attempted to destroy the company’s servers by other
means, including overwriting data directly on the hard drives and tampering with the configu-
ration of the storage system.”" None of these efforts at the second target produced the intended
large-scale damage.

The third attack targeted a manufacturing company. Unlike the other affected organisations,
this victim appears to have been chosen entirely opportunistically. The entry point was again
the company’s perimeter firewall. However, this time, the attackers did not have to breach it
themselves: the device’s configuration, including its passwords, had been stolen during a pre-
vious, unrelated security incident and was freely available on a criminal online forum. After
logging in, the attackers ensured continued access by setting up automated routines on the
firewall that periodically retrieved valid credentials and weakened the security settings of their
account, for instance by deactivating MFA. The results of these scripts were even sent to a
Slack channel for the attackers’ convenience. Once inside the company network via an SSL-
VPN tunnel™, they spread to additional systems by using penetration testing tools such as
Impacket. As with the second victim, they deployed a wiper (LazyWiper) across numerous
computers, once again using already installed tools” by the IT department.”

In all three cases, the attackers reused stolen login credentials for lateral movement. Crucially,
they also leveraged these credentials to break into the victims’ on-premise and cloud services
such as Microsoft Exchange, Teams and SharePoint. There, they specifically searched for files
and emails relating to technical operations and systems such as ICS, OT and supervisory
control and data acquisition (SCADA) of the targeted organisations. Contrary to the broader
trend towards a steadily increasing use of artificial intelligence and automation in the cyber
domain, this campaign required substantial manual effort by human staff because the three
operations were carried out in parallel.

It is notable that the affected systems were predominantly those that supervise and coordinate
physical processes, rather than the parts of the infrastructure that could directly cause physical
destruction, e.g. to turbines or generators. This is striking, given that the attack appears to
have required substantial planning. Nonetheless, the timing appears more like an opportunistic
demonstration of capability (signalling) to pose as a threat to geopolitical adversaries, than the
result of a carefully chosen strategic moment. The fact that the attackers were able to exploit
such basic weaknesses — default and reused passwords, missing MFA, the absence of rec-
ommended security configurations and insufficiently segmented networks — on what appears
to be a relatively random selection of targets supports this interpretation. The threat actor con-
ducted the attacks when the opportunity window was given instead of a later, carefully chosen

7 In fact, they further attempted to destroy server disks by booting a Linux distribution and using the “dd command”
to overwrite portions of the disks. As a final attempt, the threat actor tried to modify the RAID (Redundant Array
of Independent Disks) configuration for the same destructive purpose.

2 An SSL-VPN tunnel is an encrypted connection that allows users to securely access a corporate network over
the internet. Unlike traditional VPN solutions, it requires only a standard web browser or lightweight client on the
user's side, making it a widely used remote-access method in corporate environments.

73 The attackers used again GPOs to execute the LazyWiper PowerShell wiper from a network share.

7 Enerqgy Sector Incident Report — 29 December 2025 (cert.pl), Section Malware Analysis
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moment that would have yielded the greatest strategic advantage. Thus, fundamental security
hygiene would have been key in preventing these attacks, rather than highly sophisticated
defensive technology. This includes measures such as strong, unique passwords, consistent
use of MFA, network segmentation and timely patching.

2.3 Lessons for cyber resilience in Switzerland

Escalating geopolitical tensions and wars have had a disruptive impact on safe operation of
critical infrastructure even outside conflict zones, also revealing lessons for Swiss organisa-
tions. Generally, state-controlled threat actors conduct cyber sabotage when they see an op-
portunity for impact — including political signalling — that serves state interests. If such attacks
become technically feasible, organisations need to be aware that they could be targeted if
threat actors develop an interest in doing so. This implies that especially fundamental princi-
ples promoting basic cyber hygiene should be enforced.

Political signalling of cyber capabilities to a domestic or international audience is an important
objective in such kind of attacks. A related goal may be to promote a message of fear, uncer-
tainty, and threat among the public. An example of this mechanism is presented in the context
of the war in Iran in March 2026. Iranian-linked threat actors claimed to have wiped all acces-
sible devices belonging to the US medtech manufacturer Stryker with a factory reset.”> The
company was by far not the most strategically relevant target, but it allowed the attackers to
demonstrate their cyber capabilities and to communicate a message of revenge to a broader
audience.’® Indeed, attacks that garner media attention, especially in democracies, have an
increased non-physical impact since they can influence public opinion and consequently, the
level of support for the nation’s military involvement. Moreover, this incident affected Swiss
enterprise customers of Stryker as well; they were unable to order their next batch of required
products through the established channels as a direct consequence. Therefore, Swiss organ-
isations must also consider political factors in their risk and threat assessment for themselves
and their supply chains.

Furthermore, Swiss organisations need to be aware of their dependencies on providers of
essential services and products to address future challenges. As the attack on distributed en-
ergy resources in Poland highlighted, power infrastructure can become a target of destructive
cyberattacks. Moreover, Switzerland is also moving in a direction in which renewable power
production becomes increasingly important for the overall energy supply. Regarding such re-
newable energy systems, similarly, insufficiently protected network devices could be found in
Swiss networks. Unlike Poland, large grid connection points are better isolated in vast majority
in Switzerland. However, this does not account for the large number of smaller private contrib-
utors to the energy grid. These systems are continuously connected to the internet and to the
manufacturer's cloud. As the National Test Institute for Cybersecurity (NTC) states in its study
of energy management systems for private photovoltaics installations, this creates new de-
pendencies and a broad attack surface for cyber threats.””

75 Jran-linked hackers claim responsibility for attack on US medical device maker Stryker (reuters.com);

Justice Department Disrupts Iranian Cyber Enabled Psychological Operations (justice.gov)
76 CISA Urges Endpoint Management System Hardening After Cyberattack Against US Organization (cisa.gov)
7 The overlooked rooftop threat (ntc.swiss)

Page 16 of 21



https://www.reuters.com/technology/stryker-shares-fall-after-report-suspected-iran-linked-cyberattack-2026-03-11/
https://www.justice.gov/opa/pr/justice-department-disrupts-iranian-cyber-enabled-psychological-operations
https://www.cisa.gov/news-events/alerts/2026/03/18/cisa-urges-endpoint-management-system-hardening-after-cyberattack-against-us-organization
https://en.ntc.swiss/news/2025-photovoltaics

To secure the Swiss system landscape and prepare it to prevent and respond to future disrup-
tive attacks, coherent approaches such as the NCSC's Cyber Security and Resilience Method
(CSRM)”® need to be widely adopted. This ensures that not just individual critical systems can
withstand such sabotage attempts, but that essential services can continue to operate even in

the most hostile cyber threat environment.

Cyber threat actors are targeting Swiss individuals and firms to steal cryptocurrency assets by
luring victims into a fictitious job application process. A significant proportion of the Swiss en-
trepreneurial sector is being exposed to risk due to this crypto theft scheme in which alleged
dream jobs are offered. The attackers contact their victims by offering them a fabricated, highly
attractive job opportunity through someone posing as a headhunter on LinkedIn. In addition to
employing advanced social engineering techniques, the attackers apply sophisticated setups
to compromise the victims’ devices and thus steal sensitive data and access keys. Using the
victims’ devices, they attempt to gain access to further systems, including those of their em-
ployer. These attacks resemble attack patterns of international campaigns that other authori-
ties previously attributed to cyber threat actors operating on behalf of the Democratic People's
Republic of Korea (DPRK). To better protect Swiss firms and individuals from this kind of
cyberattacks, concerted collective actions resulting in increasing public awareness and im-
proving information sharing among targeted organisations and individuals are required.

3  Crypto theft: when your dream job is calling

Takeaway

3.1 The dream job playbook

Swiss individuals and firms in crypto, blockchain and Web3 have experienced a series of cryp-
tocurrency thefts which all followed a highly similar modus operandi, namely the dream job
playbook. Indeed, the scenarios described hereafter are by no means edge cases, as they
strongly resemble a long-lasting, global cyber campaign initially called Operation Dream Job™®
and its more recent iteration, often referred to as Contagious Interview®’. These attack patterns
have been attributed by other authorities and cyber security researchers, in the context of in-
ternational campaigns, to cyber threat actors operating on behalf of the DPRK.8' In those at-
tacks, social engineering is the crucial element for the attackers’ success (see Fig. 6). The

78 Cyber Security and Resilience Method (CSRM) (ncsc.admin)

79 see Operation Dream Job (attack.mitre.org)

80 More recent attacks are mostly subsumed under Contagious Interview (see e.g. Contagious Interview: Malware
delivered through fake developer job interviews (microsoft.com)). However, while the campaign Contagious
Interview was first observed in 2022, Operation Dream Job dates back to 2019. Unlike the financially driven
targeting prevalent today, the early Dream Job attacks conducted cyber espionage by targeting defense, aero-
space, government and other sectors.

81 See a.i. North Korea Responsible for $1.5 Billion Bybit Hack (fbi.gov), Don't Fear the Repo: UNK_DeadDrop
Phishing Campaign Targets Developers to Steal Cryptocurrency (proofpoint.com), GitLab Threat Intelligence
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threat actors typically begin with an extensive preparation phase before approaching the even-
tual victim. To this end, they first identify individuals in key roles within lucrative target organi-
sations who presumably have privileged access to certain systems and funds within their com-
pany. One such example would be an independent software developer or a founder of a crypto,
blockchain or Web3 organisation. Once an individual has been selected, the attacker moves
into reconnaissance mode by building a detailed picture of their target. This includes, e.g., the
victim’s preferred technology stack®?, personal interests, investment aspirations, access to
company funds and, naturally, the size of their crypto wallets.

Afterwards, the attacker poses as a well-connected, polished headhunter and reaches out to
the selected individual via LinkedIn with an offer they cannot refuse — or rather, do not want to.
The pitch is simple and convincing: in order to earn a generous six-figure salary, all a software
engineer has to do is execute and troubleshoot a test application. To this end, the victim only
has to access a repository®® and demonstrate their technical skills. However, the candidate is
unaware that by downloading the repository, their system is silently compromised by malware.
In other cases, individuals with less technical profiles are lured by similarly tempting offers of
tailor-made dream jobs that follow a credible application process. Through their initial research,
the attackers know their targets’ desires well: while they may pose as venture capitalists
searching for the next unicorn, even a back-office employee can be offered a well-paid role as
head of operations. The alleged recruiters arrange a video interview and send the target a link.
The meeting usually starts off pleasantly, but then the connectivity drops, and the candidate
experiences technical issues. Thereafter, the interviewer convincingly suggests running a
quick hotfix to patch the videoconferencing solution. While the attackers often use legitimate
videoconferencing software such as Microsoft Teams, Zoom or Google Meet and want the
victims to believe that they have a technical problem, the hotfix proves to be malicious and
under the attacker’s control. When the victim executes the hotfix, these fake updates either
invoke trojanised software dependencies or directly fetch a second-stage malware payload
called Ottercookie or Beavertail®*. This allows the attacker to obtain the victim’s access cre-
dentials, tokens or wallet secrets by exfiltrating the data from the compromised device to their
command-and-control servers (C2). Furthermore, they try to move laterally into the victim’s
company networks to steal other key materials. By the time the victim realises that the appli-
cation process was staged from beginning to end, their own crypto assets and potentially their
company’s funds will already have been siphoned off, on their way to being laundered and
finally transferred to the attacker’s own accounts.

Team reveals North Korean tradecraft (gitlab.com), DPRK Adopts EtherHiding: Nation-State Malware Hiding
on Blockchains (cloud.google.com)

82 Software-Stack (computerweekly.com)

83 Arepository is a centralised, structured storage location where digital content such as software code, documents
or data can be stored, managed and retrieved as required.

84 QOttercookie and Beavertail are obfuscated malware payloads that are consistently associated with DPRK’s
cyber activity. Their developers continually adapt these malware samples to new campaign needs. They execute
solely in memory, and often lead to the deployment of a custom DPRK backdoor called InvisibleFerret that
allows the attackers to maintain persistence on a victim’s device. To date, no cases have been reported in which
other known threat actors deployed these specific malware samples.
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Fig. 6. A step-by-step overview of the dream job playbook.

At this point, reports about the above-mentioned fraudulent dream job offers have steadily
increased in Switzerland over the last five years, leading to a total number of more than 20
reported cases. The victims are often associated with the crypto industry while their roles can
range from an engineering to a management position. The NCSC is contacted on a weekly
basis by victims who recognise the fraudulent nature of the outreach and share trojanised lure
applications, or who manage to clean up infections before any theft occurs. Unfortunately, the
NCSC received an equal number of reports from victims who only noted afterwards what had
happened to them. These victims have incurred damage ranging from a few thousand to
roughly 60 million Swiss Francs across different incidents. These are merely the cases that
have been reported to the NCSC. It is reasonable to expect the actual number and damage to
be substantially higher since shame, asymmetric information and lack of awareness contribute
to underreporting. Moreover, post-incident investigations highlighted that in some cases, other
employees of the same company were approached too, but did not report it.

3.2 Information asymmetry

The previously explained cryptocurrency theft campaign is advantageous for the attackers be-
cause it exploits information asymmetries. On the one hand, such an asymmetry exists be-
tween initial targets — the employees — and their employers. The reason for this is that employ-
ees have little incentive to inform their employer about potential security breaches resulting
from job hunting, which gives attackers time to move laterally within the corporate network. As
mentioned above, the NCSC has also recorded cases in which attackers approached multiple
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individuals employed by the same firm to maximise their chances of success. This is because
these individuals are unlikely to discuss their suspicions with each other. After all, nobody
wants to admit to their employer or colleagues that they were duped by sophisticated cyber
threat actors and genuinely tempted by the fake offer.

On the other hand, there is another form of information asymmetry in the context of the vast
ecosystems of open-source software used by companies. It is almost impossible for develop-
ers to continually evaluate the security of the countless modular open-source libraries they rely
on. Hence, all kinds of attackers lace hundreds of typosquatted®® packages on open-source
platforms with malware, banking on at least one inevitably getting overlooked by defenders.®
Only concerted tracking efforts by security researchers can help remove this constantly evolv-
ing assortment of malicious code from the platforms developers most rely upon.®” But paying
legions of researchers or using Al computing resources to detect the latest malware samples
is expensive and has to be cross-subsidised through other cybersecurity products. Thus, the
open-source ecosystem is a relatively under-policed commons which threat actors can exploit
for their own ends.

Additionally, the attackers use legitimate cloud-based services to stage their malware. For in-
stance, they resort to online JSON file storage services, which are frequently used by devel-
opers.® To a cybersecurity professional examining logs of all internet traffic from these sites,
the activity initially appears to be ordinary developer behaviour. Only once further indicators of
compromise (IOCs) are correlated with it, the malicious nature of the dream job playbook and
the malware become apparent. Furthermore, the companies running these cloud services
have little financial incentive to implement more stringent Know Your Customer (KYC) checks,
as doing so can result in a net loss for them.

3.3 Toward a collective self-defence

Crypto theft masquerading as a dream job is not new. Members of the public who are inter-
ested in cybersecurity have been reading about these types of attacks for years. And yet,
awareness does not extend beyond the information security circles in Switzerland. The NCSC
has concluded that a significant proportion of the Swiss entrepreneurial sector faces significant
risk due to the observed dream job crypto activities. The failure to adopt systematic counter-
measures in response to this threat may entail substantial damage, even bankruptcy. Moreo-
ver, victims’ incentives are skewed against communicating their plight to their company and
often also to authorities such as the NCSC. Equally, the incentive structure of the cybersecurity
industry leans towards investing more heavily in perpetually policing the open-source ecosys-
tem, and cloud-based services are interested in maximising their profits, irrespective of their
clients’ motives. Therefore, the NCSC’s operations are incident-driven in nature: analysing on-

85 Cybersquatting (ncsc.admin.ch)

86 Open-source package manipulation is not limited to any single threat actor category. Documented cases span
financially motivated criminal groups (e.g. TeamPCP) and state-sponsored threat actors alike (e.g. Lazarus
Group, APT29).

87 For example, this can be on a npm ecosystem, see North Korea's Contagious Interview Campaign Escalates:
338 Malicious npm Packages, 50,000 Downloads (socket.dev).

88 The same method was observed in the context of attributed DPRK activity, see Contagious Interview Actors
Now Utilize JSON Storage Services for Malware Delivery (blog.nviso.eu).
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going campaigns, issuing takedown notices and using information gathered from affected or-
ganisations to identify further potential victims before additional damage is incurred. This report
advocates a shift from passive to active self-defence — a transition that can only succeed if the
current threat landscape is understood beyond the cybersecurity community. The more aware
the wider public is of the dream job playbook and those currently being targeted, the less vul-
nerable people will be to this enduring cyber threat. Crucially, awareness is also self-reinforc-
ing: the more people who can recognise such a fraudulent outreach for what it is, the more
information can be collected when reported. By misleading the attackers into sending their
links to malicious repositories, these can be analysed promptly and their IOCs distributed to
alert Swiss constituents. In short, a collective and preventive approach is the best defence to
address this threat.
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