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Technology brief

Cybersecurity and resilience

1 Introduction

Security is all about feeling safe from and being protected against events and threats that can
have a negative impact and cause damage. It is a broad term that is perceived differently by
different individuals and is therefore difficult to express as a single objective goal. In many
cases, it seems sensible to strive for resilience rather than security. Thanks to strong resili-
ence, we can tolerate events and threats as long as they do not exceed our ability to withstand
them or endanger our survival. This also gives us further options: events and threats no longer
need to be prevented solely by taking precautions. Instead, risks can be consciously accepted
as long as they do not affect critical areas. This requires us to identify the risks so that we can
respond to them adequately.

This technology brief highlights the differences between security and resilience, why resilience
is more suitable as an overarching goal, and why this is particularly important in cyberspace.
Ultimately, the general aim will be to increasingly align today’s cybersecurity efforts with cyber
resilience requirements.

2 The German term ‘Sicherheit’

While German has only one word, ‘Sicherheit’, English has two:

e The term ‘safety’ primarily relates to being and feeling protected from external and unin-
tended events and threats. These can be accidents or natural events (e.g. earthquakes,
floods, storms, lightning strikes or fires).

e |n contrast, the term ‘security’ primarily relates to protection against deliberate acts and
malicious attacks, usually by human actors.

In the context of cybersecurity, both terms therefore revolve around ensuring smooth opera-
tions, free of accidents, malfunctions and failures, which proceed in accordance with the spec-
ifications of the system being protected. While ‘safety’ relates to unintentional and, in a sense,
random and natural events and threats, ‘security’ relates to intentional events and threats trig-
gered by human (or human-controlled) actors with malicious intent.
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It is often argued that ‘safety’ relates to threats to human life and limb, while ‘security’ relates
to threats that can interfere with the smooth operation of a system but which do not generally
cause harm to people. This distinction regarding potential effects on humans is too narrow
and, given the interconnectedness of today's systems, is becoming increasingly difficult to
maintain. In this sense, many security issues can also lead to safety issues, and whether they
do so is, to a certain extent, random. For example, a vulnerability in an operating system can
lead to financial loss if the operating system controls an IT system that manages financial
transactions. This would be a security issue. In contrast, the same vulnerability can endanger
human life and limb if the operating system is installed in an autonomous vehicle, for example,
and would then be more of a safety issue. If, as recently reported’, an electric transport bus
can be remotely stopped or disabled by its manufacturer, then this initially poses a security
issue. However, if stopping suddenly were to endanger the passengers, it would become a
safety issue.

Due to these ambiguities and terminological uncertainties, it seems preferable, as already
mentioned, to distinguish between safety and security based on the source of the threat (i.e.
a natural threat or an actor with malicious intent). This threat, which can be traced back to a
vulnerability in an operating system, initially poses a security issue because the vulnerability
must be exploited intentionally and specifically in order to cause an accident, malfunction or
failure.?

The consideration of intentional actions and malicious attacks represents a real game changer
in many security discussions; the threat potential posed by human actors is much greater and
more diverse than the threat potential posed by random and natural events. This means that
ensuring security is a much greater challenge than ensuring safety. There are many examples
of this in everyday life.

e While it is relatively easy to build a house that can withstand most natural hazards® and
thus offer safety, it is virtually impossible to build a house that protects against all conceiv-
able threats from humans and human-motivated attacks. Consider, for example, burglaries
or the possibility of becoming the victim of a violent crime in your own home. Structural
measures can be taken to make such crimes less likely, but they can’t be prevented en-
tirely, or at least not without incurring a disproportionately high cost.

e The situation is even clearer if we take the example of building a safe. It may seem rela-
tively straightforward to construct a safe that can withstand natural hazards. On the other
hand, building a safe that cannot somehow be opened by someone who does not know
the combination seems almost impossible. This is also evidenced by the measure used to
specify how secure a safe is, namely the time it takes a professional burglar to open the
safe without initially knowing the combination (the idea that it might be impossible to open
a safe without knowing the combination is not even considered).

o The last example listed here involves mankind. Although people have learned quite suc-
cessfully over thousands of years how to protect themselves from natural hazards, there
are still numerous serious crimes that are difficult to prevent and in which people even lose

" Buses in Norway: can be controlled remotely (watson.ch) (article available in German)

2 For the sake of completeness, it should be noted here that there are, of course, vulnerabilities that can lead to
some form of incident without deliberate and targeted exploitation.

3 What is meant here are meteorological natural hazards such as hail, storms, rain, snow or lightning strikes, as
well as gravitational natural hazards such as floods, mudslides, avalanches or rockfalls, and tectonic and geo-
logical hazards such as earthquakes or radon emissions.
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their lives. There seems to be no limit to the ingenuity and imagination of perpetrators in
this regard.

These and many other examples suggest that, at least in the real world, ensuring security is
a greater challenge than ensuring safety. Safety can often be improved through the use of
redundancies®*. However, when it comes to security, redundancies can lead to further security
loopholes and thus also to an increase in the area vulnerable to attack. If, for example, an
aeroplane has a pilot and a co-pilot instead of just one pilot, this redundancy would be ex-
pected to bring an improvement in safety. However, the example of an emergency exit, which
is an additional (or ‘redundant’) means of leaving a building as quickly as possible in an emer-
gency, shows that a redundancy may not only fail to improve security, but can even make it
worse. On the one hand, an emergency exit improves safety, but on the other hand, it com-
promises security, because the exit also provides an additional opportunity to enter (or leave)
the building without authorisation, thereby increasing the area vulnerable to attack.

Due to the greater challenges and corresponding difficulties in ensuring security, this aspect
dominates many security discussions. In fact, such discussions usually revolve around secu-
rity measures that can be used to prevent human actors from carrying out their actions or at
least make these actions sufficiently difficult. Examples include building houses with door
locks, lockable window handles and alarm systems to prevent burglaries, or structural precau-
tions designed to prevent terrorists from driving heavy vehicles unhindered into large crowds
of people. These and similar security precautions exist in almost all areas of daily life.

3 Resilience

We know from experience that those who are sufficiently determined and motivated can cir-
cumvent or overcome almost all preventive security precautions and measures in order to
achieve their goals. It is therefore important to detect attacks as quickly as possible and re-
spond appropriately. If, for example, a break-in occurs, it is normally easy to see what has
happened and an adequate response is to call the police. Other events and security breaches
require different methods of detection and response, and a good, comprehensive security
system must identify the appropriate options.

To emphasise that preventive security alone is not sufficient in reality, but must be supple-
mented by an ability to recognise (i.e. detect) and react to adverse events, security discussions
often refer to resilience (instead of or in addition to security). Resilience is the capacity of an
organisation or company to resist and survive. In particular, it involves the ability to maintain
critical services and essential business and production processes on a permanent basis de-
spite all the threats and attacks, or to be able to resume them as quickly as possible after a
failure. The decisive factor here is not the prevention of attacks, but the ability to remain oper-
ational in emergencies, to effectively limit damage and to return to normal operations as
quickly as possible. Although this is not always possible and rarely easy, it must be the de-
clared goal for all when planning and implementing measures. When a security-related inci-
dent occurs, it must be detected promptly and responded to appropriately. This ability is es-
sential to ensure that the problem caused by the incident remains manageable and does not
escalate into a crisis. Accordingly, an organisation or company should focus less on security

4 The most proven and well-known means of ensuring that technical systems work is through redundancy. In the
simplest case, this means that an essential system is supplemented by another system that takes over its func-
tion in the event of failure of the first system.

3/5



Technology brief: cybersecurity and resilience

and more on resilience. Only through resilience can events be managed in such a way that it
suffers no damage, or as little damage as possible.

Figuratively speaking, security could be likened to a turtle, which can retreat into its shell when
faced with certain dangers and is then relatively well protected.® In contrast, resilience could
be likened to an axolotl®, which can regrow individual body parts if they are lost. This unique
ability allows these amphibians to be relatively resilient in their habitat, though not necessarily
safe. Nature has thus developed two different approaches to how living beings can deal with
dangerous events. On the one hand, like the turtle, they can develop a physique that provides
the best possible protection against such events. On the other hand, like the axolotl, they can
accept that these events will happen and focus on the best possible preparation for recovery.
Each approach has its advantages and disadvantages, with the disadvantages probably out-
weighing the advantages in both cases. The main disadvantage of armour is that it only pro-
tects against certain events and is even counterproductive in other situations. For example,
armour provides good protection against falling rocks and attacks from smaller predators, but
it offers little defence against fire and human attacks and may even inhibit possible reactions.
In contrast, the ability to regrow individual body parts when lost helps in rare events, but is
useless in events such as an attack by a predator. Of course, the two approaches are not
mutually exclusive and can ideally be combined with each other and with other approaches.
This search for new approaches and possible combinations to ensure safety, security and
resilience is constantly taking place in nature as part of evolution.

4 Security and resilience in cyberspace

All of the above applies to the physical world and, to an even greater extent, to the digital
world. For example, a malicious actor in cyberspace does not even have to be physically pre-
sent at the scene of the crime. Instead, they can launch or control an attack from a safe dis-
tance. This independence of location and the ability to launch or control attacks from anywhere
offer enormous advantages for potential attackers. This widens the gap between safety and
security. Conversely, this also means that ensuring security as opposed to safety in cyber-
space is an even greater challenge than in the physical world (with the challenges becoming
even greater in the case of cyber-physical systems” ).

Because many business models in cyberspace are based on data and, unlike most physical
goods, data cannot always be restored, resilience in cyberspace is especially important. How
can data be restored after a security incident? How can it even be determined whether data
has been altered and is therefore no longer authentic and intact, and how can it be ensured
that it remains so over a potentially long period of time? Such questions concern the digital
world and thus cyber resilience. Of course, these questions could also be subsumed under
cyber security, but as mentioned before, the concept of cyber resilience places greater em-
phasis on the aspects of detection and response. This also seems to be important because in
cyber space, even more so than in the physical world, it must be assumed that attacks are not
only possible but, in many situations, will also be carried out successfully and may not be
detected, or may only be detected (too) late (for example, in discussions about ‘zero trust’,

5 of course, this image applies primarily to safety and less so to security.
6 The axolotl is a species of salamander native to Mexico, its name coming from the Aztec language Nahuatl.

7 Cyber-physical systems are systems in which information and software technology are linked to mechanical
components, whereby data transfer and exchange as well as control and regulation can take place in real time
via an infrastructure such as the internet.
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there is the often-mentioned maxim ‘assume breach’, which implies that successful attacks
can always take place anyway).

Based on these considerations, organisations and companies will need to focus even more
closely on resilience (and especially cyber resilience) in the future, and in particular improve
their detection and response capabilities. The longer they wait, the less they can rely on pre-
ventive measures alone to manage security-related incidents. Attackers can and will always
succeed in overcoming security measures. The ability to recognise a security breach promptly
and respond appropriately is increasingly becoming a key factor in effective cyber defence.
Accordingly, cyber resilience becomes the key capability for an organisation or company if it
is to survive in cyberspace in the long term. This requires thinking systemically and taking the
entire business environment (including suppliers, customers, etc.) into account, and linking
this into business continuity management (BCM). Today’s efforts in cyber security must in-
creasingly focus on the requirements of cyber resilience. As with turtles and amphibians in
nature, there is no one-size-fits-all solution in cyberspace. Both IT landscapes and their envi-
ronments are constantly changing, so that an approach to ensuring cyber resilience that
makes sense today may no longer meet requirements tomorrow and will need to be adapted
accordingly.® This means that making sure you are cyber resilient is an ongoing job that needs
to be structured appropriately. Preparing for cyberthreats is undoubtedly one of the most im-
portant tasks for organisations and companies — both now and in the future.

8 of course, this is not always the case, and many approaches are universal and, to a certain extent, timeless. This
applies in particular to approaches that are familiar from the field of IT baseline protection.
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