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Preface

At a time marked by geopolitical uncertainty and conflict, when we can  
no longer take security for granted, the National Cyberstrategy (NCS) is 
becoming increasingly important. Cybersecurity is a vital foundation for 
Switzerland as a place to do business, for our prosperity and for our direct 
democracy.

Are we taking the right measures to address these challenges? What is 
the situation regarding the digital dependencies of Switzerland’s  
economy and administration? What role do new technologies play?  
These are some of the key questions we need to ask in the current  
environment. The Steering Committee has therefore begun reviewing  
the strategy in relation to a range of thematic areas.

In cybersecurity, the focus often falls on threats and incidents. That is a 
reliable way to get people’s attention, but I would like to take a different 
approach. The vision of the NCS is not only about defence; it also has a 
positive ambition: “Switzerland leverages the opportunities of digitalisa-
tion and mitigates cyberthreats and their impacts through appropriate 
protective measures.”

The opportunities offered by digitalisation can be understood in two ways. 
Firstly, it means that the public businesses and public authorities use  
digital technologies to improve efficiency and versatility, thereby helping 
to secure long-term prosperity and development.

Secondly, there are emerging opportunities that go beyond the use of  
digital technologies themselves. For example, Switzerland could position 
itself as a major cybersecurity hub on the international stage. What if 
Switzerland were to become known not only for chocolate and cheese, but 
also for its outstanding achievements in cybersecurity?
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What does this mean in practice?
As a small, neutral state with a long diplomatic tradition, a high degree of legal certainty, a 
strong capacity for innovation and highly qualified cybersecurity and cyber policy specialists, 
Switzerland is particularly well positioned to:

	● offer a safe and long-term location for organisations that play a key role in  
the functioning and security of the internet;

	● take on a stronger role in international cyber diplomacy and cyber mediation;

	● become a leading nation in the development of cybersecurity technologies.

In my opinion, leveraging opportunities means identifying and capitalising on them, both on a 
small and a large scale.

This report outlines the progress that has been made in implementing the NCS. It also intro-
duces several new features:  
Each strategic objective now begins with a brief description of what the NCS Steering  
Committee wants to achieve. Selected data and indicators are highlighted to illustrate the 
implementation and impact of the NCS in concrete terms. And finally, the report includes  
a dedicated chapter on Artificial Intelligence (AI).

The report is intentionally concise yet still reflects the NCS’s thematic diversity. This means 
that some passages may abruptly change topic, as transitional material has been kept to a 
minimum for a more compact presentation.

I hope you find the 2025 report on the implementation of the NCS an engaging read.

Dr Maya Bundt  
President of the NCS Steering Committee
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ty programme led to concrete security improvements 
once again. In addition, CyberSeal, Cyber-Safe and 
the development of the Cyber Security and Resilience 
Method (CSRM) provided additional tools to better ena-
ble self-protection. Cooperation between the Confeder-
ation, cantons and communes was also developed fur-
ther through new exchange and coordination bodies. 

Under the strategic objective of effective cyber-
attack detection, prevention, management and defence, 
particular progress was made in incident management, 
early warning, crisis preparedness and capability devel-
opment. The NCSC received 64,733 voluntary reports 
of cyberincidents. The Cyber Security Hub (CSH) 
was developed and strengthened further as a nation-
al platform, with over 1,600 registered organisations 
and approximately 6,000 users. The Integrated Exer-
cise 2025 and other cantonal and international exer-
cises enabled the review and further development of 
cyber crisis management processes. Meanwhile, the 
Federal Intelligence Service (FIS), as part of the Intelli-
gence Service Act (IntelSA) revision process, continued 
to strengthen the legal basis for attribution capabilities 
(i.e. finding who perpetrated a cyberattack). The Swiss 
Armed Forces continued implementing the Gesamt
konzeption Cyber (cyber global concept) as planned.

Executive Summary

Implementation of the NCS continued to make 
substantial progress in 2025, amid geopolitical uncer-
tainty, advancing digitalisation and growing digital 
dependencies. This report shows that significant pro-
gress was achieved across all five strategic objectives.

Under the strategic objective of Empowerment, 
a number of initiatives were implemented in 2025. The 
Cyber Defence Campus (CYD Campus) continued its fel-
lowship programme and supported innovative, practical 
solutions through the Cyber Startup Challenge. It also 
gained additional insights into how to strengthen cyber-
security by holding a hackathon on building automation. 
In education and training, a pilot project with training 
days on ransomware in the healthcare sector was car-
ried out together with FIRST. Awareness-raising activ-
ities were expanded further with the relaunch of the 
S-U-P-E-R website and the ‘No excuses – Do it!’ cam-
paign, whose reach increased significantly compared 
with 2024. These efforts were supplemented by initia-
tives for young people and support services for commu-
nities. Progress was also made in developing shared sit-
uational awareness: an average of 400 specialists from 
critical sectors took part in the NCSC’s biweekly situ-
ation briefings. The main Swiss Computer Emergency 
Response Teams (CERTs) also exchanged operational 
information on incidents on an almost daily basis and 
shared information to support a coordinated defence 
against attacks.

An important milestone was reached on 1 April 
2025 with the introduction of the obligation to report 
cyberattacks on critical infrastructures under the stra-
tegic objective of secure and available digital services 
and infrastructure. By the end of the year, 222 reports 
had been registered. At the same time, sector-specific 
cooperation was further expanded, particularly through 
the establishment of the Rail-ISAC (Information Sharing 
and Analysis Centre) and the Healthcare Cyber Security 
Centre (H-CSC), as well as through closer cooperation 
with the Swiss Financial Sector Cyber Security Centre 
(FS-CSC). Further progress was made in vulnerability 
management. The Federal Council decided to draw up a 
bill on the cyber resilience of digital products, the NCSC 
coordinated vulnerability disclosures, the National Test 
Institute for Cyber Security (NTC) carried out techni-
cal tests, and the Federal Administration’s bug boun-
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Under the strategic objective of effective combat-
ing and prosecution of cybercrime, the focus in 2025 
was on coordination, improving shared foundations and 
further developing existing support tools. The Cyber-
STRAT and Cyber-CASE bodies promoted institution-
al and specialist exchange. Additionally, the statistical 
basis for recording cybercrimes was further developed, 
additional resources were allocated for national series 
detection and the cybercrimepolice.ch website was 
redesigned to be more accessible across Switzerland. 
At the political level, work began on improving intercan-
tonal data exchange. 

Under the strategic objective of Leading role in 
international cooperation, important measures also 
continued in 2025. High-level events were hosted in 
Geneva, including Geneva Cyber Week, the Global Con-
ference on Cyber Capacity Building (GC3B), and Global 
Digital Collaboration. Work on the International Gene-
va Cyber Security Centre (IG-CSC) also progressed. 
Cooperation with Quad9 provides DNS firewall protec-
tion for IG-CSC members. In parallel, a pilot project was 
launched in 2025 to address the data hosting require-
ments of humanitarian organisations and peacebuild-

ing entities operating in Switzerland. Switzerland also 
played an active role in multilateral processes, particu-
larly in relation to the UN Convention against Cyber-
crime, the Open-Ended Working Group (OEWG), the Pall 
Mall Process, and the implementation of OSCE confi-
dence-building measures (CBMs). 

Overall, 2025 was a year of concrete progress 
in the implementation of the NCS across all strate-
gic objectives. Noteworthy developments included the 
introduction of the reporting obligation, the expansion 
of sectoral resilience structures and the strengthening 
of national information exchange, as well as Switzer-
land’s increased presence in the field of international 
cybersecurity. The report also contains a chapter ded-
icated to artificial intelligence (AI), which highlights 
AI-related implementation initiatives within the NCS. 
It also contains a commentary from the Steering Com-
mittee which contextualises selected developments and 
provides guidance on the future strategic development 
of the NCS.

Digital Switzerland Advisory Board 2025

5REPORT ON THE IMPLEMENTATION OF THE NATIONAL CYBERSTRATEGY (NCS) 2025



The NCS Steering Committee comprises repre-
sentatives from the cantons, the Confederation, busi-
nesses, civil society and academia. Its members were 
selected for their expertise and strategic knowledge in 
areas relevant to cybersecurity. This diverse member-
ship ensures that different perspectives are taken into 
account and supports a whole-of-society approach to 
cybersecurity and the implementation of the NCS.

The National Cyber Security Centre (NCSC) is the 
office of the NCS Steering Committee and coordinates 
the implementation of the NCS.

The purpose of this annual report is to inform the 
public about the status of NCS implementation. Key fig-
ures and central projects presented in the report show 
what work was carried out in 2025 and what progress 
was made. The report builds on the results presented 
in the 2024 implementation report,2 rather than repeat-
ing them in full.

2	 First implementation report on the National Cyberstrategy (NCS)

Introduction

In recent years, the geopolitical situation has 
deteriorated significantly. At the same time, digital 
transformation and global connectivity1 have contin-
ued to advance rapidly, further increasing our depend-
ence on technology. As a result, the threat posed by 
cyberincidents continues to grow. Given the increase in 
hybrid threats, it is particularly important to implement 
a coherent and effective National Cyberstrategy (NCS).

For this implementation to succeed, all relevant 
stakeholders, including businesses, higher education 
institutions, communes, cantons and the Confedera-
tion, must work together in a coordinated manner. To 
ensure clear governance and strategic direction, the 
Department of Defence, Civil Protection and Sport 
(DDPS) established the National Cyberstrategy Steer-
ing Committee (NCS SC) in June 2024. Its main tasks 
include the following:

	● Regular review and strategic development: 
The Steering Committee reviews the NCS at 
least every five years, contributes to its develop-
ment and submits proposals to the Federal 
Council on adapting the Strategy.

	● Proposal of additional measures and priori-
ties: If necessary, it submits proposals for addi-
tional measures to the Federal Council. In con-
sultation with the implementation partners 
named in the NCS, it also develops proposals for 
prioritising the implementation of the Strategy.

	● Annual report: It reports annually on the pro-
gress made in implementing the NCS to the Fed-
eral Council, the cantons and the public. 

1	 Parag Khanna: Die Zukunft der Globalisierung und der multipolaren 
Welt
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Key figures on the implementation of the NCS

Milestones in 2025

Milestones Achieved In progress Rescheduled Not implemented Not reported

Total
Q1 221 33 2 0 0 186

Q2 119 105 3 8 0 3

Q3 127 89 14 16 6 2

Q4 163 100 26 18 2 17

15+1+84+AQ1 88+3+6+3+AQ2 70+11+13+4+2+AQ3 61+16+11+1+11+AQ4

Q1 Q2 Q3 Q4

 Initiatives 89 98 90 88
 New initiatives added 3 5 1 0

Initiatives in 2025

7REPORT ON THE IMPLEMENTATION OF THE NATIONAL CYBERSTRATEGY (NCS) 2025



Reports on malware-infected devices analysed

2,347,618

Command-and-Control systems used by  
attackers identified and blocked

17,468

Voluntary reports from members of the public and businesses

64,733

page views on S-U-P-E-R.ch 
(24 April–31 May 2025)

10,386

620
Participants at the Global Conference 
on Cyber Capacity Building (GC3B)

400
Average number of participants in  
the online biweekly situation briefings

525
Vulnerability reports submitted 
by ethical hackers

240
Organisations Cyber-
Safe certified

44
CyberSeal  
certifications

7
Technology briefs  
published by the NCSC
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Major progress in 2025
The development of the cybersecurity ecosys-

tem is largely driven by higher education institutions 
and existing innovation promotion structures. As part 
of NCS implementation, additional targeted support 
measures were also put in place in 2025. The Cyber 
Defence Campus (CYD Campus) at armasuisse contin-
ued its fellowship programme, which specifically sup-
ports emerging cybersecurity talent. Through the Cyber 
Startup Challenge, the CYD Campus also supports the 
development of innovative, practical solutions and in a 
security-relevant environment. In addition, a hackathon 
on building automation organised by the CYD Campus 
provided valuable insights into building automation and 
control systems, helping to identify and resolve securi-
ty vulnerabilities.

In education and training, too, the NCS primarily 
supported complementary programmes. At the begin-
ning of 2025, the NCSC launched and carried out a 
pilot project together with FIRST (Forum of Incident 
Response and Security Teams),4 consisting of two ran-
somware training days for the healthcare sector. Posi-
tive feedback confirmed the need for such initiatives in 
various sectors, encouraging relevant stakeholders to 
become actively involved through existing Cyber Secu-
rity Centres (CSCs) and take advantage of suitable train-
ing opportunities to further strengthen their resilience.

4	 FIRST – Improving Security Together

Strategic Objective 1:  

Empowerment

“Switzerland strengthens its position as one of 
the world’s leading centres of knowledge, education 
and innovation, including in the realm of cybersecu-
rity. It uses these capabilities to independently 
assess cyberrisks across supply chains, anticipate 
technological developments and respond to them in 
an agile manner. The population is informed about 
cyberrisks and thereby empowered to use digital  
services.”3

What does the NCS Steering Committee  
want to achieve?

	● A coherent and high-performing cybersecuri-
ty ecosystem: Switzerland should position itself 
as an internationally recognised hub for 
research and innovation, and as a leading coun-
try in cybersecurity. Applied research should 
support the development of public and private 
measures, standards, regulatory frameworks, 
and other relevant instruments.

	● Education and training: Cybersecurity should 
be integrated into education and training at all 
levels of the education system – from compulso-
ry schooling and general education to initial and 
higher vocational education and training, and 
higher education institutions.

	● Public information: Awareness-raising cam-
paigns should be coordinated, targeted and 
evaluated.

	● Shared situational awareness: Public and pri-
vate stakeholders should share their knowledge 
of threats, vulnerabilities and dependencies in 
order to develop shared situational awareness. 
They should have access to reliable analyses of 
emerging and disruptive technologies and ICT 
products, as well as information-sharing mecha-
nisms tailored to their needs.

3	 National Cyberstrategy (NCS)
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The implementation of certain initiatives designed 
to address the shortage of skilled professionals was 
delayed. Consequently, the Women in Cyber – Talent 
Academy 5 and Cyber4CH 6 programmes have been 
postponed to 2026.

Awareness-raising activities continued and were 
further expanded. The relaunch of the S-U-P-E-R web-
site and the new campaign slogan, ‘No excuses – Do 
it!’,7 helped raise public awareness of cybersecurity 
issues. The campaign was rolled out across Switzer-
land in print and online media, on social media and at 
railway stations. It was supported by Swiss Crime Pre-
vention (SCP), which coordinated the project, as well 
as the Swiss Insurance Association (SIA), Swiss Post 
and Swiss Federal Railways. Its reach increased sig-
nificantly compared to 2024. As part of Cyber Securi-
ty Month, an initiative was launched in collaboration 
with Netpathie 8 that focused particularly on young tar-
get groups. More than 550 people attended a virtual 

5	 SANS Talent Academy - Women in Cyber Switzerland
6	 Cyber 4 CH - Cyber4ch
7	 “No excuses – Do it!” - Launch of the 2025 national cybersecurity 

awareness campaign
8	 Netpathie – keeping kids safe online, promoting respectful commu-

nication and their mental health.

brown bag lunch event on cybersecurity.9 These activi-
ties were complemented by specific measures for Swiss 
communes. Together with various partners, the NCSC 
provided them with an IT emergency plan template,10 
supplemented by explanatory videos and templates to 
make implementation as straightforward as possible.

Several major events, including the Global Cyber 
Conference,11 Swiss Cyber Storm, the National Cyber-
security Conference and the Swiss Cyber Security Days, 
brought cybersecurity into the public debate. Cyberse-
curity was also addressed at the 2025 Youth Session.12

9	 «Schützen Sie Ihre Daten online, um nicht Opfer von Phishing zu 
werden» - BrownBagLunch ECSM 2025 - YouTube

10	Emergency planning is the key to cyber resilience
11	The conference brought together 320 participants from 30 coun-

tries, 85% of whom held senior management positions (C-level and 
senior executives). The event brought together 60 speakers, 
offered 90 sessions, and involved 10 strategic partners, thereby 
providing a forum for high-level discussions on cyber resilience 
and international cooperation.

12	Session des jeunes 2025 · SdJ

400
Average number of participants in the online 
biweekly situation briefings

496
Average annual number of cybersecurity  
publications involving Swiss research institutes 
since 2020
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Finally, significant progress was made in the area 
of shared situational awareness. The NCSC’s biweek-
ly situation briefings bring together an average of 400 
specialists from all critical sectors to discuss current 
cyberthreats and possible countermeasures. At the 
operational level, the main Swiss CERTs (CH-CERTs) 
exchange information on incidents almost daily and 
share relevant information in order to jointly defend 
against attacks.

NCSC 2025, Sebastien Jaquier (Institute of Economic Crime Investigation), Beatrice Kübli (Swiss Crime Prevention)
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	● Vulnerability management: Any software, digi-
tal components or ICT products developed in 
Switzerland should meet the relevant security 
requirements, which take a risk-based approach. 
A systematic approach to vulnerability manage-
ment should ensure a high level of security and 
resilience in critical infrastructures and the Fed-
eral Administration. This includes identifying, 
addressing and preventing vulnerabilities, as 
well as disclosing them responsibly.

	● Cooperation between authorities: A clear gov-
ernance model should underpin cooperation, 
information sharing and mutual support 
between the Confederation, cantons and com-
munes, and this model should be supported by a 
network of competent bodies.

Strategic Objective 2:  
Secure digital services  
and infrastructures

“Switzerland implements measures nationwide 
to strengthen cyberresilience. The Confederation 
and cantons create the necessary conditions to 
ensure that a high level of protection is guaranteed, 
that secure digital infrastructures, products and ser-
vices are used, and that risk appetite is consciously 
managed.”13

What does the NCS Steering Committee  
want to achieve?

	● Resilience of critical infrastructures: Every 
critical infrastructure subsector should have 
resilience management in place that defines pri-
ority action areas and the necessary measures 
to reduce cyber-related risks. These measures 
should be reviewed regularly. Stakeholders, 
including SMEs and communes, should familiar-
ise themselves with the relevant standards and 
apply them.

	● Implementation of the reporting obligation for 
cyberattacks on critical infrastructure: The 
insights gained from introducing the reporting 
obligation should enable us to learn from experi-
ence and consider how the regulatory frame-
work could be developed further to strengthen 
Switzerland’s resilience.

13	National Cyberstrategy (NCS)
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The reporting obligation is just one of the meas-
ures aimed at strengthening the cybersecurity of crit-
ical infrastructures. Sector-specific cooperation was 
also significantly expanded in 2025. In April 2025, Rail 
ISAC,14 a Cyber Security Centre for the rail sector, was 
officially established. The Healthcare Cyber Security 
Centre (H-CSC)15 was also launched in 2025 and had 
33 member hospitals by the end of the year. It makes 
an important contribution to strengthening resilience in 
the healthcare sector. The Cyber Security Centre for the 
financial and insurance sector (FS-CSC) intensified its 
cooperation with the NCSC16 and stepped up its activ-
ities to increase sectoral resilience.

14	company.sbb.ch
15	Home - H-CSC
16	Enhanced cybersecurity cooperation in the financial sector: NCSC 

and Swiss FS-CSC strengthen partnership.

Major progress in 2025
A major milestone in the implementation of the 

NCS was reached on 1 April 2025, when the obligation 
to report cyberattacks on critical infrastructure came 
into effect. Operators of critical infrastructure are now 
required to report any cyberattack to the NCSC with-
in 24 hours of discovering it. The standardised report-
ing form available on the NCSC’s Cyber Security Hub 
(CSH) enables an efficient and harmonised reporting 
process, while also strengthening information sharing 
– a decisive factor in responding to the rapid increase 
in cyberthreats. Switzerland is guided here by interna-
tional standards such as the EU NIS Directive. Between 
the introduction of the reporting obligation in April 2025 
and the end of that year, 222 reports were registered.

NCSC 2025, Federal Councillor Martin Pfister
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The security of critical infrastructure depends 
not only on its own security arrangements, but also on 
the availability of secure digital products. On 20 August 
2025, the Federal Council decided to draw up a bill on 
cyber resilience that would define security requirements 
for digital products.17 Various measures to improve vul-
nerability management are already being implemented 
under the NCS. In 2025, the NCSC coordinated the dis-
closure of 33 reported vulnerabilities, while the Nation-
al Test Institute for Cybersecurity (NTC) conducted 
tests on open-source software, photovoltaic installa-
tions, hospital information systems, and IT peripher-
als. Recommendations for action were drawn up based 
on the findings. The NCSC is continuing its bug bounty 
programme within the Federal Administration. In 2025, 
the NCSC received a total of 525 reports of potential 
vulnerabilities. Following analysis and verification, 328 
were recognised as valid, leading to corrective measures 
or security improvements within the Federal Adminis-
tration.

Strong cybersecurity is important not only for crit-
ical infrastructures. Tools are also needed to help organ-
isations of all sizes improve their cybersecurity. One way 
of achieving this is through voluntary self-assessment 
for quality seals and labels. Two projects have been 
developed under the NCS in this area:

17	Federal Council to strengthen cyber resilience of digital products

CyberSeal is a Swiss quality seal that certifies IT 
service providers have implemented the necessary tech-
nical and organisational measures to protect against 
cyber risks. By the end of 2025, 44 organisations held 
CyberSeal certification, with 16 new audits carried out 
during the year.

In addition, the Swiss Cyber-Safe label helps 
SMEs and communes in Switzerland to implement basic 
cybersecurity measures by raising awareness of them. 
It verifies the effective implementation of good practic-
es, carries out regular vulnerability scans, and organis-
es phishing awareness campaigns. By the end of 2025, 
around 240 organisations had been awarded the label 
(2024: 180), while around 215 organisations were in the 
certification process (2024: 200). This development 
highlights the increasing significance of the Cyber-Safe 
label for SME and commune cybersecurity in Switzer-
land. At the same time, a group of experts from academ-
ia, the authorities, SMEs and communes launched and 
advanced the revision of the Cyber-Safe label require-
ments. The Cyber-Safe label also continued its part-
nership with Trust Valley’s Trust4SMEs programme for 
the third year in a row. Trust4SMEs is an initiative of 
the EPFL Innovation Park Foundation supported by the 
Canton of Vaud. As part of this partnership, an introduc-
tory workshop on cyber risks was held and all partici-
pating SMEs used the Cyber-Safe risk assessment tool. 
Around half of these SMEs then went on to complete an 
audit with a view to obtaining the label.

222
Registered reports submitted through the 
reporting obligation (April to December 2025)

251
Participants at the National 
Cyber Security Conference
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Another way of strengthening self-protection is 
the Cybersecurity and Resilience Method (CSRM),18 
developed by the NCSC. Organisations and business-
es can use this method to build their capabilities in this 
area. It has been made publicly available for consulta-
tion and is currently being tested and further developed 
in close collaboration with partners and experts.

Cooperation between authorities in implement-
ing the NCS was also expanded. Several structures 
were established or designed in 2025. For example, 
the Roundtable NCS enables rapid information shar-
ing at management level between the relevant offices. 
The Cybersecurity Expert Group (Fachgruppe Cyber-
sicherheit) promotes the exchange of good practices 
and cooperation between communal, cantonal, and fed-
eral levels. Additionally, implementation forums were 
launched in collaboration with implementation partners 
to bring together stakeholders involved in implement-
ing the NCS. The National Cyber Security Conference, 
which addressed the topic of ‘Cyber resilience: Regula-
tion or personal responsibility?’, brought together over 
250 participants in Bern in September.

18	CSRM – A new method for strengthening cybersecurity and resil-
ience

Numerous cantonal and inter-cantonal initiatives 
aimed at strengthening resilience and shared responsi-
bility were also implemented. One example is the Can-
ton of Vaud’s implementation of the cybersecurity agree-
ment between the canton and communes. Launched in 
2024, this initiative strengthens cybersecurity at the 
communal level by improving crisis management and 
response to cyberincidents, increasing cyber resilience, 
and enhancing cyber prevention measures.19

As part of a ‘security culture’ project run by the 
Canton of Zurich, 11,000 members of staff were made 
aware of phishing through a simulation platform.

The Canton of Zug has also launched a cyber-
security initiative,20 the core element of which is the 
development of a cybersecurity competence centre. The 
centre’s tasks include raising public awareness, sup-
porting SMEs, and connecting public and private stake-
holders. 

Similarly, on 24 December 2024, the Canton of 
Valais published its CyberStratVS strategy,21 forming 
the cantonal reference framework for cybersecurity.

19	Convention cybersécurité Canton-Communes | État de Vaud
20	Der Regierungsrat stellt seine Cybersicherheitsinitiative vor
21	Stratégie cybersécurité du canton du Valais

328
Bug bounty vulnerability reports that  
led to corrective measures or security  
improvements in the Federal Administration
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	● Crisis management and crisis exercises: 
Cybersecurity-related crises should be clearly 
defined and covered by a crisis management 
concept that is based on transparent govern-
ance principles, as well as clearly defined roles 
and responsibilities, in accordance with the 
principle of subsidiarity. Cyber exercises should 
be conducted at sectoral and cross-sectoral lev-
els. Exercises organised by the Confederation 
should be coordinated by a central body that 
acts as a point of contact for partners, business-
es, and the public. Switzerland should also par-
ticipate in international exercises to strengthen 
its integration and capabilities in this area. The 
Swiss Armed Forces must also have the neces-
sary capabilities to protect themselves. These 
capabilities are continuously being developed  
in line with ‘Option 3’ of the Armed Forces’ 
Gesamtkonzeption Cyber (cyber global concept).

“Switzerland has the necessary capacities and 
organisational structures in all situations to identify 
cyberthreats and cyberincidents quickly and mini-
mise the damage they cause. Incidents can be dealt 
with even if they persist over an extended period and 
affect different areas simultaneously.”22 

What does the NCS Steering Committee  
want to achieve?

	● Strengthening incident management capabili-
ties: Switzerland should improve its ability to 
effectively manage cyberincidents and cyberse-
curity-related crises. This should be based on 
suitable response and intervention plans for all 
critical infrastructures, as well as structured 
information sharing and the exchange of lessons 
learned from incidents. The various sectors con-
cerned should have reliable exchange mecha-
nisms that enable continuous strengthening of 
cyber resilience at a national level.

	● Strengthening attribution capabilities: In 
order to identify and assess cyberincidents that 
are relevant to security policy and have a link to 
Switzerland at an early stage, the Federal Intelli-
gence Service (FIS) is implementing a process 
based on its strategic priorities and in line with 
its mandate. The FIS’s attribution capabilities 
should be further developed to enable more 
effective identification of the perpetrators of 
cyberincidents of security policy relevance. This 
will lay the groundwork for initiating a political 
attribution process where appropriate.

22	National Cyberstrategy (NCS)

Strategic Objective 3:  
Effective identification,  
prevention, management and 
defence against cyberincidents
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1.15%) and malware (275, or 0.42%), including 104 ran-
somware cases (0.16%). Data leaks (37, or 0.06%) and 
DDoS attacks (35, or 0.05%) were also reported. Since 
mid-September 2025, the NCSC has also been able to 
publish cyber-related warnings via Alertswiss in cooper-
ation with the Federal Office for Civil Protection (FOCP), 
providing an additional channel for rapidly informing the 
public in the event of serious cyberthreats.

Major progress in 2025
Active information sharing and early warning on 

cyberincidents remain core elements of incident man-
agement. These capabilities were strengthened further 
in 2025. The NCSC received 64,733 voluntary reports 
of cyberincidents. These reports helped to identify new 
online threats and developments at an early stage, ena-
bling the publication of relevant warnings. The majority 
of reports were related to fraud (35,968, or 55.6%) and 
phishing (12,280, or 19.0%), followed by hacking (743, or 

177	 reports per day, one report every 8.4 minutes

+ 3% 	 compared with 2024

90% 	 reports from the public
10% 	 reports from businesses, associations and authorities

64% 	 submitted via the online reporting form
36% 	 submitted by email 

Processing time:
59% 	 cases processed in <60 minutes 
86% 	 cases processed in <12 hours
92% 	 cases processed in <24 hours

64,733
voluntary reports from 
the public and busi-
nesses

Source:  
NCSC Semi-Annual Report 2025/2 
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In addition to public warnings, the NCSC runs 
the Cyber Security Hub (CSH) – an information-shar-
ing platform for operators of critical infrastructure and 
cybersecurity specialists. In 2025, the CSH underwent 
targeted development and expansion, including the 
addition of a cyberattack reporting system under the 
Information Security Act (ISA). With over 1,600 connect-
ed organisations and approximately 6,000 users, the 
CSH is becoming a key national platform for enhanc-
ing cyber resilience.

In the area of attribution, the FIS focused its work 
in 2025 on the revision of the Intelligence Service Act 
(IntelSA). The FIS is reviewing and supplementing the 
legislation for processing significant cybersecurity-re-
lated incidents. One objective is to enable the FIS to 
investigate such activities more effectively and attrib-
ute them more reliably. The consultation procedure is 
expected to begin in summer 2026. Meanwhile, the FIS 
has created the necessary technical and organisation-
al framework to enhance its investigative and attribu-
tion capabilities in the event of significant cybersecu-
rity incidents.

In the area of crisis management and exercises, 
the focus in 2025 was on the Integrated Exercise 2025 
(IU 25), which was carried out successfully in Novem-
ber under the joint leadership of the Confederation and 
the cantons. Cyberattacks were an important element 
of this large-scale national exercise, making it possible 
to test and continuously improve crisis management 
processes. The joint exercise leadership is responsi-
ble for evaluating the exercise. The Federal Chancellery 
(FCh) will submit a proposal to the Federal Council on 
how to implement the recommendations in the exercise 
report. Cantonal exercises also took place in Neuchâ-
tel and Geneva, with representatives of the NCSC and 
the FOCP participating alongside the Cyber Command 
in international cyberdefence exercises such as Locked 
Shields and Cyber Coalition 25.

In addition, the FCh set up a ‘cybersecurity the-
matic cluster’ together with the Administration and aca-
demia. The cluster is intended to make it easier to iden-
tify experts quickly in the event of a crisis. It also aims 
to build trust between the administration and academ-
ia and encourage collaboration to improve crisis antici-

users

Around

The Cyber Security Hub (CSH) in figures:

registered organisations

More than

1,600

6,000
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pation. In September 2025, the cybersecurity thematic 
cluster and the NCSC jointly organised a workshop to 
discuss criteria for prioritising the NCSC’s work in the 
event of large-scale cyberattacks against Switzerland.

Cybersecurity at major events in Switzerland was 
a key focus again in 2025. Close cooperation between 
the NCSC’s GovCERT, the Confederation and the can-
tonal authorities ensured the security of the World Eco-
nomic Forum (WEF), the Eurovision Song Contest (ESC) 
and the UEFA Women’s Euro tournament.

The Swiss Armed Forces continued to implement 
their Gesamtkonzeption Cyber (cyber global concept) 
as planned.23 Substantial progress was made in par-
ticular in capabilities relating to command and net-
worked operations, and to effects in cyberspace and 
the electromagnetic domain. The Swiss Armed Forc-
es opted for an adaptive and iterative approach, guid-
ed by user needs. This enables agile development that 
remains close to operational requirements, based on 

23	Conception générale cyber

close coordination between development, security and 
operations. This approach differs significantly from a 
purely project-based model. The Cyber Command has 
already successfully tested initial functionalities on the 
Swiss Armed Forces’ New Digitalisation Platform (NDP). 
These will be trialled in mid-2026 as part of the EOS 26 
exercise conducted by the Special Forces Command. 
For the first time, mission-critical ICT services will be 
obtained via the NDP. This is an important milestone in 
reviewing how far the Armed Forces have progressed in 
implementing their cyber global concept.

Locked Shields 2022
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Major progress in 2025
The annual Cyber-STRAT meetings, which are 

attended by directors from the key institutions involved 
in combating cybercrime, provide an opportunity to dis-
cuss strategic and policy issues in this area. In par-
allel, three Cyber-CASE meetings were held. Cyber-
CASE is primarily designed as a network of specialised 
cybercrime prosecutors at the cantonal and federal lev-
els. The Network for Investigative Support in the Fight 
against Cybercrime (NEDIK) and the NCSC are also 
involved in Cyber-CASE. The meetings mainly served to 
share experience and good practices. In 2025, a Ran-
somware working group was set up under Cyber-CASE 
to share important information on proceedings conduct-
ed by the cantonal public prosecutors’ offices and the 
Office of the Attorney General of Switzerland (OAG), and 
to strengthen coordination.25

25	In addition, the OAG is conducting several criminal proceedings in 
cooperation with numerous countries under the coordination of 
Europol and Eurojust, particularly in ransomware cases (Cyber-
crime: the AKIRA group steps up its activities).

“Switzerland expands its ability to identify  
perpetrators of cyberattacks, collectively prosecute 
them, and convict them within the scope of the 
law.”24

What does the NCS Steering Committee  
want to achieve?

	● Establishing a legal framework for combating 
cybercrime: Switzerland should strengthen the 
coordinated fight against cybercrime by ensur-
ing that all cantons have the necessary legal 
bases and that these are harmonised. Shared 
structures, including uniform data and proce-
dural standards, should facilitate closer collabo-
ration between prosecution authorities at the 
national and international levels, and the devel-
opment of specialised centres of competence.

	● Overview of cases: Prosecution authorities 
should have access to a comprehensive, real-
time overview of cases, including incidents, 
reports, and judicial follow-up to support coher-
ent and effective responses. 

	● Training for prosecution authorities: All prose-
cution authorities, including the courts, should 
have access to up-to-date training opportunities 
tailored to their needs. These should take into 
account the ongoing development of different 
forms of cybercrime and ensure continuous 
skills development.

24	National Cyberstrategy (NCS)

Strategic Objective 4:  
Effective combating and  
prosecution of cybercrime
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NEDIK conducted a survey of the cantonal police 
forces regarding the combating of virtual child sexual 
abuse and is currently developing appropriate meas-
ures. Additionally, the cybercrime phenomena includ-
ed in the Police Crime Statistics (PCS) and the corre-
sponding factsheets for police forces were updated in 
collaboration with the Federal Statistical Office (FSO) 
from 1 January 2026 onwards, with the aim of enabling 
more accurate statistical recording. Additional resourc-
es were allocated to national series detection and the 
operation of the cybercrimepolice.ch website. Since 
2025, the platform’s design has been revised and it 
has also been made available in French to facilitate its 
use across Switzerland. Cooperation with the NCSC’s 
national contact point was also strengthened. At the 
political level, Motion 23.431126 from the National 
Council’s Security Policy Committee calls for the estab-
lishment of a constitutional basis enabling the Confed-

26	23.4311 | Création d’une base constitutionnelle visant à régle-
menter l’échange de données de police au niveau national | Objet | 
Le Parlement suisse

Development of cyber offences and clearance rates 
(2020-2024)

Total digital crime

eration to regulate, within the Federal Act on the Fed-
eral Police Information Systems (FPISA), the exchange 
of data between the cantons. The aim is to improve the 
exchange of police information and make more efficient 
use of the available data. Work has begun on creating 
this constitutional basis and on a partial revision of the 
FPISA.

In addition to data exchange, the Federal Coun-
cil examined operational measures to combat specif-
ic threats in the digital space. In its report, ‘Blocking 
access to fraudulent websites; national coordination in 
the fight against online fraud’,27 prepared in response 
to Postulate 22.3457, the Federal Council outlines the 
current measures available to combat online fraud and 
potential ways to expand these measures. 

27	Federal Council to take action against scam websites
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	● Promoting International Geneva: Geneva 
should establish itself as a recognised location 
for international discussions on digitalisation 
and technologies, thereby strengthening  
Switzerland’s position as a key player in global 
digital governance.

	● An open, free and secure internet: Switzerland 
should promote an open, free and secure inter-
net, and respect for international law in the  
digital sphere. It should participate in the most 
relevant international bodies and centres of 
expertise, particularly those that make an effec-
tive contribution to reducing cyberthreats. This 
will strengthen its involvement and influence in 
international cybersecurity cooperation.

“Switzerland works at an operational and  
strategic level to promote an open, free and secure 
cyberspace as well as full recognition, observance 
and enforcement of international law in the digital 
space. International Geneva is used as a leading 
location for debates around cybersecurity. Switzer-
land can act as a mediator in disputes related to 
cyberoperations.” 28

What does the NCS Steering Committee  
want to achieve?

	● Strengthening international digital security: 
Switzerland should strengthen international  
digital security by supporting the protection of 
international organisations (IOs) and non-gov-
ernmental organisations (NGOs), in particular by 
facilitating access to improved cybersecurity 
and information-sharing mechanisms.

28	National Cyberstrategy (NCS)

Strategic Objective 5:  
A leading role in  
international cooperation

Global Conference on Cyber Capacity Building (GC3B) 2025
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More broadly, Switzerland continued to engage 
actively in international bodies. It contributed rec-
ommendations to the final report of the Open-end-
ed Working Group (OEWG 2021–2025) and continued 
participating in the Pall Mall Process working groups 
on cyber proliferation. As part of its cooperation with-
in the Organisation for Security and Co-operation in 
Europe (OSCE), which Switzerland is chairing in 2026, 
Switzerland is actively involved through its participa-
tion in the organisation’s Troika. Particular focus is giv-
en to the implementation of OSCE cyber/ICT security 
confidence-building measures. Through this involve-
ment, Switzerland promotes dialogue and cooperation 
between participating states, thereby strengthening 
transparency and trust in Euro-Atlantic security.

Switzerland also continued its bilateral coopera-
tion with numerous strategic partners around the world, 
including through the Counter Ransomware Initiative.31 
In addition, the NCSC’s GovCERT maintains close rela-
tions with its European and international partners, in 
particular FIRST, CERT-EU, Europol EC3 and the IWWN.

31	Home | International Counter Ransomware Initiative

Major progress in 2025
Several high-level cybersecurity events were held 

in Geneva again in 2025. Geneva Cyber Week 29 took 
place for the first time (12–15 May). This event brought 
together the global cybersecurity community in Gene-
va, enabling them to build closer links with the organisa-
tions based there, as well as fostering regular exchange 
between the various stakeholders and the knowl-
edge and experience of the Geneva Digital Communi-
ty. The Global Conference on Cyber Capacity Build-
ing (GC3B) 30 brought together over 620 participants 
from more than 100 countries. The conference focused 
on the safe use of new digital technologies in devel-
opment cooperation, particularly in the Global South. 
It was hosted by the Federal Department of Foreign 
Affairs (FDFA) and organised by the Global Forum on 
Cyber Expertise (GFCE). Also held in 2025 was Global 
Digital Collaboration (GDC), led by the Federal Office of 
Justice (FOJ), with more than 1,500 participants. GDC 
aims to promote and protect the global digital commons, 
which are essential to cyberspace, through the involve-
ment of state and private actors.

Another measure to promote Geneva as a location 
for international organisations is to support them in the 
area of cybersecurity. Under the leadership of the FDFA, 
work on the International Geneva Cyber Security Cen-
tre (IG-CSC) continued to progress in 2025. Cooperation 
with Quad9 now enables the operation of a DNS firewall 
for CSC members. In 2025, a pilot project was launched 
to meet the data hosting needs of humanitarian organi-
sations and peacebuilding actors based in Switzerland, 
and this will be developed further in 2026.

In addition, the FDFA launched informal nego-
tiations on the rules of procedure for the future Con-
ference of the States Parties to the United Nations 
Convention against Cybercrime in autumn 2025. Swit-
zerland advocated for broad participation opportunities 
for non-state actors, wider access for non-party states, 
and respect for human rights in the implementation of 
the Convention.

29	Geneva Cyber Week | DCAF – Geneva Centre for Security Sector 
Governance

30	G C3B | Global Conference on Cyber Capacity Building

Global Conference on  
Cyber Capacity Building: (GC3B)

620
participants

over

100
countries

over
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Building on this, initiatives to consolidate Switzer-
land’s position in cybertechnologies and innovation are 
an important lever and should be pursued further, mak-
ing use of Switzerland’s existing strengths in research, 
business and the innovation ecosystem.

In addition to structural and innovation policy 
considerations, closer collaboration between the Con-
federation, cantons and communes is crucial, building 
on existing structures and initiatives. Such coopera-
tion could increase the coherence and effectiveness of 
implementation. Clearer framework conditions and tar-
geted guidance, such as emergency planning,32 would 
help communes and small and medium enterprises 
(SMEs) in particular to reduce regulatory complexity and 
focus on the most relevant cybersecurity priorities. In 
the prosecution of cybercrime, faster progress towards 
a legal framework for a nationwide overview of cases 
would also be welcome. The efforts already underway 
to strengthen intercantonal cooperation are welcome 
and, where necessary, could be reinforced by action at 
federal level.

32	Emergency planning is the key to cyber resilience

Efforts to strengthen cybersecurity in education 
and training are recognised and appreciated. However, 
cybersecurity has not yet been systematically embed-
ded at all levels of the education system. In this con-
text, greater attention could be paid in future to ensur-
ing that cybersecurity is taught as a core competence 
at every level of education, from basic education and 
tertiary education through to vocational education and 
training and continuing education.

Beyond education, Cyber Security Centres 
(CSCs) play a vital role in enhancing sectoral resilience. 
By 2025, CSCs will be operational in the healthcare, 
finance and insurance sectors, as well as in the rail sec-
tor and the International Geneva ecosystem. Expand-
ing the number of CSCs gradually to other sectors, par-
ticularly those concerned with critical infrastructures, 
appears useful and could require the creation of sever-
al additional centres.

A reliable and transparent evidence base is essen-
tial for developing such structural measures in a target-
ed way. Cybersecurity research is therefore crucial for 
the effective implementation of the NCS. Additional ini-
tiatives to improve data quality and accessibility would 
support evidence-based decision-making and more tar-
geted strategic prioritisation. In this context, strength-
ening technology transfer from research and special-
ised companies into practice and policy is particularly 
important.

Comments  
from the NCS Steering Committee

24 REPORT ON THE IMPLEMENTATION OF THE NATIONAL CYBERSTRATEGY (NCS) 2025

https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-behoerden/aktuelle-themen/notfallkonzept.html


At the same time, Switzerland’s participation in 
international frameworks to combat cybercrime is cru-
cial for strengthening international cooperation, par-
ticularly within the context of the Budapest Conven-
tion and the UN Convention against Cybercrime, as 
well as in ongoing multilateral processes. In this spirit, 
Switzerland encourages its partners to use Internation-
al Geneva as a platform for dialogue, cooperation and 
joint action, with the aim of ensuring that digitalisation 
and technologies help strengthen security and serve 
the common good.

A coherent approach to governance is also cru-
cial for the further strategic development of the NCS. 
Setting clear targets helps to clarify the overall vision, 
while key performance indicators (KPIs) make it possi-
ble to measure progress and the impact of the meas-
ures implemented. Building on this work is crucial for 
strengthening the management of national cybersecu-
rity and identifying potential improvements in a target-
ed way. Continued efforts in this area are therefore wel-
come.

Finally, continuous reflection on the scope and 
depth of the strategy is welcome, in close cooperation 
with all relevant stakeholders. To this end, a participa-
tory and in-depth process is planned for the coming 
months to prepare for the strategic review scheduled 
for 2028.33

33	�The Steering Committee will prioritise the following topics:
	 • artificial intelligence and cybersecurity
	 • digital sovereignty in the context of Switzerland’s cyber resilience
	 • data authenticity (data integrity in the context of disinformation)
	 • �economic risk-sharing, and geopolitical impacts and international 

cooperation in cybersecurity

Digital Switzerland Advisory Board 2025
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and simulation – but also for disinformation, deception 
and manipulation in the information space. The report 
recommends ways in which armed forces and cyberde-
fence units can prepare for these developments, such 
as implementing detection methods, providing analysts 
with training, and raising awareness within units to help 
them identify manipulated or AI-generated media con-
tent.

Research on the importance of AI  
for cybersecurity
In 2025, the CYD Campus published a technol-

ogy brief on the opportunities and risks of AI-gener-
ated images for armed forces.37 The study shows that 
advances in generative AI, particularly in creating pho-
torealistic images, are creating new challenges for 
today’s information environment, as they open up new 
tactical opportunities and potential threats. AI-generat-
ed images can be used not only for education, training 

37	Threats and Opportunities in AI-generated Images for Armed 
Forces.pdf

Focus on  
artificial intelligence (AI)

Rapid technological developments in AI are 
having an increasing influence on the cyberthreat 
landscape and on our ability to defend digital infra-
structures. When defining its strategic objectives 
and measures, the NCS takes a ‘technology-neu-
tral’ approach. It is intended as an open and flexi-
ble framework that allows new technological devel-
opments to be taken into account dynamically and 
adaptively as the strategy is implemented.

In order to properly consider technological 
developments in AI and evaluate their impact on the 
implementation of the NCS, the Federal Council’s 
report 34 in response to Postulate 23.3861 Andrey, 
dated 15 June 2023, stipulates that the NCS Steer-
ing Committee’s annual report on NCS implementa-
tion must include a section that explicitly highlights 
AI-related implementation initiatives.

Within the NCS, AI is emerging as a cross-cut-
ting technology with an increasingly significant 
impact on all strategic objectives. Although the 

34	Bericht BR F.pdf
35	Réseau de compétences en intelligence artificielle
36	Utilisation de l’intelligence artificielle dans l’administration fédérale : la Confédération prévoit des mesures ciblées et renforce la 

coordination

NCS is technology-neutral and does not single out 
AI as a separate strategic objective, AI-related pro-
jects are now emerging across all strategic themes. 
The summary below outlines the key AI-related 
NCS implementation initiatives planned for 2025. 
However, it does not provide an exhaustive over-
view of all Federal Administration projects relat-
ing to AI. This overview is prepared and regularly 
updated35 by the Competence Network for Artifi-
cial Intelligence (CNAI). Additionally, the Federal 
Council intends to develop the Federal Adminis-
tration’s AI strategy further by means of an imple-
mentation plan, strengthening coordination across 
the Confederation.36 In this context, the CNAI con-
tact point was transferred to the Federal Chancel-
lery – Digital Transformation and ICT Steering on 1 
February 2026, and cooperation will be organised 
around seven thematic areas, including ‘cyberse-
curity, information security and data protection’ as 
a specific area.
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Regulating the security of AI
In the context of AI regulation, it is necessary to 

examine in depth whether specific regulation is required 
for cybersecurity aspects relating to AI, taking into 
account relevant international norms and standards. 
An interdepartmental federal working group has pub-
lished an overview of AI regulation,38 identifying the 
need for action and possible regulatory approaches. 
The overview defines three main objectives for possi-
ble Swiss AI legislation: strengthening Switzerland as a 
centre of innovation, ensuring the protection of funda-
mental rights (including economic freedom), and foster-
ing public trust in AI. 

On 12 February 2025, the Federal Council decid-
ed to ratify the Council of Europe’s Convention on Arti-
ficial Intelligence. The aim is to regulate AI in a way that 
enables Switzerland to realise its economic and inno-
vative potential, while minimising societal risks. The 
Council of Europe Convention on AI will be incorporat-
ed into Swiss law. Its scope will primarily cover state 
actors. Sector-specific legislative amendments will be 
examined, limited to key areas affecting fundamental 
rights, such as data protection. In addition to legislation, 
non-legally binding measures will also be developed to 
implement the Convention. These may include self-dec-
laration agreements or sector-specific solutions.

AI in cyberattack defence and vulnerability 
detection
AI is also used to monitor cyberattacks and detect 

vulnerabilities. The relevant specialist teams within the 
Confederation use these possibilities and also exchange 
information with experts from the private sector.

38	Auslegeordnung zur Regulierung von künstlicher Intelligenz

At the same time, further projects are aiming to 
enhance the security of AI systems. These include foren-
sic analyses of diffusion models for image generation; 
the characterisation and mitigation of attacks against 
large language models (LLMs); analysis and improve-
ment of foundation model robustness; and the develop-
ment of decentralised, reliable, and resource-efficient 
AI systems.

To support threat analysis, work continued on 
projects concerning anomaly detection in dynamic net-
works and tracing data leaks using robust watermarks 
that remain detectable even after images have been 
modified. Other projects examine possible applica-
tions of LLMs, including the analysis of hallucinations 
in retrieval-augmented generation systems, the selec-
tion and use of suitable LLMs for specific purposes, and 
their use in a parliamentary context. Furthermore, pro-
jects to increase the intelligence of edge devices were 
continued, for example in early warning systems based 
on biomedical data, radio signal localisation and the 
processing of sensor data on airborne platforms.

Raising awareness of cyberthreats  
involving AI
The NCSC provides ongoing information on the 

latest cybersecurity trends and threats. This informa-
tion is based, in particular, on voluntary reports from 
the public and the business community. In this con-
text, increasing use of AI for fraud has been observed. 
The NCSC explains how such threats can be detect-
ed early and provides recommendations on how to pro-
tect against them and respond appropriately if an inci-
dent occurs. Alongside these warnings, the NCSC and 
its partners also raise awareness through targeted cam-
paigns. The central theme of the NCSC’s campaign dur-
ing European Cybersecurity Month (ECSM) was the use 
of AI in cyberattacks. For this campaign, the NCSC pro-
duced a short video demonstrating how easily cyber-
criminals can create deepfakes using AI.
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https://www.bakom.admin.ch/dam/de/sd-web/MKUEgci9oDRD/Auslegeordnung%20zur%20Regulierung%20von%20%20k%C3%BCnstlicher%20Intelligenz_def.pdf


International cooperation
In collaboration with the ETH Domain and inter-

national partners, the FDFA has launched the ICAIN 
initiative (International Computation and AI Network). 
The initiative aims to promote the development and use 
of transparent, secure, and responsible AI systems. It 
focuses particularly on establishing publicly accessible 
AI infrastructure designed to strengthen international 
cooperation and contribute to the development of ethi-
cal standards. In 2025, ICAIN continued to launch new 
pilot projects.

On 27 March, Federal Councillor Albert Rösti 
signed the Council of Europe’s Framework Convention 
on Artificial Intelligence, Human Rights, Democracy and 
the Rule of Law in Strasbourg, representing Switzerland. 
By signing the convention, Switzerland reaffirmed its 
commitment to the responsible use of AI technologies 
in line with fundamental rights.

Outlook: AI in the NCS
The assessment carried out so far shows that the 

NCS’s technology-neutral, process-oriented approach 
has proved appropriate. Existing structures allow new 
technological developments to be integrated flexibly. 
AI-related aspects are therefore addressed across all 
five strategic objectives.

In line with its mandate, the NCS Steering Com-
mittee reviews the NCS at least once every five years, 
contributes to its ongoing development, and prepares 
adaptation proposals for the Federal Council. Work on 
the regular review and development of the NCS has 
already begun, and the main thematic areas to be exam-
ined have been defined. One of the priority areas is AI.
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Appendices 

The comprehensive list of NCS initiatives is available 
under: Implementation NCS.
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https://www.ncsc.admin.ch/ncsc/en/home/strategie/umsetzung-ncs.html
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