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1 Foreword  
 

Since the publication of the current Na-
tional Cyber Strategy (NCS) in April 
2023, our world has changed dramati-
cally. 

Transatlantic relations and the emer-
gence of publicly accessible large lan-
guage models are just the tip of the ice-
berg of geopolitical, technological and 
social changes during this period. These 
developments have a profound impact 
on the global cyber threat landscape and 
influence the Swiss economy and soci-
ety, both in the short term and strategi-
cally.  

In response to the current challenges in 
the cyberspace, Switzerland has made 
concrete progress in implementing the 
NCS across its five strategic objectives. 
This report highlights initial develop-
ments without claiming to be a complete 
description of all measures.  

Despite the progress outlined in this doc-
ument, we must not be complacent. Ra-
ther, the dynamic field of cybersecurity 
and associated risks requires our contin-
uous vigilance and proactive action so 
that Switzerland can maintain and ex-
pand its advantageous position to utilise 
the diverse opportunities of the digital 
world. 

 

 

 The NCS itself is therefore subject to a 
continuous evaluation process so that it 
can be adapted as necessary in light of 
the constantly changing global environ-
ment.  

Cybersecurity is not the sole responsibil-
ity of the government or individual de-
partments but requires the joint commit-
ment of all stakeholders. The successful 
implementation of the NCS depends on 
sustained efforts, support and financial 
resources from the administration and all 
partners across Switzerland. Cybersecu-
rity is a shared responsibility, and this re-
port is a call to action. 

On behalf of the entire Steering Commit-
tee, I would like to thank everyone in-
volved in the implementation of the NCS! 

 

Maya Bundt,  
President of the NCS Steering Committee 
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2 Implementation Highlights  

2024 has laid important foundations to strengthen education, research and social aware-
ness: 

Measures such as the S-U-P-E-R 2024 campaign and the European Cyber Security Month 
have been utilised to raise awareness among the public. In addition, separate campaigns 
have been implemented to target specific groups (e.g. commune). 

Targeted education and training programmes, such as study programmes, seminars, hacka-
thons and courses were launched or implemented to promote talent in the field of cyberse-
curity and secure the future demand for experts.  

Research was carried out and results published on the topics of "Standardisation", "Quan-
tum computing and post-quantum cryptography", "Large language models in cybersecurity", 
"Anti-phishing report" and "Telephone fraud in the cyber area". They form the basis for stra-
tegic decisions on resilience, strengthen Switzerland's expertise and raise awareness of 
technological trends 

The Cyber Security Hub (CSH) platform and regular products such as weekly reports, brief-
ings, social media information and the biannual report ensured the continuous dissemination 
of information on cyber threats to companies, authorities and the public. This allowed for 
more targeted adaptation of protective measures. 

By improving its organisation, the Federal Intelligence Service (FIS) is strengthening its ca-
pabilities in the area of cyber threat detection and communication, thereby contributing to a 
comprehensive threat assessment and strengthening Switzerland's cybersecurity and resili-
ence. 

 
  

Strategic objective 1: Empowerment 
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With the NCS, Switzerland commits itself to secure and resilient digital services and infra-
structures. The NCS calls for the identification and elimination of vulnerabilities, compli-
ance with cybersecurity standards and better coordination between stakeholders in order 
to increase cyber resilience. In 2024, progress has been made in making digital services 
more robust, systematically reducing vulnerabilities and increasing the security of gov-
ernment, business and society:  

In 2024, a total of 371 vulnerabilities were reported and 45 critical vulnerabilities in federal 
infrastructure were mitigated through the national bug bounty programme. 

The newly established Cybersecurity Centres in the healthcare and rail sectors facilitate the 
exchange of information on threats and the coordinated management of cyberattacks to 
strengthen sector-specific early warning and crisis response. 

The Cybersecurity Hub actively supported critical infrastructures, companies and organisa-
tions in exchanging information to strengthen cross-sector networking and expertise. The 
number of registered users rose from 1,000 in 2023 to 3,300 by the end of 2024, and the 
number of participating organisations to 1,100. 

The introduction of the mandatory reporting of cyber-attacks on critical infrastructures on 1 
April 2025 lays the foundation for improved transparency and responsiveness to cyber inci-
dents in critical sectors and a nationwide understanding of the threat situation.  

To improve the cybersecurity of digital services, more than 20`000 phishing websites were 
identified, around 1 million tips on infected devices were forwarded to operators and ISPs, 
and 8`116 servers used by cybercriminals to control malware infections were identified.  

The National Cyber Security Conference, the CYD Campus Conference and thematic 
roundtables were organised to promote cooperation, knowledge sharing and the transfer of 
best practices between industry, universities, cantons and federal agencies. 

 

 
  

Strategic objective 2: Secure digital services  
and infrastructures 
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The NCS focuses on the early detection and prevention of cyber-attacks. In 2024, the 
foundations for more effective protection against threats were improved and the ability to 
respond strengthened:  

Participation in and conduct of international (Cyber Europe Exercise for the energy sector) 
and national (e.g. in the financial sector) cyber exercises. 
The coordination of crisis exercises was strengthened, and a scientific advisory board estab-
lished to advise the government on crisis prevention and management. 

The Armed Forces' cyber capacities and capabilities have been further developed through 
the implementation of the "Gesamtkonzeption Cyber".  

The coordination of a cyber situation network enabled cyber threats at international events 
such as the World Economic Forum (WEF) and the high-level conference on peace in 
Ukraine to be recognised and managed at an early stage. Key lessons learned have been 
made public and will be used to protect major events in 2025. 
 
 

 
 
 
 
 
 
 
With the measures under strategic objective 4, the NCS is focussing on improved investi-
gative capacities and coordination between the judicial authorities to effectively combat 
cybercrime 

The scope of the Cybercrimepolice.ch platform has been expanded. The nationalisation and 
integration of the platform into NEDIK is being planned to create a unified warning and pre-
vention platform for cybercrime for the entire Swiss population and police forces. 

Cyberwiki, the cybercrime knowledge platform for police forces with around 890 users, was 
reviewed and updated. This has ensured that knowledge and information on the cyber situa-
tion and the changing methods of cybercrime remain up to date 

The cantonal judicial authorities and the Office of the Attorney General of Switzerland regu-
larly organised training modules on cybercrime. 

 

 

 

Strategic objective 3: Effective cyberattack detection, 
prevention, management and defence  

Strategic objective 4: Effective combating and  
prosecution of cybercrime 
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Cybersecurity is an important topic in foreign and security policy. The strategy empha-
sises the importance of international cooperation, advocates respect for international law, 
the development of global cybersecurity norms and uses Switzerland's diplomatic pres-
ence - particularly in Geneva - to facilitate multilateral cyber discussions. 

Switzerland strengthened partnerships with cybersecurity authorities in other countries, in-
cluding bilateral and multilateral bodies such as the European GovCERT (EGC) and the In-
ternational Watch and Warning Network (IWWN). 

International initiatives have been led and supported to develop collective/international resili-
ence to cyber challenges (e.g. Counter Ransomware Initiative1 , Pall Mall Process2 ; Chairing 
OECD Working Party on Security in Digital Economy).3 

Geneva's role in global cybersecurity was further strengthened through international cooper-
ation and events, e.g. the Geneva Cyber Week (May 2025) and the Global Cyber Capacity 
Building Conference (May 2025). 

Bilateral cybersecurity dialogues (for example on attribution) with eleven countries were held 
(2023/24). In collaboration with the Centre for Humanitarian Dialogue digital conflicts media-
tion was provided to further prevent escalation of conflicts. 

 
 
 
 
 

 
1 Counter Ransomware Initiative: a White House-led initiative - with 68 member states - that develops collective 

resilience against ransomware and supports member states in ransomware attacks (About Us | International 
Counter Ransomware Initiative) 

 
2 Pall Mall Process: initiative launched in February 2024 by France and the United Kingdom aimed at curbing the 

proliferation and misuse of commercial cyber surveillance and attack technologies and services through the de-
velopment of guiding principles and policy options (The Pall Mall Process declaration: tackling proliferation and 
irresponsible use of commercial cyber intrusion capabilities - GOV.UK)) 

 
3 OECD Working Party on Security in Digital Economy (SDE) - The SDE WG of the Organisation for Economic 

Co-operation and Development (OECD) is responsible for policy analysis, practical guidance and recommenda-
tions on addressing digital security risks to economic and social activities and improving the digital security of 
products and services. 

Strategic objective 5: Leading role in 
 international cooperation 

https://counter-ransomware.org/aboutus
https://counter-ransomware.org/aboutus
https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities
https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities
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3 Introduction 
 
Cybersecurity is a key pillar of Switzerland's security and economic stability, particularly in 
times of increasing geopolitical tensions and rapid digital change. Threats in the cyberspace 
are becoming more complex, and both the frequency and the extent of damage caused by 
cyber incidents are constantly increasing. 
 

Switzerland has been continuously implementing national cyber strategies since 2012. The 
current strategy (National Cyberstrategy, NCS), adopted in April 2023, outlines a forward-
looking vision for cybersecurity that will enable Switzerland to make the most of the opportu-
nities and potential of the digitised world. 
 

The vision “Switzerland leverages the opportunities of digitalisation and mitigates cyber-
threats and their impacts through appropriate protective measures. It is one of the world's 
leading centres of knowledge, education and innovation in the realm of cybersecurity. The 
capacity to act and the integrity of its population, economy and public authorities and of the 
international organisations based in Switzerland are protected against cyberthreats." is im-
plemented through five strategic goals and the 17 measures that derive from them. 
 

This first report by the Steering Committee NCS highlights the progress made since the 
strategy was adopted in April 2023. The successes highlighted in this report were achieved 
in collaboration with representatives from business, academia and civil society. The first sec-
tion highlights the strategic context 18 months after the publication of the NCS. The second 
section (Chapter 4) summarises the progress made under the five strategic goals in further 
detail. 
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3.1 The Cyber Threat 
Since the publication of the NCS, the cyber threat landscape continued to evolve rapidly. In-
creasing geopolitical tensions, technological innovations and advancing digitalisation are 
shaping the current security landscape. State actors are systematically investing in offensive 
cyber capabilities, while politically motivated groups are using cyberattacks to achieve strate-
gic and ideological goals. At the same time, dependence on digital infrastructure is growing, 
opening new opportunities for attacks. 
 

Threat actors are operating with ever-increasing sophistication. Globally, ransomware at-
tacks, data breaches and attacks on supply chains continue to increase in both frequency 
and impact. This dynamic emphasises the need for a comprehensive, resilient cybersecurity 
architecture. The threat to the population and to small and medium-sized enterprises (SMEs) 
is also increasing. Many SMEs and private individuals lack the necessary resources or ex-
pertise to protect themselves effectively against complex attacks. This increases the risk for 
the entire economy. 
 

This is reflected in the number of cyber incidents reported to the National Cyber Security 
Centre (NCSC)4. In 2024, a total of 62`954 voluntary reports were received from the public 
and companies. The antiphishing.ch platform recorded 975`309 reports of suspicious web-
sites. Of these, over 20`000 websites were identified as phishing sites. Almost 1 million in-
fected devices such as smartphones, computers or IoT devices were identified and the re-
spective operators or the responsible internet provider were warned 
 

 

 
62'954 
Voluntary reporting of 
cyber incidents. 
 

 

 
991'309 
Reports on devices 
infected with malware 
analysed. 
 

  
975'309 
Reports on suspicious 
websites, from which over 
20,000 phishing websites 
could be collected. 

 

 

 
8,116  
Command and con-
trol systems used by 
attackers identified 
and blocked. 

Further information on the current threat situation is shared with companies via the NCSC`s 
Cyber Security Hub (CSH), the national exchange platform for the prevention and efficient 

 
4 NCSC Annual Report 2024 

https://www.ncsc.admin.ch/ncsc/en/home/dokumentation/berichte/Jahresberichte.html
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handling of cyber incidents. Further information is available to the public on the NCSC web-
site5 and in the semi-annual reports6 . 
 

The NCS pursues a comprehensive approach to strengthening resilience at all levels - from 
individuals to companies and authorities. This includes raising public awareness, targeted 
education and training, investment in research and innovation and the provision of clear, 
sector-specific threat assessments. The NCS also focuses on the targeted protection and 
modernisation of critical infrastructures and on strengthening national incident management 
capabilities. In the area of combating cybercrime, the NCS calls for the development of spe-
cialised capacities among law enforcement authorities and close cooperation at national and 
international level. Internationally, Switzerland is actively committed to security in the digital 
space and strengthening the resilience of international organisations. 
 

The cybersecurity landscape will continue to develop dynamically in the coming 
years:  

• Increase in vulnerabilities: With evolving digitalisation and increasing system com-
plexities, the management of security vulnerabilities will becoming more and more 
challenging. 

• Systemic risks due to technological dependencies: Digital monocultures, e.g. 
concentration on a few suppliers, pose risks in the event of disruptions or attacks. 
The promotion of technological diversity and the reduction of dependencies are gain-
ing strategic importance. 

• Fragmentation of the cyberspace: Divergent national regulatory approaches could 
increase the fragmentation of the cyberspace and impede international cooperation 
and harmonisation of international cybersecurity standards.  

• Disinformation and misinformation and the associated erosion of trust in digi-
tal content: In future, cybersecurity must also increasingly protect the integrity and 
authenticity of information, not just the availability and confidentiality. 

The NCS provides a solid basis for dealing with the challenges in cyberspace today and in 
the future. The strategy is also designed to be flexible and will be regularly reviewed to better 
respond to new technological, social and geopolitical developments. This will strengthen 
Switzerland's digital sovereignty, resilience and innovative strength in the long term. 

  

 
5 Current figures and threats (https://www.ncsc.admin.ch/ncsc/de/home/cyberbedrohungen.html)  
6 NCSC reports (https://www.ncsc.admin.ch/ncsc/en/home/dokumentation/berichte.html )  
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3.2 The Steering Committee NCS supports the implementa-
tion of the NCS 

The Steering Committee NCS was set up through the Department of Defence, Civil Protec-
tion and Sport (DDPS) in June 2024. The review on the effectiveness of the implementation 
of the second NCS (2022) highlighted the need for stronger strategic control and coordina-
tion. The role of the Steering Committee was therefore expanded to improve its independ-
ence, strategic scope and effectiveness. It fulfils the following core functions: 

• Regular review and strategy development: the Steering Committee reviews the 
NCS at least every five years, contributes to its development and draws up adapta-
tion proposals for the Federal Council. 

• Proposal for additional measures and priorities: If necessary, the Steering Com-
mittee submits proposals for additional measures to the Federal Council. In consulta-
tion with the implementation partners named in the NCS, it draws up proposals on 
the priorities for the implementation of the NCS. 

• Annual reporting: It reports on the implementation of the NCS to the Federal Coun-
cil, the cantons and the public on an annual basis.  

The NCSC acts as the office for the Steering Committee and provides information and as-
sessments from the steering committee to the Federal Council and the cantons. 

The Steering Committee NCS, chaired by Dr Maya Bundt, is made up of representatives 
from the cantons, the federal government, the private sector, civil society and academia. The 
members were selected based on their expertise in the areas of "strategy", "cybersecurity" 
and "domain". This diverse composition ensures diverse perspectives and a society-wide ap-
proach to cybersecurity and the implementation of the NCS. 
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4 Implementation of the NCS in 2024 
The NCS forms the framework for all ongoing work to improve cybersecurity in Switzerland. 
It provides an overview of the main players implementing the strategic plans, projects and 
programmes - some of which have been initiated, while others are already at an advanced 
stage. The implementation of the NCS in the cantons is also progressing. At the end of 
2024, the “Fachgruppe Cybersicherheit” (Expert Group Cybersecurity) began its work to en-
sure the exchange of information between the Confederation, cantons and communes and 
to support the strategic goals of empowerment, resilience and incident management. The 
expert group is jointly managed by the NCSC and the Swiss Security Network (SSN).  

This first implementation report documents progress and identifies fields of action for future 
focus. The information was collected by the NCS coordination team based in the NCSC 
through bilateral discussions and a survey. The report represents a first account of the im-
plementation; existing gaps will be successively identified and closed over the course of 
2025`s coordination work. The NCS coordination team continuously incorporates new pro-
jects into the NCS portfolio. Projects undergo a three-stage evaluation process. The evalua-
tion framework and application form will be published on the NCSC website7 in the second 
quarter of 2025. 

4.1 Strategic Objective 1: Empowerment  
_________________________________________________________________________

4.1.1 Status of implementation 

Awareness-raising measures increase national resilience 
Raising awareness of cyber threats is an important aspect of empowerment. Nationwide 
campaigns - such as the campaign S-U-P-E-R8 (2021 - 2024) - raised awareness of threats 
such as phishing and ransomware and communicated best practices. In 2025, organisations 
from the Confederation, cantons, business and universities will build on these campaigns to 
further raise public awareness.  
Switzerland's contribution to European Cybersecurity Month (ECSM) 2024 is presented in 
the case study below.  
 
 
 
 
 
 
 
 
 
 

 
7 NCSC NCS website - Information on new projects (available in German: https://www.ncsc.ad-

min.ch/ncsc/de/home/strategie/neue-ncs-vorhaben.html) 
8 Campaign SUPER ( S-U-P-E-R.ch) 

https://www.s-u-p-e-r.ch/de/


   
 

13 
 

Case study - Raising awareness of cybersecurity through targeted ap-
proaches.  
The European Cybersecurity Month (ECSM) is organised by the European Union 
Agency for Cybersecurity (ENISA) in cooperation with the EU Member States. In 
2024, NCSC supported ECSM with a campaign to raise awareness of social engi-
neering attacks using deepfake technology.  
 

Together with "Jugend und Medien" and "seniorweb.ch", the NCSC developed 
targeted content for young people, experts and senior citizens. The campaign in-
cluded a short video on the creation of deepfake videos, an online workshop to 
discuss the topic, an explanatory video for senior citizens and detailed information 
on the NCSC website. The awareness-raising video was published on YouTube9 
in four languages. 
 

 
 

 
Sector-specific guidelines have been created for industries that face particular cybersecurity 
challenges. Seminars, workshops and targeted publications have equipped companies with 
the tools and knowledge they need to implement robust cybersecurity measures tailored to 
their operational circumstances. Regular brown bag lunches with communes were carried 
out to provide recommendations on how to deal with cyber threats. 
In collaboration with Planzer Transport AG, the NCSC carried out a pilot project on cyberse-
curity in the supply chain10 . The results of the project will not only benefit the logistics and 
transport sector, but also SMEs throughout Switzerland from 2025. 
 
The NCSC Cybersecurity Hub (CSH) and regular products, including weekly reports and 
briefings, the bi-annual report and weekly social media updates, ensured the continuous dis-
semination of cyber threat information to businesses, government and the public.
 

 
9 NCSC - National Cyber Security Centre Switzerland - YouTube 
10 Cybersecurity in the supply chain (https://www.ncsc.admin.ch/ncsc/de/home/infos-fuer/infos-unternehmen/ak-

tuelle-themen/lieferkette.html) 

https://www.youtube.com/@ncsc-switzerland
https://www.ncsc.admin.ch/ncsc/de/home/infos-fuer/infos-unternehmen/aktuelle-themen/lieferkette.html
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Partnerships between universities, industry and public authorities to 
strengthen innovation and the pipeline of skilled workforce 
The Cyber Defence (CYD) Campus, in collaboration with the École polytechnique fédérale 
de Lausanne (EPFL), launched the CYD Fellowship Programme in 2020 to give students the 
opportunity to work on cyberdefence topics and strengthen Switzerland's expertise. Since its 
inception, the programme has grown steadily, with its first proof-of-concept fellows11 and 
three postdoctoral, six doctoral and 12 master's fellows in 2024.  

Better national threat picture  

As part of its ongoing transformation, the Federal Intelligence Service (FIS) has optimised its 
structures for the early detection, assessment and prevention of cyber threats and attacks. 
The main aim of these changes was to increase the efficiency and flexibility of the service. 
The FIS is continuously intensifying its cooperation with other authorities in the cyberspace. 

Trends and developments in the field of cybersecurity 
The strategy focusses on researching the risks and opportunities of new technologies and 
methods for cybersecurity. The NCSC has carried out analyses of various technologies that 
have an impact on cybersecurity, including "Post-quantum Cryptography", "Quantum Com-
puting" and "Zero Trust". The results are available on the NCSC website12 . In addition, the 
NCSC is currently developing a structured methodology to strengthen cybersecurity, which is 
based on the National Institute of Standards and Technology (NIST) Cybersecurity Frame-
work but adapted to the requirements of Switzerland. The methodology is intended to re-
place the ICT minimum standard13 in the future 
 

The CYD Campus has published research articles and studies on various new technologies 
and methods14 . In addition, the Technology Market Monitoring (TMM 2.0) platform has been 
further developed so that it now also utilises patent data to identify technological trends rele-
vant to cybersecurity. Technology monitoring of quantum technologies was also intensified. 
The inclusion of quantum security risks ensures that corresponding threats, particularly their 
practical relevance, are recognised at an early stage. A study on generative AI risks has an-
alysed the impact of LLMs on cybersecurity and highlighted their potential misuse for deep-
fakes, disinformation and fraud. More detailed information on these and other initiatives can 
be found in the CYD Campus annual report15 
 

To further understand trends, risks and dependencies at an early stage, the National Cyber-
security Test Institute (NTC) analyses digital technologies and developments. For example, 
the NTC has analysed potential risks in connection with Europe's system dependencies16 

 
11 In a proof of concept (PoC), a prototype of a product or service for cyberdefence is validated based on a concept 

or idea (e.g. from a master's thesis or doctorate) and tested for feasibility. 
12 NCSC reports (https://www.ncsc.admin.ch/ncsc/de/home/dokumentation/berichte.html) and technology assess-

ments (https://www.ncsc.admin.ch/ncsc/de/home/dokumentation/technologiebetrachtung.html) 
13 Recommendations ICT minimum standards (https://www.ncsc.admin.ch/ncsc/de/home/infos-fuer/infos-un-

ternehmen/aktuelle-themen/ikt-minimalstandards.html) 
14 CYD-Campus Publications: Large Language Models in Cybersecurity: Threats, Exposure and Mitigation | Spring-

erLink; Trends in Data Protection and Encryption Technologies | SpringerLink 
15 CYD Campus Annual Report (https://www.cydcampus.admin.ch/en/annual-report) 
16 NTC report "Escaping system dependency - Towards a resilient digital future for Europe" (Microsoft Word - 

20241216-kurzbericht-systemabhaenigkeiten) 

https://www.ncsc.admin.ch/ncsc/de/home/infos-fuer/infos-unternehmen/aktuelle-themen/ikt-minimalstandards.html
https://link.springer.com/book/10.1007/978-3-031-54827-7
https://link.springer.com/book/10.1007/978-3-031-54827-7
https://link.springer.com/book/10.1007/978-3-031-33386-6
https://www.cydcampus.admin.ch/en/annual-report
https://www.ntc.swiss/hubfs/20241216-kurzbericht-systemabhaengigkeiten-ntc-de.pdf
https://www.ntc.swiss/hubfs/20241216-kurzbericht-systemabhaengigkeiten-ntc-de.pdf
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and on commonly used Apps including Temu17 and TikTok18 (in consultation with the NCSC) 
and issued specific recommendations for action.  
 

Together, this work forms the basis for strategic resilience decisions, strengthens Switzer-
land's expertise and raises awareness of technological trends 
 
 

4.1.2 Outlook of the Steering Committee NCS 

It is crucial for Switzerland's cybersecurity resilience that individuals, companies and public 
institutions have the necessary skills and knowledge. Despite important initiatives in the past 
year, further investment is needed. 
 

Partnerships between science, industry and government are essential to secure qualified 
specialists. Switzerland must be positioned as a global innovation centre for cybersecurity 
and utilise its research results for policymaking as well as regulatory considerations.  
 

Threat information must be easily accessible and usable for decision-makers in the public 
and private sectors. Switzerland can establish itself as a global leader in cybersecurity edu-
cation and innovation through public-private partnerships (PPPs) and the promotion of start-
ups and scale-ups. 
 

The monitoring of technological risks has improved, but dependencies and vulnerabilities 
must continue to be systematically identified. Geopolitical tensions exacerbate the risks of 
technological dependencies. A balanced approach to promoting domestic innovation and di-
versification of technology providers is necessary to minimise systemic risks and ensure dig-
ital resilience in the long term. 
 

 

 
17 NTC report "Technical Security Analysis Mobile App "Temu" (Technical Security Analysis Mobile App "Temu") 
18 NTC report "Technical Security Analysis Mobile App "TikTok" (ntc-security-analysis-tiktok-v1-0-en.pdf) 

https://www.ntc.swiss/hubfs/temu-sicherheitsanalyse-ntc-de.pdf
https://www.ntc.swiss/hubfs/ntc-security-analysis-tiktok-v1-0-de.pdf
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4.2 Strategic objective 2: Secure and available digital ser-
vices and infrastructure  

_________________________________________________________________________ 
 
With the NCS, Switzerland is committed to ensuring that digital services and infrastructures 
remain secure and resilient. The NCS calls for the identification and mitigation of vulnerabili-
ties, compliance with cybersecurity standards and better coordination between the federal 
government, cantons and private sector in order to increase overall resilience. 
 

In November 2024, members of the Steering Committee NCS met with the "Digital Switzer-
land" Beirat (advisory board)19 to discuss the importance of cybersecurity for digital transfor-
mation. These meetings and the continued focus on cybersecurity underline Switzerland's 
commitment to tackling the cybersecurity challenges of digitalisation. 
 

4.2.1 Status of Implementation 

Identification and mitigation of vulnerabilities  
Vulnerabilities in IT systems are among the most common avenues/ entry points for cyberat-
tacks. The NCSC bug bounty programme aims to reduce vulnerabilities and increases 
cyber-resilience in the Federal Administration. The programme has been implemented in the 
Federal Administration since 2022. In 2024, a total of 371 vulnerability reports were re-
ceived from ethical hackers. Of these, 239 were classified as valid after technical analysis. 
Twelve per cent of the valid vulnerabilities, a total of 45 reports, were classified as "critical" 
and were therefore treated as a top priority within the Federal Administration and fixed im-
mediately.  

 
19 Media release "Digital Switzerland Advisory Board: Cybersecurity an important basis for digitalisation" 
(news.admin.ch/en/nsb?id=103074) 

https://www.news.admin.ch/de/nsb?id=103074
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In view of the growing use of Open-Source-Software (OSS) products, their cybersecurity is 
an increasingly important issue. In 2024, the NCSC, in collaboration with the NTC, launched 
a pilot project to test two commonly used OSS products. This initiative aims to increase the 
transparency and security of OSS, reduce attack surfaces and strengthen cyber resilience. It 
also supports the international OS developer community and contributes to global cyberse-
curity. 
In 2024, the NTC also carried out cybersecurity analyses of three of the most widely used 
hospital information systems at several Swiss hospitals20 and the charging infrastructure for 
electric mobility21. As a result of these analyses, manufacturers were notified of serious vul-
nerabilities, which could then be rectified. 
 

The CYD Campus intensified its efforts to identify technical vulnerabilities in systems pro-
cured by ARMASUISSE as well as in other critical systems (e.g. E-ID) and infrastructures 
(e.g. space and mobility). In collaboration with partners, various articles were published in 
2024 on vulnerabilities in critical systems (e.g. the domain name system, critical to the func-
tioning of the internet), as well as on enhancing the efficiency of tools and methods for identi-
fying vulnerabilities (e.g. the BlueToolkit22 for testing devices with a Bluetooth interface; Mo-
rion23 ). There was also a focus on methods and tools for recognising risks and vulnerabili-
ties in AI models and systems. Innovative solutions were sought through the Startup Chal-
lenge, and the winning solution will be tested as a proof-of-concept in the federal govern-
ment in 2025. To strengthen collaboration and skills around vulnerability detection, the CYD 
Campus organised an annual hackathon with participants from government, academia and 
industry. These events focus on areas of technology that need to catch up. Further infor-
mation can be found in the CYD Campus annual report.24 
 

From January 2025, the Federal Office of Communications (OFCOM) will increase its com-
mitment to cybersecurity by establishing the "Market Access and Cybersecurity" division. 
From August 2025, this division will be responsible for testing the cybersecurity of internet-
enabled radio equipment (e.g. smartphones, smartwatches, fitness trackers, toys and baby 
monitors). These requirements are set out in Ordinance on Telecommunications Installa-
tions.  
 
Improving the cyber resilience of communes and small and medium-sized en-
terprises (SMEs)  
 

Since its foundation in 2018, the Cyber-Safe label has evolved to help improve cybersecurity 
in Swiss communes and SMEs. The label incentivises better cybersecurity, for example 
through partnerships with insurers to reduce premiums for certified companies. In 2023, the 
assessment requirements were reviewed and updated in collaboration with various stake-
holders and SME representatives. Planned developments for the next reporting period in-
clude expansion into the German-speaking part of Switzerland, new partnerships, and rais-
ing awareness. The next review of the requirements is planned for 2025. Currently, around 

 
20 NTC report "Cybersecurity of hospital information systems" (250123-ntc-summarischer-bericht-kis-en.pdf) 
21 NTC report "Security analysis of public charging infrastructure for electromobility" (ntc-security-analysis-e-mo-

bility-charging-en.pdf) 
22 https://github.com/sgxgsx/BlueToolkit 
23 https://github.com/cyber-defence-campus/morion 
24 CYD Campus Annual Report (https://www.cydcampus.admin.ch/en/annual-report) 

https://www.ntc.swiss/hubfs/250123-ntc-summarischer-bericht-kis-de.pdf
https://www.ntc.swiss/hubfs/ntc-security-analysis-e-mobility-charging-de.pdf
https://www.ntc.swiss/hubfs/ntc-security-analysis-e-mobility-charging-de.pdf


   
 

18 
 

350 organisations (including municipalities and SMEs) have signed up to the Cyber-Safe la-
bel. 
 

The CyberSeal label is awarded to IT service providers who can guarantee their customers 
an appropriate level of protection against cyber-risks through suitable technical and organi-
sational measures. The CyberSeal audit requirements are reviewed annually and updated in 
line with the latest threat landscape. The label helps SMEs to find suitable external IT ser-
vice providers and increases the cyber resilience of Swiss SMEs. Since its establishment in 
2021, the CyberSeal label has developed from a pilot project into an established quality 
standard. To date, a total of 57 IT service providers have successfully been certified. Devel-
oped in collaboration with the NCSC, the label is actively recommended for collaboration 
with IT providers, and its transparent processes and strict standards will strengthen trust in 
the Swiss IT services industry in the long term. 
 
Cyber resilience of critical infrastructures 
 

Cybersecurity is a priority for the NCS when it comes to critical infrastructures, and it is coor-
dinated with the Federal Office for Civil Protection (FOCP) in line with the national strategy 
for the protection of critical infrastructures25. The 27 critical infrastructure sectors are periodi-
cally reviewed to identify whether and risks that could lead to their serious disruptions and 
failures, and to determine whether additional measures are required to improve resilience. 
The FOCP coordinates this measure, which is carried out by specialised offices, to ensure 
that individual critical infrastructure areas (e.g. electricity supply, telecommunications, road 
transport) have an appropriate level of resilience. The resilience review methodology was re-
vised in 2024 and will be applied to all 27 sectors in the coming years. Further information 
and updates can be found on the FOCP website26. 
 

The NCSC Cyber Security Hub (CSH) supports critical infrastructures, companies and or-
ganisations by providing a platform for sharing information on cyber threats and measures. 
The number of registered users increased from 1,000 (2023) to 3,300 at the end of 2024, 
and the number of participating organisations now stands at 1,100 (it should be noted that 
several individuals from the same organisation can be registered with the CSH). 
 

The obligation to report cyberattacks on critical infrastructure will come into force on 1 April 
2025. Operators of critical infrastructure must report such attacks to the NCSC within 24 hours 
of discovery and then have a further 14 days to finalise their report. A corresponding reporting 
form is available on the CSH website. This obligation will lay the foundation for greater trans-
parency and responsiveness in the event of cyber incidents in critical sectors, as well as fos-
tering a Switzerland-wide understanding of the situation. 
 
 
 
 
 
 
 

 
25 National strategy for the protection of critical infrastructures (https://www.babs.admin.ch/de/nationale-strategie-

zum-schutz-kritischer-infrastrukturen) 
26 Critical Infrastructures (https://www.babs.admin.ch/en/critical-infrastructures) 

https://www.babs.admin.ch/en/critical-infrastructures
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Case study: Deepening sector-specific cyber resilience through cy-
bersecurity centres 
 

To strengthen sector-specific resilience, the NCSC supports the development of 
Cyber Security Centres (CSCs). These sector-specific centres for preventive cyberse-
curity measures work in partnership with the NCSC and consider the requirements of 
the sectoral players. 
 

The established CSCs include the FS-CSC27 in the financial sector and the Swiss Cy-
bersecurity Industry Association (SWICYBA), which comprises around a dozen indus-
trial companies. Both CSCs are expanding the services they offer to their respective 
sectors. 
 

The Rail-ISAC (Information Sharing and Analysis Centre) and the Healthcare CSC 
are currently in the implementation phase:  
 

• The Rail-ISAC provides its members with sector-specific cyber threat intelligence, 
analytical capabilities, and support in the event of security incidents. Particular fo-
cus is given to protecting operational technology environments in the railway sec-
tor. In this way, the Rail-ISAC helps its members to make their infrastructures 
more secure and resistant to cyber-attacks, recognise threats at an early stage, 
and react more quickly and in a more targeted manner in an emergency. 
 

• The "Healthcare Cyber Security Centre (H-CSC)" project, launched in 2024, aims 
to establish an association that strengthens synergies and cooperation in the field 
of cybersecurity for Swiss hospitals, pools expertise and supports hospitals in the 
event of a cyberattack. Following completion of the pilot project (February 2025), 
the H-CSC is expected to formally establish itself in Summer 2025. Once estab-
lished, the H-CSC will expand in two phases: (1) integration of members from all 
university and cantonal hospitals, and (2) opening the H-CSC to all hospitals in 
Switzerland with a service mandate. Further information is available on the H-
CSC website.28 

 

The Digital Affairs Division of the Federal Department of Foreign Affairs (FDFA) is 
planning to set up the International Geneva CSC (IG-CSC). The CSC will provide pro-
active and reactive support for international and humanitarian organisations in Swit-
zerland. A proof of concept has been developed and will be implemented depending 
on available resources. This initiative also contributes to strategic objective 5. 

 
 
 
 
 
 
 
 
 

 
27 Cybersecurity Centre of the Swiss Financial Sector (https://fscsc.ch/) 
28 Centre for Cybersecurity in Healthcare (https://h-csc.ch/) 

https://h-csc.ch/
https://h-csc.ch/
https://h-csc.ch/
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Promoting cooperation - Targeted exchange of knowledge, transfer of best 
practices and cooperation between industry, universities, cantons and federal 
agencies. 
 

 
 

In collaboration with the Swiss Security Network (SSN), the NCSC organised the annual Na-
tional Cyber Security Conference, which facilitates dialogue between the federal government, 
cantons, communes, business and civil society. In 2024, the conference focused on the topic of 
«Geopolitics and Operational Security» and attracted over 280 participants. 93% of participants 
rated the event as good or excellent. The 2025 National Cybersecurity Conference is scheduled 
for 25 September. 
 

 
Cyber Defence Campus 
Conference 2024 
The main theme of the 
conference was "Future 
Cyber Technologies". 
With over 300 partici-
pants from government, 
industry and academia in 
attendance, the confer-
ence provided a platform 
for exchanging views on 
technologies such as 
quantum computing and 
AI. The conference fea-
tured keynotes, presenta-
tions and a panel discus-
sion, making it a meeting 

point for the community. The event also included an awards ceremony for the winner of the 
Cyber Startup Challenge, which sought innovative artificial intelligence security solutions. 



   
 

21 
 

4.2.2 Outlook of the Steering Committee NCS 
 

Since the publication of the NCS, significant progress has been made. However, it remains 
a top priority to ensure that all federal IT systems and critical infrastructures have fully im-
plemented vulnerability management programmes incorporating proactive detection and 
rapid response mechanisms. 
 

The administration's bug bounty programme has proven to be an effective means of identi-
fying and mitigating security vulnerabilities in federal IT systems. Such programmes, 
whether in the form of bug bounties or comparable approaches, play a key role in strength-
ening the federal government's cybersecurity. Given the dynamic nature of threats in the 
digital space, an ongoing vulnerability identification mechanism is essential. The Committee 
therefore emphasises the need for such a programme to be an integral part of the federal 
government's security architecture. 
 

The introduction of cybersecurity regulations, including the mandatory reporting of cyber in-
cidents in critical infrastructure, is an important step. However, it is crucial that their imple-
mentation is continuously evaluated to ensure they lead to a tangible increase in resilience 
across all affected sectors. 
 

The development of sector-specific Cyber Security Centres (CSCs) is a significant develop-
ment in improving the cyber resilience of critical infrastructure. Successful initiatives in the 
financial, industrial, rail and healthcare sectors demonstrate that CSCs address sector-spe-
cific risks and strengthen information sharing and response capabilities. 
 

While cooperation in the public sector has improved, governance models must be further 
formalised to ensure seamless cooperation between the federal government, cantons, and 
communes. 
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4.3 Strategic objective 3: Effective cyberattack detection, 
prevention, management and defence 

_________________________________________________________________________ 
 
Through the measures set out in strategic objective 3, the NCS aims to improve the threat 
situation, establish robust incident response mechanisms, and ensure continuous improve-
ment by systematically analysing cyber incidents. 

4.3.1 Status of implementation 

Organisational structures for cybersecurity 
 

To strengthen Switzerland's organisational structures for cybersecurity, two new administra-
tive units were established within the Federal Department of Defence, Civil Protection and 
Sport (DDPS) in 2024: the State Secretariat for Security Policy (SEPS) and the National 
Cyber Security Centre (NCSC). 
 

• SEPOS is the federal government's competence centre for security policy and infor-
mation security in the administration. It monitors security policy developments and 
prepares strategic options for political decision-makers.  

• The NCSC (NCSC) coordinates the implementation of the NCS. As the federal com-
petence centre for cybersecurity, it is the first point of contact for the economy, ad-
ministration, educational institutions and the population for cyber issues. The NCSC 
also coordinates the Confederation's work across the cyber area. 

In the area of cyberdefence, the Cyber Command was established (December 2023). It is 
responsible for providing services in the cyber and electromagnetic domains, ensuring that 
data can be exchanged quickly and efficiently.  

Cyber exercises are a key part of preparing for cyberattacks  
 

The NCS emphasises the importance of preparation through regular cyber exercises to test 
response capabilities. in response to postulate 22.408129, the Federal Council's report30 on 
cybersecurity exercises in the Federal Administration and the Armed Forces includes three 
strategic objectives: (1) strengthening internal coordination and cooperation, (2) standardis-
ing the preparation and follow-up of exercises; and (3) institutionalising cooperation at fed-
eral and international levels. The NCSC will play a central coordinating role, promoting coop-
eration within the federal administration to ensure that cybersecurity operations are inte-
grated into crisis management exercises, thereby strengthening cooperation. 
 

In 2024, the NCSC participated in international (e.g. Cyber Europe Exercise for the energy 
sector) and national (e.g. in the financial sector) cyber exercises. To better support cantons 
and critical infrastructure operators in this area in future, the canton of Valais conducted a 

 
29 Postulate: Overarching cyber test strategy in the DDPS (22.4081 | Overarching cyber test strategy in the DDPS 

| Business | The Swiss Parliament) 
30 Cyber exercises in the federal administration and the army (https://www.NCSC.admin.ch/dam/NCSC/de/doku-

mente/dokumentation/berichte/Bericht_Cyberuebungen_in_der_Bundesverwaltung_und_der_Armee.pdf.down-
load.pdf/Bericht_Cyberuebungen_in_der_Bundesverwaltung_und_der_Armee.pdf) 

https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20224081
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20224081
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20224081
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crisis exercise involving the FOCP and the NCSC, in which the scenario of a cyber-attack on 
the cantonal authorities was played out. The lessons learned from this exercise will help to 
improve the planning and execution of future exercises involving critical infrastructure opera-
tors. 
 

The Federal Council wants to ensure that the NCSC can receive more rapid and efficient 
support from the Armed Forces (Cyber Command) in the event of major or systemic cyber 
incidents. In September 2024, the DDPS was tasked with reviewing the legal basis for this 
support. This decision is based on the report31 of the National Council's Security Policy Com-
mittee on subsidiarity and cybersecurity. It will allow the NCSC and Cyber Command to col-
laborate swiftly and effectively, with well-defined roles and responsibilities. 
 

As part of the 'Cyber Training @ CYD Campus' pilot project, a crisis simulation was con-
ducted in May 2024, involving 20 individuals from critical infrastructure organisations, police 
units, and cantonal and federal authorities, as well as their service providers. During the sim-
ulation, participants were presented with a fictitious scenario in which an energy supply com-
pany in Zurich had to respond to a cyber crisis. The participants gained valuable experience 
and important insights into how they can improve their internal processes. The positive feed-
back and lessons learnt emphasise the importance of such exercises in strengthening the 
cybersecurity capabilities of industry and critical infrastructures. 
 
Attribution 
 

As part of the ongoing revision of the Intelligence Services Act, the procedures for collecting 
cyber-specific data are being reviewed. The Federal Intelligence Service collaborates closely 
with national and international partners to identify the perpetrators of attacks by state-spon-
sored cyber actors (attribution). This process has enabled the Federal Intelligence Service to 
refine its priorities and enhance its prioritisation procedures. 
 
Cyberdefence 
 

It should be noted that the "Cyberdefence" measure is integrated into the NCS but is imple-
mented under the leadership of the Cyber Command and strategically embedded in the 
"Gesamtkonzeption Cyber". Progress within Cyber Command relevant to the implementation 
of the NCS will be included in the reporting for the "Gesamtkonzeption Cyber".  
 

The CYD Campus has contributed to the implementation of the cyberdefence measure 
through the publication of various research manuscripts and books highlighting trends and 
implications (as detailed in Strategic Goal 1). These serve as a resource for researchers, 
policymakers, cyber security specialists and industry leaders who need to navigate the rap-
idly evolving cyberdefence landscape. The CYD Campus focused on megatrends such as 
the increasing automation of attack and defence using artificial intelligence and analysed 
new approaches and innovations to strengthen Switzerland's defence capabilities, for exam-
ple in the context of cyber exercises such as Locked Shields. More detailed information on 
these and other activities of the CYD Campus can be found in the annual report32. 
 

 
31 Report of the Federal Council "VBS. Subsidiarity and cybersecurity" (https://www.newsd.admin.ch/newsd/mes-

sage/attachments/89721.pdf) 
32 CYD Campus Annual Reports (https://www.cydcampus.admin.ch/de/jahresberichte) 

https://www.newsd.admin.ch/newsd/message/attachments/89721.pdf
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Cybersecurity at international events 
 

In 2024, Switzerland hosted several significant international events, including the annual 
meeting of the World Economic Forum (WEF) and the high-level conference on peace in 
Ukraine in June. When such significant events occur, there is an increased likelihood that 
cyberactors will use them as a platform for cyberattacks or target participants and their or-
ganisations. The NCSC played a coordinating role at these events, operating a cyber situa-
tion network and centre together with public and private sector partners. This close collabo-
ration enabled potential cyberthreats to be identified and managed early on. Key lessons 
learned from these events have been made publicly available33 and will be implemented fur-
ther in 2025 to ensure cyber resilience at major events such as the WEF Annual Meeting, 
the Eurovision Song Contest (May) and the UEFA Women's European Football Champion-
ship. 
 
 

4.3.2 Outlook of the Steering Committee NCS 
 

The ability to detect, prevent and respond to cyber-attacks in real time is crucial for national 
security and economic stability. In 2024, Switzerland laid the foundations for a more inte-
grated system for detecting and managing cyber incidents. The rapid increase in the ex-
change of threat data between critical infrastructure operators is a positive development 
 
However, the dynamic nature of the cyber threat landscape remains a significant challenge. 
Vulnerabilities and geopolitical risks require greater preparedness and adaptability. Alt-
hough threat detection mechanisms have improved significantly, it is essential that all criti-
cal infrastructure operators implement comprehensive and robust incident response plans  
 

The development of operational structures for cybersecurity and policy considerations re-
garding responsibilities and principles of action in the event of cyberattacks is ongoing. 
These structures must be effective and efficient in a crisis. An effective structure can 
strengthen national resilience and increase confidence in the state's ability to respond to se-
rious cyber incidents. 
 

The integration of critical infrastructures, the exchange of lessons learned from real inci-
dents and the development of trust-based cooperation with international partners will con-
tinue to be key priorities. The Steering Group will monitor developments and regularly re-
view whether the current tools and processes meet future needs. 
 

Progress has been made in the area of cyber defence with the implementation of the 
"Gesamtkonzeption Cyber". However, it remains crucial that the Swiss Armed Forces con-
tinue to strengthen their cyber defence capabilities and ensure that all objectives set out in 
the "Gesamtkonzeption cyber" are achieved. 
 
 

 
33 Cyber resilience during major events and international conferences (https://www.ncsc.ad-

min.ch/ncsc/en/home/aktuell/im-fokus/2025/massnahmen-grossanlaesse-konferenzen.html) 
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4.4 Strategic objective 4: Effective combating and prosecu-
tion of cybercrime 

_________________________________________________________________________ 
 
Cybercrime is evolving rapidly. It crosses borders and exploits digital infrastructure to maxim-
ise profit with minimum effort. Combating it requires close cooperation between national and 
international law enforcement agencies. The NCS's focus is on improving investigative capa-
bilities, coordinating judicial authorities more effectively, and adapting the legal framework to 
combat new forms of cybercrime effectively. Efficient law enforcement processes remain cen-
tral. 
 

The Federal Council's 2024 report34 in response to postulate 22.3145 Silberschmidt35 identi-
fies two key challenges for improving the fight against cybercrime: on the one hand, the lack 
of a legal basis for the automated exchange of police information between the cantons and 
with the federal administration and, on the other hand, unresolved issues in connection with 
international mutual legal assistance in criminal matters. The report's recommendations are 
reflected in the NCS and in the objectives of this strategic goal.  
 

4.4.1 Status of implementation 
 

Increased national and international cooperation 
Switzerland is committed to international police co-operation. The Federal Office of Police 
(Fedpol) acts as the contact and coordination centre for international police cooperation. 
Fedpol supports the establishment of contacts between the cantonal police and prosecution 
authorities and their foreign counterparts. 
 

Cooperation has been strengthened through the Cyber-CASE coordination platform. Two 
working groups focusing on ransomware and online investment fraud have been established 
in collaboration with cantonal prosecutors to develop solutions, recommendations and guide-
lines, and to enhance the coordination of proceedings. 
 

Cyber-CASE has improved communication between cantonal prosecutors and international 
partners, such as the European Judicial Cybercrime Network (EJCN) and Eurojust. This has 
enabled national ad hoc investigations to be carried out and the results forwarded to interna-
tional partner authorities. Exchanges with the private sector have been intensified through 
the coordination of prosecution matters between the cantons, and discussions with repre-
sentatives of crypto exchanges, financial intermediaries, financial technology and cybersecu-
rity solution providers, and communication service providers. 
 

The United Nations General Assembly has adopted the first global UN convention against 
cybercrime, with the aim of strengthening international cooperation in the fight against digital 
threats. The convention will enter into force once it has been ratified by forty UN member 

 
34 Federal Council report "How fit are the cantons in cybercrime prosecution?" (https://www.parlament.ch/cen-

ters/eparl/_layouts/15/DocIdRedir.aspx?ID=MAUWFQFXFMCR-2-55715) 
35 Postulate "How fit are the cantons in cybercrime prosecution?" ( 22.3145 | How fit are the cantons in cyber law 

enforcement? | Business | The Swiss Parliament) 

https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20223145
https://www.parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft?AffairId=20223145
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states. Switzerland's national procedure for possible signature and ratification will follow in 
2025. 
 
Law enforcement and cybercrime 
The Network to Support Investigations into Digital Crime (NEDIK) brings together Swiss po-
lice forces to jointly combat digital and cybercrime. NEDIK aims to improve information shar-
ing, knowledge parity and networking between law enforcement experts to meet the evolving 
challenges of cybercrime. This is operationalised through the Operational Cyber Meetings 
(OCM). The OCMs take place every two weeks. In 2024, an average of 20 cantons partici-
pated in each OCM. In 2024, the NEDIK publishes a national monthly case report, which 
gives an overview of current phenomena, new modi operandi, relevant cases and measures, 
and provides information on the current situation of digital and cybercrime in Switzerland.  
 

The prevention website Cybercrimepolice.ch has further established itself as an important 
warning platform in the fight against cybercrime. The nationalisation and integration of Cy-
bercrimepolice.ch into NEDIK is planned to provide a uniform warning and prevention plat-
form for the entire Swiss population and police forces. 
 

The national knowledge platform Cyberwiki is accessible to members of all police forces 
dealing with cybercrime and provides a knowledge platform on all aspects of cybercrime. 
With around 890 registered users, the platform has grown in demand and relevance. To en-
sure that the information on the platform is relevant, accurate and accessible, its content was 
reviewed and updated in 2024 
 
 

4.4.2 Outlook of the Steering Committee NCS 

Cybercrime continues to grow, posing an increasing challenge to Switzerland. In order to 
address this issue, the legal and operational framework must be adapted and further devel-
oped. Despite progress in cooperation between federal and cantonal authorities, as well as 
the strengthening of international partnerships, there are still gaps in the fight against complex 
cybercrime. 

One of the key challenges is the lack of a standardised, real-time overview of cases that 
efficiently links data on incidents, law enforcement measures, and court proceedings. Closing 
this gap is a priority for the NCS and will improve the prosecution of cybercrime. Additionally, 
international cooperation remains an issue due to different legal frameworks and the difficulty 
of collecting digital evidence across borders. 

Future work must therefore focus more on achieving this strategic objective. Particular atten-
tion should be paid to improving data standardisation between cantons, strengthening foren-
sic capabilities, and ensuring law enforcement agencies have broad access to specialised 
training. Only through close, coordinated cooperation and continued investment in the right 
tools and expertise will it be possible to combat the growing threat of cybercrime effectively. 
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4.5 Strategic objective 5: Leading role in international coop-
eration 

____________________________________________________________________ 
 
Given the current situation with regard to cyber threats and geopolitical tensions, cybersecu-
rity has become an important foreign policy issue. International cooperation is essential in 
order to reduce cyber risks and protect Switzerland's foreign and security policy interests. 
Switzerland aims to enhance its standing as a leading participant in global cyber security di-
plomacy. The NCS emphasises the importance of international cooperation, respect for in-
ternational law, and the development of global cyber security norms. Switzerland's diplo-
matic presence, particularly in Geneva, facilitates multilateral cyber discussions. 

4.5.1 Status of implementation 

Strengthening cross-border cooperation on cybersecurity 
Collaborative partnerships with cybersecurity authorities in other countries have been devel-
oped further to enable the sharing of threat information and technical expertise. The NCSC's 
technical and operational units also maintain bilateral relationships and are part of multilat-
eral bodies, such as the European GovCERT (EGC) group and the International Watch and 
Warning Network (IWWN), which brings together cyber security authorities from 16 coun-
tries. 
 

The fourth annual summit of the International Counter Ransomware Initiative (CRI) was held 
in Washington DC in 2024. This initiative, led by the White House, now has 68 member 
states, including Switzerland. The aim of the initiative is to develop collective resilience 
against ransomware and to support member states in the event of a ransomware attack. To 
support the summit, the NCSC has developed an international overview and best practices 
on reporting obligations for ransomware incidents and a proposal for standardised collection 
of relevant information. In 2024, members of the CRI published guidance for organisations 
affected by ransomware. The guidance can be found on the UK authorities' website.36 
 

Switzerland has supported numerous relevant initiatives to address international cyber chal-
lenges, including the Joint Declaration on Combating the Proliferation and Misuse of Com-
mercial Spyware37. The signatories committed to implementing stringent safeguards to en-
sure that the use of commercial spyware by governments is consistent with human rights, 
the rule of law and civil liberties. The Federal Department of Foreign Affairs (FDFA) is also 
participating in the Pall-Mall process38 , launched by France and the United Kingdom in Feb-
ruary 2024, which aims to curb the proliferation and misuse of cyber surveillance and attack 
technologies and services by developing guiding principles and policy options. 
 

OFCOM is committed to digital governance in Geneva, particularly within the framework of 
 

36 CRI guidance for organisations on ransomware incidents - GOV.UK (https://www.gov.uk/government/publica-
tions/cri-guidance-for-organisations-during-ransomware-incidents/cri-guidance-for-organisations-during-ransom-
ware-incidents#fn:1) 

37 Joint Statement on Efforts to Counter the Proliferation and Misuse of Commercial Spyware - United States De-
partment of State 

38 The Pall Mall Process: tackling the proliferation and irresponsible use of commercial cyber intrusion capabilities 
- GOV.UK 

https://www.gov.uk/government/publications/cri-guidance-for-organisations-during-ransomware-incidents/cri-guidance-for-organisations-during-ransomware-incidents
https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities/the-pall-mall-process-tackling-the-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities
https://www.gov.uk/government/publications/cri-guidance-for-organisations-during-ransomware-incidents/cri-guidance-for-organisations-during-ransomware-incidents#fn:1
https://www.gov.uk/government/publications/cri-guidance-for-organisations-during-ransomware-incidents/cri-guidance-for-organisations-during-ransomware-incidents#fn:1
https://2021-2025.state.gov/joint-statement-on-efforts-to-counter-the-proliferation-and-misuse-of-commercial-spyware/#:%7E:text=We%20therefore%20share%20a%20fundamental,risk%20around%20the%20world%3B%20defending
https://2021-2025.state.gov/joint-statement-on-efforts-to-counter-the-proliferation-and-misuse-of-commercial-spyware/#:%7E:text=We%20therefore%20share%20a%20fundamental,risk%20around%20the%20world%3B%20defending
https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities/the-pall-mall-process-tackling-the-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities
https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities/the-pall-mall-process-tackling-the-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities
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the Global Digital Compact, which was adopted in September 2024 as part of the UN Pact 
for the Future39. 

Geneva as a global cyber hub 
By implementing the NCS, Switzerland intends to reinforce Geneva's position as a leading 
centre for global cyber security. In Geneva, international and non-governmental organisa-
tions, as well as scientific, academic, civil society and private sector actors, work together to 
find solutions to the global challenges facing our societies. 
 

The Global Conference on Cyber Capacity Building (GC3B) will take place in May 2025. The 
conference's strategic focus is the relationship between cybersecurity and international co-
operation for sustainable digital development. Organised by the FDFA in cooperation with 
the Global Forum on Cyber Expertise (GFCE40), the conference contributes to strengthening 
international Geneva and aims to gain broad political support for the topic. At the same time, 
the first Geneva Cyber Week (GCW) will be held to capitalise on Geneva's expertise in inter-
national cooperation, multilateral diplomacy and cybersecurity, and to reinforce Geneva's po-
sition as a key hub in the global cybersecurity ecosystem. 
 

In terms of capacity building, OFKOM plays an active and coordinating role in establishing 
international processes and discussion platforms on digital governance in Geneva, as well 
as supporting existing institutions. The aim is to maximise the potential of Geneva as a loca-
tion and improve cooperation between public and private stakeholders to foster greater trust 
in the globalised digital society. 
 

The Geneva Dialogue on Responsible Conduct in Cyberspace, launched by the FDFA in 
2018, maps the roles and responsibilities of non-state actors in implementing agreed cyber 
norms thereby contributing to cyber stability and security. The results of the dialogue are 
documented in the Geneva Manual41 and are available on the Geneva Dialogues 42website. 

Cyber diplomacy 
The FDFA represents Switzerland's positions and interests in multilateral bodies such as the 
United Nations (e.g. United Nations Open-ended Working Group on Cybersecurity [UN 
OEWG], Ad Hoc Committee for the elaboration of the UN Convention on Cybercrime [AHC-
Cybercrime]) or the Organisation for Security and Cooperation in Europe (OSCE). It is ac-
tively involved in discussions on cyber threats, international law in cyberspace, voluntary 
norms, confidence-building measures and capacity building. 
 

The FDFA led the Swiss delegation to the UN OEWG, which plays a key role in promoting 
discussions on international law, in particular international humanitarian law, in cyberspace. 
Together with Canada, Switzerland submitted a working paper on international law and initi-
ated the creation of an interregional group on international humanitarian law. 
 

In cooperation with the Centre for Humanitarian Dialogue (HD43 ), the FDFA is involved in 
cyber mediation to manage digital conflicts. This initiative focuses on mediation in offensive 

 
39 Pact for the Future - United Nations Summit of the Future | United Nations 
40 GFCE - platform for international cooperation on cyber capacity 
41 GENEVA MANUAL - On Responsible Behaviour in Cyberspace - Geneva Dialogue 
42 Website of the Geneva Dialogue (https://genevadialogue.ch/about/) 
43 Website of the Centre for Humanitarian Dialogue (https://hdcentre.org/) 

https://genevadialogue.ch/about/
https://www.un.org/en/summit-of-the-future/pact-for-the-future
https://thegfce.org/
https://genevadialogue.ch/geneva-manual/
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cyber operations against critical infrastructure and the creation of communication channels 
to prevent escalation.   
 
 

4.5.2 Outlook of the Steering Committee NCS 

Switzerland is well positioned to play a leading role in cybersecurity, given its status as a 
neutral nation with a strong commitment to international cooperation, particularly through 
Geneva's role as a centre for multilateral talks. The Steering Committee notes the focus on 
developing and strengthening international partnerships to establish Switzerland as a facili-
tator in the global governance of cybersecurity. Initiatives such as the Digital Geneva Initia-
tive and the Geneva Dialogues promote cyber diplomacy on the global agenda. 
 

Through broader political strategies and the implementation of the NCS, Switzerland aims 
to create optimal conditions for international organisations and NGOs with regard to 
cyberattacks. The proposed International Geneva Cybersecurity Centre (IG-CSC) will pro-
vide proactive and reactive support, enhancing Switzerland's value as a location for interna-
tional and humanitarian organisations. 
 

The challenge lies in reconciling national and international interests and fostering trust 
among the parties involved. As cybersecurity becomes increasingly intertwined with geopo-
litical tensions, Switzerland must manage these complexities. The international legal frame-
work for cybernorms and enforcement mechanisms is evolving, and Switzerland should 
play an active role in shaping these discussions. 
 

Going forward, it will be crucial to further develop bilateral partnerships in the field of cyber-
security, continue participating in international organisations' processes and initiatives, ad-
vocate compliance with and enforcement of international law, and further promote responsi-
ble state behaviour in cyberspace. By taking a proactive and strategic approach, Switzer-
land can consolidate its role as a global leader in cybersecurity diplomacy and governance. 
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5 Focus of the Steering Committee NCS in 2025   
Ensuring measurable progress in the implementation of the NCS is a high priority for the 
NCS Steering Committee. In 2025, efforts will be focused on five key activities. In addition, 
an annual report on the implementation of the NCS will be published to ensure transparency 
and outline the progress and challenges of the implementation programme. 

 

 

Involvement of interest groups: Collaboration with public administration, industry, aca-
demia and civil society is essential in order to assess implementation challenges. The imple-
mentation of the NCS governance will encourage dialogue and actively seek feedback to en-
sure that the strategic work is broadly based. 
 

Measurability: The implementation of the strategy should be supported by the introduction 
of strategic ambitions and measurable performance indicators. 
 

Strategic oversight and recommendations:  Progress in implementing the NCS will be 
regularly assessed, and implementation priorities will be evaluated in line with the current 
strategy. Gaps in implementation can be identified and adjustments made. 
 

Strategic Examination:  The NCS must be regularly reviewed to ensure that it sets the right 
priorities for the benefit of Switzerland in a rapidly evolving environment. This process is not 
a new Strategy development, but a review and will be launched in summer 2025 
 

Benchmarking: To ensure that the NCS remains competitive and innovative, and to learn 
from others, international approaches to implementing national cyber security strategies will 
be examined.  
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