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Focus areas of issue 2005/1

e Botnets
Apart from the practically unlimited (attack) possibilities that a large botnet offers its
owners, the involvement of thousands of home computers and the resulting unknowing
complicity of their owners poses prosecutors, intelligence services, and IT specialists
with a nearly unsolvable problem. In this light, a paradigm shift is to be expected,
affecting the execution of attacks over the Internet, as well as protection from and
prosecution of such attacks.

e Increasing organized crime
While sheer interest used to be the main motive of the hacker scene until recently,
financial motives are now behind attacks on information technology infrastructures.
Increasingly, organized crime, especially from Eastern Europe, is brought into connection
with such attacks.

e Professionalization of the hacker scene
Concomitant with the focus on financial interests, a professionalization of the attackers
has been observed. With technologically increasingly clever hybrid pests, able to
combine the attack vectors and destructive potentials of various types of malware,
hackers at times even engage in veritable malware wars.

e Targeted espionage attacks
In the first half year of 2005, a number of targeted espionage attacks took place against
businesses and state systems. By employing espionage malware tailored to the specific
victim, discovery of the pest is to be prevented for as long as possible. If the pest remains
unknown to anti-virus software manufacturers, it can be employed undiscovered for a
long period of time.
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1 Introduction

Since October 2004, the Confederation has operated the Reporting and Analysis Centre for
Information Assurance (MELANI), which herewith presents its first semi-annual report
(January — June 2005) on “Information Assurance: The Situation in Switzerland and
Internationally”.

The report describes the most important trends relating to information and
communication technologies (ICT), explains the technical functioning of current threats,
provides an overview of events in Switzerland and abroad, illuminates the most important
developments in the area of prevention, and summarizes the most important activities of
public and private players.

Chapter 2 summarizes, in analytical form, the general trends, threats, and expected
developments, and can be considered an overview of the results. Chapter 3 provides the
foundation for understanding the remaining text, since it explains attack methods and
illustrates the technical background for understanding the following chapters.

Chapters 4 and 5 on the national and international situation discuss breakdowns and
failures, attacks, crime and terrorism related to ICT infrastructures. In the form of individual
examples, the most important events of the first six months of 2005 will be presented. In this
way, the reader can obtain an overview of the most important occurrences, and will also find
illustrative examples for the general observations in the strategic-analytic chapters 2 and 3.

Chapter 6 on prevention does not provide specific instructions and tips on how to
protect your computer system in concrete ways from the individual threats -
recommendations in this regard are published on the MELANI website at
http://www.melani.admin.ch. Rather, the chapter discusses technological developments in the
field of protection and enhancement of the security of information and communication
technologies.

In Chapter 7, the focus will first be on activities of the public sector, followed by
activities of the private sector. This part is meant to give an overview of the most important
legislative developments worldwide, but also to follow the debate on the complex topic of
information assurance in other countries. In the subchapter on private sector activities, the
most important strategic actions of large hardware and software manufacturers are presented.
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2  Trends/ General developments

2.1 Increasing (organized) crime

2004 was characterized by a shift in the motives of the developers of malware. While until
now, hackers tended to be intellectually motivated, with an interest in the technical problems
and IT security in general as their main motive, a shift is taking place toward enrichment as
the main motive. In addition, an increasingly close connection to organized crime can be
observed: Organized crime is expanding its classical fields of activity such as bribery,
blackmail, threatening behaviour, and fraud more and more into the virtual world. Hackers,
independent as such, are either paid well or subject to pressure. At the beginning of February
2005, Computerworld reported on the case of a Russian computer expert who, facing threats
against his family, was forced into cooperation. Examples of the means employed by hackers
are DDoS attacks, phishing, and pharming (see the technical explanations in chapter 3).

MELANI is operating under the assumption that this is only the beginning of the
problem. The next months and years will show more clearly in what direction this trend will
lead. In any event, the threat potential is considerable: Experts assume the existence of tens of
thousands of botnets worldwide, some of them with over 100,000 hosts — in theory, these
magnitudes make DDoS attacks with previously unimagined bandwidths possible, so that
almost every service on the Internet could be debilitated (for technical explanations, see
chapter 3). Chapter 5.3 provides several examples of criminal activities and prices for hacker
activities.

2.2 Increasingly professional attacks

In 2004 and the first half of 2005, an increase in the professional level of the attacks was
observed. Increasingly, attackers develop so-called “hybrid pests”, unifying different
functions of separate types of malware. A veritable war among these different types of new
malware was observed. The viruses Bagle, MyDoom, and Netsky that surfaced this year not
only attempted to abuse the attacked systems for their own purposes, but they also tried to
eliminate viruses of competing attackers already existing in the systems.

Recently, the viruses have predominantly served commercial motives: MyDoom, for
instance, launched various denial-of-service attacks (DoS, e.g. against SCO.com,
microsoft.com, riaa.com, and google.com). Chapter 5.3 will discuss in more detail to what
extent DoS attacks pursue commercial goals. Bagle and MyDoom also refashioned infected
systems into SMTP servers, so that spam e-mail could be sent in this manner. The virus
groups of Bagle, MyDoom, and Korgo primarily served to collect login information with key
loggers, which record keystrokes. The purpose of these pests is to obtain authentication data
for e-banking or other financial services.

MyDoom.A, for instance, opened a back door after infection, through which the
infected system could be remote-controlled or additional destructive code could be uploaded.

As the Russian anti-virus specialist Kaspersky reported in an assessment, malware is
also less and less aimed at global dissemination, but instead attempts to infest only a
particular network. The motive for this approach is to prevent discovery by anti-virus
manufacturers for as long as possible (which of course is not the case when dissemination is
global and rapid), in order to win more time to collect login data. In addition, an increased
collaboration between virus developers for purposes of optimizing financial gain has been
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observed, which has led to a significant increase in the quality of the malicious programs in
the last 12 months. As Kaspersky has suspected since the middle of February, for instance,
after an analysis of the last Bagle worm outbreak, the authors of Bagle, Zafi, and Netsky have
started collaborating. Of particular relevance to Switzerland is that the swindlers and malware
authors are increasingly discovering the German-language area. Phishing e-mails and e-mails
with infected content are therefore also increasingly written in good German. Because of this,
the motivation of German-speaking Internet users to open such an e-mail is greater. Sober.l
was the first worm to surface that can dynamically adapt its language. To do this, it looks at
the e-mail address of the recipient. If, for instance, the address ends in .de or .ch, a German
text is displayed. In this way, destructive programs might in the future not only identify the
language, but also search the computer for other preferences (such as hobbies). An example
would be sifting through e-mails, looking for keywords like football, skiing, tennis, etc., and
then adapting the subject line accordingly. The purpose of this effort is solely to gain the trust
of the recipient so that the recipient opens the e-mail.

2.3 Increase of identity theft (ID theft)

Identity theft is the illegal use of fraudulently obtained identity information of victims by
swindlers. Identity theft is a very unpleasant problem for the affected person, requiring
considerable effort over an extended period of time to remedy the damage. After collecting
identity information from strangers (such as credit card data, social security numbers, or other
personal information) by means of phishing or other methods, the swindlers use the victim’s
identity to buy goods, to withdraw or transfer money, to establish illegal companies, etc. The
actual owner of the stolen identity often takes years to counter all the claims against him or to
prove that he was not the initiator.

In the United States, several data thefts have occurred over the last few months in
“data warehousing” companies, which collect and maintain personal information (such as
credit card data, social security numbers, birthdates, etc.) for the government, insurance
companies, and landlords. Examples are the data losses at ChoicePoint, LexisNexis, and
CardSystems, in which hundreds of thousands of datasets fell into the wrong hands (see
chapter 5.3 for the ChoicePoint example and the case at CardSystems).

Data losses of these magnitudes impressively illustrate the dangers of central data
storage — often, victims only discover after the unlawful use of their identity that their data
has even been compromised. In view of the increase of phishing and data theft incidents, an
increase of identity theft must also be expected in the future.

2.4  Targeted attacks with espionage programs: Industrial espionage

While a significant danger of infection by destructive software still exists with each infected
e-mail attachment, targeted, specialized attacks on a particular victim with espionage software
specifically designed for this purpose are now increasingly frequent.

Instead of achieving as wide a dissemination as possible, attackers are focusing with
increasing frequency on solely targeting the victim to be spied on. In this way, the attacker
prevents anti-virus software manufacturers from discovering the pest and updating their
signatures — the attacker is then more likely able to collect data unnoticed for long periods of
time.
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In the cases that have come to light (see the examples in chapter 5.2, espionage against
the United Kingdom, and in chapter 5.3), clever social engineering methods have been
employed to install pests on a system. In the case of the United Kingdom, for instance,
employees working with confidential data were contacted directly. These employees received
e-mails tailored to their personal interests, containing links to prepared websites or
documents. In the industrial espionage case in Israel, for instance, the pest was smuggled in
with a CD-ROM disguised as a marketing CD. Unbeknownst to the victim, a program is
installed on the system that, inter alia, is able to record keystrokes or search for specific data.
The attacker gains full control over the infected system and can collect information of any
kind — files, e-mails, passwords, account information, etc. — in a targeted manner and over
long periods of time and extract such information from the company network.

The cases exposed in the United Kingdom and Israel demonstrate that this type of
espionage is employed both in the private sector (industrial espionage, theft of intellectual
property) and in the public sector (systematic espionage against operators of critical
infrastructure and against government systems). The espionage case in Israel left traces all the
way to a company in the region of Zurich, where the same program was used for privately
motivated espionage.

Since such espionage programs do not, as mentioned, show up in any anti-virus
software signatures, infection is sometimes difficult to detect and, even in well-protected
networks, hard to prevent. In addition to comprehensive technological protection, targeted
training and awareness-raising of employees in dealing with sensitive date is of the utmost
importance.

MELANI expects an increase of this threat and assumes that the topic of industrial
espionage with information-technology tools will also gain importance in Switzerland.

2.5 Lack of sense of responsibility among Internet users

According to a study by the German Federal Office for Information Security)*, which is also
relevant to Switzerland, the majority of German computer users know what viruses and
worms are. 90% know that their own personal computer can be remote-controlled by
strangers. And seven out of ten users are aware that the sender addresses of e-mails can be
counterfeit. However, users do not protect their systems accordingly. Every fourth user has no
virus protection installed. The study reveals an apparently paradoxical situation: The threat is
obviously known, but users do not themselves feel called upon to act. A possible explanation
for this lack of protection is that computers solely for private use are often only accorded
minor importance. In their own estimation, a computer failure has no serious consequences
for two thirds of the respondents.

But precisely such unprotected computer systems are a breeding ground for botnets
(see chapter 3.1). Apparently, many citizens underestimate their responsibility when their
computer is abused for denial-of-service (DoS) or spam attacks. The study offers good
arguments for an official office to raise public awareness, such as MELANI.

! See: www.bsi.de.
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3  Current dangers and risks
and their technical background

3.1 Botnets/ DDoS attacks

Botnets are logical computer networks made up of compromised systems that are usually
controlled via Internet Relay Chat (IRC), without the users of these systems knowing that this
is happening. Compromise of the systems is generally achieved by using unpatched
weaknesses in the operating system or an application used (most frequently, the browser),
weak passwords, and contaminated e-mail attachments. After infection, a program is usually
installed that is then able to record keystrokes, read passwords, or perform other undesired
activities. In particular, however, compromised computers can be remote-controlled in this
way from a central server for various purposes. In the case of a coordinated use of all
computers belonging to a botnet, such a botnet can, for instance, be abused for distributed
denial-of-service attacks (DDoS). In this way, the bandwidth over which the attacked server is
bombarded with data packets can be massively increased — at the same time, traces can be
erased, so that the origin of the attacks is more difficult to determine. The largest IRC botnet
observed so far consisted of over one hundred thousand bots.

One of the main causes for the increase in DDoS incidents is accordingly the increase
in botnets. Such botnets can only be combated through internationally coordinated action. In
this regard, raising the awareness of end users plays a particularly important role: Only when
the large part of the computers connected to the Internet are sufficiently protected can the
growth of botnets be curtailed.

3.2 Phishing and pharming

Over the last few months, a massive increase of “phishing” has been recorded worldwide —
the collection of login data, especially for financial transactions, by means of fraudulent e-
mail that supposedly links the user to the website of the user’s financial service provider, but
which has actually been set up by the swindler. The Anti-Phishing Working Group?
ascertained an increase of 28% from July 2004 to January 2005. Most affected are financial
service providers, online auction houses, and Internet providers.

The leading provider of Internet auctions, for instance, allows the use of Javascript on
its auction pages. In this way, increasingly clever phishing pages are set up on the Internet
that make it more difficult even for experienced users to recognize counterfeits at a glance.
User evaluations can also be manipulated in this way.

Most phishing attempts (28%) still affect the United States®, but relatively frequent
targeted attacks now also take place in Europe. In Switzerland, a targeted phishing attack was
conducted against a Swiss financial institution the beginning of June, but it was stopped
quickly.

Possible reasons why Switzerland is only now being affected by phishing may be
found in the high security standards of the e-banking services of Swiss financial institutions,
but also in the limited size of Switzerland and accordingly the smaller number of potential
victims.

? See: www.antiphishing.org.

® Anti-Phishing Working Group, Report January 2005.
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Another method for extracting data is “pharming” (for an example, see chapter 5.2).
Pharming is a new name for the relatively old attack method of DNS spoofing, which is based
on so-called “cache poisoning”. The basic principle is that extra information is smuggled into
a DNS reply packet, which is then interpreted by the DNS server. This allows the attacker to
move false information into the DNS cache of a DNS server. Unlike in the case of phishing, a
pharming attack causes even a user who does not follow any link in a phishing e-mail and
instead enters the URL by hand into the browser or calls up the page via a bookmark to land
on the counterfeit webpage. This page may then look like the original page and have the
correct URL, but it is hosted on the server of the attackers. While DNS spoofing is hardly a
threat to securely configured, large DNS servers of larger providers, smaller, privately
controlled DNS servers responsible for name resolution in company networks are especially
vulnerable, so that this approach is particularly worthwhile for espionage attacks (unnoticed
redirecting of the user of a company network to a page distributing espionage programs).
Chapter 5.2 discusses a concrete example of a pharming attack.

A variation of pharming is to manipulate the so-called hosts files, which exist on every
Windows system and also assist name resolution. Upon entering an Internet address (URL), a
Domain Name Server (DNS server) is queried as to which IP number belongs to this name.
Windows, however, offers a function to search in the hosts files on the local computer first to
determine whether an appropriate entry can be found. An e-mail with intentionally placed
scripting code triggers a manipulation of these local hosts files when opened, so that the user
is redirected to a phishing site even when entering a correct URL, such as of a financial
service provider. The Internet services of Swiss banks contain various security features,
however, which provide protection in this case as well. Internet beginners in particular are
targets of swindlers. Attempts frequently are made to gain the trust of users by imitating the
website of a known company.

3.3. Dangers and risks for users of mobile phones

Mobile phones are increasingly also being targeted by malware authors. For the first time, a
mobile phone worm succeeded in spreading across two continents. In the summer of 2004, the
mobile phone worm “Cabir” was discovered in the Philippines; meanwhile, it has also
surfaced in the United States. The worm can be transmitted through unprotected and activated
Bluetooth mobile phones, but it does not cause any damage to speak of. In contrast, there is
the mobile phone worm “Skull”, which is characterized by showing skulls on the display
instead of the usual symbols. Removing this virus leads to loss of data. In addition to infection
via Bluetooth, mobile phone worms may also use the Multimedia Message Service (MMS) as
an attack vector, as the example of “Commwarrior” shows. Other than autonomously sending
itself to all addresses saved in the phone book, this worm does not cause any damage. It only
infects telephones with the Symbian 60 operating system, which is used in various Nokia
phones, among others.

Based on these reports, the question arises whether a similar level of dissemination of
mobile phone worms should be expected as in the case of Internet worms. In the view of
MELANI, however, rapid, worldwide dissemination is not likely. Several reasons speak
against such dissemination. Mobile phones currently do not have many functions that are
vulnerable to abuse. In addition, pests are generally spread via Bluetooth. By far not all
mobile phones support this technology, and Bluetooth can also be deactivated on all devices.
Moreover, the range of Bluetooth is limited: In theory, it has a 300-meter radius, but in actual
circumstances, such as in cities, this range is seldom achieved. A greater danger of
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transmission exists at large events, for example, where many people are gathered together in a
relatively small space. Efficient dissemination is usually also thwarted by the variety of
operating system versions that are tailored to the individual mobile phone types. The threat of
a comprehensive, rapid dissemination can therefore currently be regarded as rather low. But
this could change quickly, since the new generation of UMTS mobile phones is expected to
merge mobile phone and Internet technology.

But even without pests, carelessly used Bluetooth technology harbours dangers: For
instance, the mobile phone memory can be read or telephone calls can be placed and
messages sent via the compromised mobile phone and charged to the user. It is therefore
essential that users of Bluetooth technology become aware of the risks.

3.4  Social engineering

The greatest IT security threat for businesses is posed by employees, as a study by Gartner?
shows. Many businesses combat the misuse of e-mail and the Internet by employees, which
entails a loss of time for the business and also creates potential attack vectors for malicious
code. But the study also uncovers a completely different fact: Over 70% of unauthorized
access to IT systems of a company is, according to Gartner, committed by employees. 95% of
these attacks result in a considerable financial loss for the company. The challenge is to find a
balance between free communication among employees and protection of the company.

The problem of social engineering should also never be neglected by IT security
specialists. No matter how well-protected a system may be — if employees are not trained or
briefed regularly in the field of information security, the potential of such an attack increases
enormously. Social engineering attacks exploit the helpfulness, gullibility, or insecurity of
persons in order to, for instance, gain access to confidential data or to induce the victims to
undertake certain actions. Of all the attack possibilities, this continues to be the most
successful, with higher rates of success than any hacking attack. Through social engineering,
an attacker can, for example, attempt to gain access to usernames and passwords of
employees of a company by pretending to be a system administrator or security officer on the
telephone. By claiming acute computer problems and feigning knowledge of the business
(e.g. names of supervisors, work procedures, etc.), the victim is made insecure enough to
divulge the desired information. The problem of social engineering should therefore not be
neglected. It is important to train and inform staff members regularly in the field of
information security.

Especially in the area of targeted industrial espionage, social engineering is an

important part of the attacks (see chapter 2.4, chapter 5.2: targeted espionage attacks against
the United Kingdom, and chapter 5.3: espionage affair in Israel).

* See: http://www.csoonline.com/analyst/report3317.htm.
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4 Current national ICT infrastructure situation

4.1 Breakdowns, failures

In the first two months of 2005, two breakdowns occurred in Switzerland. Although the
causes of these two breakdowns were not the same, the result was equivalent: Parts of the
social and economic activities of Swiss citizens were temporarily disabled.

Breakdown on the railway network

On Monday, 7 February 2005, the computer system of the Swiss Federal Railways (SBB)
stopped functioning in the Zurich area and could only be reactivated several hours later. At
first, only the control centre in Zurich was affected by the breakdown, but within a very short
period, neighbouring regions were also affected. This system breakdown affected thousands
of railway passengers.

It turned out that the replacement of a wrongly configured network component had
brought down the remote control system in the Zurich main station and Zurich Altstetten
control centres. About 40 remote-controlled train stations in the Limmat Valley, in the
Knonauer Amt, and along both shores of Lake Zurich could then only be operated on site.
This entailed that tens of thousands of railway customers had to endure delays of up to several
hours; hundreds of trains were cancelled. The malfunction lasted until the early afternoon;
railway operations remained hampered through the evening rush hour.

According to the Swiss Federal Railways (SBB), “the failure of the remote control was
due to a concatenation of circumstances and misunderstandings”. During a planned switching
operation on the distributor of the cargo administration, the SBB repair service disconnected
the cable between the railway control centre at the Zurich main station and the adjacent train
station. When the malfunction was registered, the staff at the central control centre, which had
not been informed about the switching operation, alerted the stand-by emergency service. In
the course of its attempt to identify the cause of the malfunction, the emergency service
replaced a network component (converter box). Just a few minutes later, the remote-control
systems in the Zurich main station and Zurich Altstetten centres failed. As it turned out later,
the replacement network component had been configured differently from the original
component. This resulted in error messages that the computers in the network were no longer
able to process.

The cause of this breakdown was apparently internal. Human error was the cause, not
an attack from the outside.

Hansjorg Hess, officer in charge of SBB infrastructure, summarized as follows: “One
of the most important insights of our analyses is that we must reduce the complexity of the
systems.” In a statement on 23 March 2005, he informed the public that the SBB had
undertaken the following steps: As a short-term measure, he presented “the establishment of a
temporary backup level for the one of the two affected remote-control areas where train
departures and arrivals cannot be manually adjusted on a panorama display. Medium-term
and long-term measures include a national harmonization of the control technology and the
division of the two remote-control areas into five technically independent sectors. Strict
planning requirements and a doubly secured release procedure will ensure that maintenance
work is closely coordinated.”

Hansjorg Hess added: “7th February showed that customer information in the case of a
malfunction is a weakness. Timely and accurate customer information is crucial. We will
improve the quality of this information step by step.” In the wake of the events of 7th
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February, about 600 railway passengers expressed their anger and demanded compensation to
the value of approximately CHF 1500. Toni Hane, director of sales and services for passenger
transport of the SBB, summarized the findings as follows: “We have realized that our
customer care representatives at the train stations must have access to current information
during a malfunction. For this purpose, we are now testing pocket computers that give
customer care representatives wireless access to current operation notices and train
information.”

The SBB transport 250 million passengers and 55 million tons of cargo each year.
With the exception of Herisau, Appenzell, and Stans, all cantonal capitals are connected to the
rail network of the SBB. In approximately 800 train stations, trains depart and arrive every
hour or half hour. Two thirds of the transit cargo traversing the Alps is transported by train.
The cargo cars can be loaded and transferred or received and unloaded in 650 train stations.
About 2450 businesses are directly connected to the rail network of the SBB and are
connected in this way with all of Europe. These figures demonstrate how important the SBB
is for the Swiss national economy and illustrate the importance of the security of the SBB’s IT
systems. And as important as it is to secure the system against external attacks, it is equally
important to take the weak spot of human error into account.

E-banking out of action

A Dbreakdown caused by a storm resulted in numerous problems with computer systems in
Western Switzerland on 18 January 2005. In the canton of Geneva, near Verbois, lightning
struck a high-voltage power line. The consequence: a blackout of more than one hour. Since
the railway network and the Geneva-Cointrin airport draw their electricity from a separate
energy network, the SBB was spared. However, the computer systems of banks were hit all
the harder. The coordinator of the trading floor at a large bank assured that the displays
continued to function and that the lights came back on within five seconds; but the e-banking
site on the Internet was out of action for almost the entire day.

4.2  Attacks

Webservers located in Switzerland were not spared from attacks. The figures are clear:
Thousands of websites were altered without the consent of the system operator. In technical
jargon, this is called defacement.

Website defacement: Mischief, prank, or a new form of social protest?

Hackers have already damaged thousands of websites on Swiss servers or made them
temporarily unusable. Defacement is currently popular among hackers. Two types of
defacement are distinguished: Homepage defacement and mass defacement. In the case of
homepage defacement, security holes in webservers are exploited (to be found, for instance,
in inadequately configured forums), by which the server is infiltrated with malicious code.
Code of this kind can alter individual websites. Mass defacement affects the entire webserver,
so that hundreds of sites are affected at the same time. Mass defacement is apparently very
popular among young people, so-called “script Kiddies”. This term is used to designate
children or young people who get a kick out of finding weaknesses in webservers that have
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been inadequately configured or that have not been updated with security patches, using them
to penetrate third-party networks.

Another group are the so-called “hacktivists”: hackers who use web attacks to draw
attention to their political or cultural concerns. In contrast to script kiddies, hacktivists
apparently hardly ever abuse Swiss webservers. The few appearances of hacktivists and the
type of agenda they express indicate that they are actually concerned with political content,
and that web attacks are not for their own sake, but rather a means to find a political audience.
A selection of hacktivist groups that appear on the Web via Swiss servers:

“Dark-Underground”, a group of persons or an individual, generally only attacks the
websites of governments, universities, or public institutions (NASA, the Swiss Federal
Administration, Princeton University, etc.). The slogan uploaded by Dark-Underground most
often is: “Why | deface? | deface for this stupid war for all idiot terrorist in Iraq, Russia and in
the rest of World. For the Beslan Victim and the victims of the future. Because the war will
never have an end.” The faulty English indicates that whoever is behind this name is not of
English-language origin. Much more likely is the suspicion that Dark-Underground may be a
person or persons from Italy: The slogan “Free Italian from Iraq” is used repeatedly, and
groups are frequently criticized who access entertainment on the IRC channels available at the
address irc.azzurra.org. Irc.azzurra.org is a network administered by the Italian address
cwnet.it and is the conduit for most Italian-language channels.

Another group of hackers — “Infektion Group” conducts its activities from Brazil, a
country that has recently produced numerous hackers. The Infektion Group has meanwhile
altered thousands of websites located on servers in Switzerland. In the middle of February
2005, this group attacked a server of the hosting provider SwissWeb and altered a large
number of websites. The Infektion Group can also be classified as a hacktivist group. In the
texts by the group, the United States and George Bush are disparaged and the Iraq war is
criticized. So far, the group has altered 23,041 websites — 2550 individual sites and 20,491
through mass defacement. The members of this group appear under the following
pseudonyms: Dominius_VIS, H4rd_L3v3l, Infektion, N1D3Z, cCkw, shellcOde. A group by
the name of Code-Project, also from Brazil, has recently been strikingly active: The target of
their attacks in 2005 was the server of the Touch Systems hosting provider. Hundreds of
websites were affected. Their activity is not politically motivated. The topic of the group is
apparently technological development and the resulting dangers. Not long ago, the websites of
two large universities in the United States were targeted by this group’s attacks: the
University of California, Berkeley (berkeley.edu) and Washington University
(washington.edu). The level of the group’s know-how is obvious: Its members are hardly
script kiddies, but rather experts.

The groups active in Switzerland are at home in many different parts of the world. In
addition to the groups based in Italy and Brazil, “ArCAX-ATH” has also made a name for
itself, for instance. This group calls itself “the Dominican defacers crew”, which leads to the
assumption that it is based in the Dominican Republic. Another group named “23erdem”
claims to be composed of Turkish hackers.

The damage actually caused by these hackers cannot yet be assessed precisely. Only a
survey of those affected would make a reliable estimate possible. Concrete figures would
certainly be desirable, since they would help enhance understanding of the importance of
security measures for protecting webservers and the necessity of making financial resources
available for such measures.

Information Assurance: The Situation in Switzerland and Internationally -14
Semi-annual report 2005 / | (January to June)



MELANI Reporting and Analysis Centre for Information Assurance

Attack on admin.ch

On the morning of 17 December 2004, the group *“Dark-Underground” gained access to the
server hosting the websites of the Swiss Federal Administration. Along with the website
swisspolice.ch hosted on this server, 17 other homepages were altered. In lieu of the
homepages, the group uploaded its usual anti-war slogan. After the webserver was
immediately deactivated, connections to hundreds of sites of several departments of the public
administration were interrupted. In the afternoon of the same day, access to most of the sites
was restored; the damaged homepages could only be reactivated over the course of the
following Sunday, i.e. 48 hours after the attack.

Internet: Worm attack on a large retailer

At the beginning of this year, a computer worm shut down parts of the IT infrastructure of a
larger retailer. Around 2000 computers running a Microsoft operating system were affected.

A variation of the computer worm Rbot was responsible for the incident, causing the
network to collapse completely. Since removal of this worm is quite time-consuming, the first
computers could only be reconnected the following day. Two days later, the IT infrastructure
was working again without any problems.

The Rbot worm appears in numerous variants, and different versions sometimes
appear several times over the course of the same day. The main function of this worm family
is to allow third parties to access the computer or to record and forward keystrokes (such as
password entries). The worm uses several attack vectors: for instance, exploiting insecure
passwords, exploiting weaknesses in the operating system, and using existing backdoors that
have already been installed by other malware.

In general, virus protection programs should be able to recognize such Trojan horses.
This incident clearly illustrates, however, that users cannot rely completely on such protection
programs, but must also exercise additional care and use a secure password.

On the user side, it is important to inform employees that they should treat information
infrastructure carefully, and rules must be established and enforced regarding the use of IT
resources. The Internet site of the Reporting and Analysis Centre for Information Assurance
(www.melani.admin.ch) provides basic tips for dealing with information and communication
technologies for citizens, but especially also for small and medium-sized businesses.

4.3 Crime

Phishing in Switzerland

At the beginning of 2005, an increasing number of phishing attacks against Swiss financial
institutions were registered. Once Web browsers such as Internet Explorer were updated with
patches, this type of fraud could be significantly curtailed. But in the IT world, the
imagination of an inventive — and cunning — mind is practically unlimited. New tricks and
swindles have already been employed in the meantime (see chapter 3.2). The Cybercrime
Coordination Unit (CYCO) has received reports of nearly one hundred cases of phishing. The
reports have come from Internet users who received e-mails appearing as if they had been sent
by a bank or an online auction house. These counterfeit e-mails were intended to induce
victims to visit counterfeit websites and enter personal information such as bank access data,
credit card numbers, or the like. They were generally e-mails targeting foreign banks, such as
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Citibank or Sun Trust. It should be noted in this context that Swiss banks use technically more
sophisticated security systems for e-banking (e.g. hardware tokens for identification, code
lists, or a combination thereof), while foreign banks (especially U.S. banks) generally have
lower standards and are therefore more attractive for a phishing attack.

Nevertheless, a phishing attack took place on 5 and 6 June against a Swiss financial
institution, but it was quickly brought to a halt. In this phishing attempt, an e-mail was, as
usual in such attacks, sent with a link that, when clicked, loaded the official e-banking page in
the background and additionally a counterfeit pop-up window with an entry field for client
data. The phishing page (pop-up window) was hosted in Russia and accessed via several
redirect stations.

Phishing pages on Swiss servers

On 8 February 2005, a phishing page was discovered on a Swiss server. In every detail, the
page corresponded to the site of eBay, the Internet auction house, prompting the user to enter
customer numbers and credit card information. The data illegally obtained in this way was
forwarded to an electronic address, the owner of which is probably located in France.
MELANI immediately notified the hosting provider of the abused website. The site was taken
off the Internet within just a few hours. It is not known how much personal eBay and credit
card data was sent via the counterfeit page.

On 1 March 2005, an abuse team informed MELANI of another phishing page on a
Swiss server. The guestbook on this site contained a weakness that was exploited by third
parties to upload a counterfeit PayPal page.

New forms of fraud

E-mails used to obtain money with the so-called “Nigerian scam” have for years repeatedly
found their way into the electronic inboxes of Switzerland. In the meantime, these e-mails
have become less frequent. However, a new form of fraud has surfaced: Short advertisements
on the Internet promote all sorts of articles for sellers or buyers. In the classical form of the
Nigerian scam, small advertisements are used to enter into contact with potential victims. The
victims are then asked to transfer a large sum of money to an African or Asian country, in
return for a significant commission. And then there are swindlers who are looking for buyers
they can cheat. The sale of products at significantly lower prices than on the official market
and the persistent and often aggressive sales methods used by these sellers give rise to serious
doubts about the authenticity of such offers.

Nigerian convicted of fraud in Zurich

On 9 February 2005, the Zurich District Court sentenced a 39-year-old Nigerian to 20 months
in prison. He had been found guilty of repeated fraud and money laundering. Together with
his as of yet unknown accomplices, the Nigerian promised a high commission to his victims if
they helped him transfer large sums of money purported to be frozen in Africa. The first step
in the transaction consisted in convincing the victims of the need to advance a certain amount
of money for “administrative costs”.
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Swiss banks as the target of a key logger

Not long ago, the “PWSteal.Bankash.D” malware was discovered, which spied out usernames
and passwords. When logging on to the online services of two Swiss financial institutions, the
entered data was recorded.

The pest entered the computer via an e-mail attachment, infected software, or
exploitation of security holes in the operating system. Most of the systems used for e-banking
in Switzerland work with a two-phase system to identify clients (e.g. in combination with an
additional code list or a hardware token). Thanks to these security precautions, the threat of
abusing usernames and passwords can be reduced, which is also why the attempts by
“PWSteal.Bankash.D” remained unsuccessful.

4.4  Terrorism

Islamic-minbar.com — Islamic extremism on Swiss servers

On 8 September 2004, a message attributed to the “Armata islamica” in Iraq appeared in a
forum hosted on a Swiss server. The message appeared in the forum of the www.islamic-
minbar.com website and claimed that the fate of two French hostages held by “Armata
islamica” had been decided. Users informed the hosting provider located in Lausanne of the
content of the website. The provider then immediately contacted the Cybercrime Coordination
Unit (CYCO) of the Federal Office of Police (fedpol). Asked about the forum, the owner of
the website, a Tunisian citizen resident in Switzerland, denied any responsibility for the
content. In an interview published by the “24 Heures” newspaper, he said that the purpose of
the forum was merely to express oneself about Islam and world events. The forum remained
online until Net4all decided to remove the website from the server.

Sunna-minbar.com — Successor of islamic-minbar.com

Shortly after the website www.islamic-minbar.com was banned from the Web, another forum
dedicated to Islam and armed struggle surfaced. The new forum with the address www.sunna-
minbar.com claims to be the successor of islamic-minbar.com. The owner of the website is
again a North African. The hosting provider is also located on Swiss territory. The owner of
the website lives in Tunisia. In the meantime, the website is no longer operational.

According to Reuven Paz, an Israeli expert, there are about one hundred forums
worldwide via which Islamic radicals disseminate propaganda and public messages. It should
not be overlooked that there are incomparably more popular forums than the two examples
mentioned here that were hosted in Switzerland. The information found in these forums may
in part be accurate and may in part be false. Regardless of this, these forums are highly
convenient for terrorists: They reach a large number of people who hear their message and
can be won for their cause.

Five foreign suspects arrested

On 22 February 2005, the Federal Criminal Police (fedpol) arrested five persons. They had
been suspected of belonging to violent, radical Islamic circles. They were indicted for
disseminating propaganda on the Internet that incited terrorist attacks. In addition, they had to
answer for a video on which a man condemned to death was executed and people were
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mutilated. At least two of the accused operated the website in question, www.islamic-
minbar.com.

The arrest of these persons is part of the first investigation that federal authorities have
initiated concerning a case of extremist propaganda on the Internet.

House searches were conducted in Fribourg, Didingen, and Biel. In two cases, the
police had to gain access to the premises by force. The men, all of whom are between 30 and
40 years of age, are Muslims with extremist affiliations. They are from Tunisia and Belgium
and legally reside in Switzerland.

In the course of the searches, extensive documents — mainly in Arabic — and images
were secured. The forum on the website served as a means to disseminate propaganda for the
radical Islamic movement and even contained precise information on how to build a bomb,
conduct attacks, and undertake kidnappings.

4.5 Miscellaneous

Anonymity in the field of telecommunications

According to articles 14 and 15 of the Federal Act on the Surveillance of Mail and
Telecommunications (BUPF), the providers of telecommunications services are required to
submit, as necessary, certain information on telecommunications connections to the
competent authorities. Such information includes the full name of the subscriber and the
address and type of the connection (article 14 of BUPF). According to article 15(5bis) of
BUPF, “for at least two years after entering into a customer relationship, the providers must
also be able to provide the information according to article 14 concerning persons who enter
into a customer relationship for mobile telephones without a subscription”. In view of this
provision, the providers of telecommunications services required that persons owning a
prepaid SIM card for mobile telecommunications register by 31 October 2004. The card and
connection of persons not complying with this request would be blocked. The request was,
however, only directed at persons who bought a prepaid card after November 2002. Why only
them?

Asked about the reasons for this regulation, the Federal Department of Environment,
Transport, Energy and Communications (DETEC) responded: “The law specifies that the
providers of telecommunications services must retain the data for at least 2 years (resolution
of parliament). Retroactive registration must be undertaken by 31 October 2004. Since it
makes no sense to retroactively register customers whose data no longer must be kept,
retroactive registration has been limited to 2 years prior.”

According to the law, anyone who bought a prepaid SIM card before 31 October 2002
therefore does not have to register. Two years after the purchase of a card and after
registration, the data is generally deleted. Asked what the precise purpose of the two-year
limitation is, DETEC responded: “The precise reasons for this resolution of parliament are not
evident in the materials (minutes in the Federal Gazette). Data protection reasons are likely to
be relevant. However, the fact is particularly problematic for prosecution authorities that
many criminals exchange their cards frequently and after short periods of use.”

Because of this limitation, a real trade in SIM cards bought before November 2002 has
emerged. In the large online auction houses like eBay and ricardo.ch, these cards can now be
auctioned off very expensively. They are in high demand, seeing as they grant the user
exactly the kind of anonymity that the legislative amendment was supposed to curtail.
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Between CHF 150 — CHF 1200 are now being paid for a prepaid SIM card. Apparently, the
existing legislative provisions are unable to solve the problem of anonymous mobile phone
users.

Anonymity on the Internet

There are many ways to appear anonymously on the Internet. Possibly the most practical
method, since it is the fastest and the least expensive, is to buy a prepaid card for a hotspot
provided by Swisscom Mobile on Swiss territory. Computer networks use the term “hotspot”
to designate a wireless LAN connection point to the Internet. In Switzerland, about 800
hotspots have been established. All one has to do is use a laptop and buy a Value Card in a
Swisscom Shop. On the back of this card is a user ID and a password that enable Internet
access. The MAC address of the network card is the only trace that remains of navigating on
the Internet. It is, however, hardly possible to follow this trace back to the person in question.
The Value Card is for the Internet what the prepaid SIM card is for the mobile phone: a
possibility to completely conceal one’s identity. The Federal Act on the Surveillance of Mail
and Telecommunications does require telecommunications providers to register the personal
information of their customers; but anyone buying a Public Wireless LAN Value Card does
not have to provide any personal information.

5 Current international ICT infrastructure situation

5.1 Breakdowns, failures

Malfunction of Pakistan’s international Internet connection

At the end of June/beginning of July, Pakistan suffered an extensive malfunction of its
Internet communication with foreign countries. According to the Pakistan Telecommunication
Company Ltd. (PTCL), the cause was damage sustained by an undersea glass-fibre cable that
carries must of Pakistan’s IP connections abroad. During the repairs, which lasted about two
weeks, the IP connections were redirected through other channels, so that Pakistan’s Internet
addresses (.pk) could still be accessed, although waits had to be expected.

A possible cause was the strike of PTCL employees, who were protesting the planned
privatization of the company. Only shortly before the incident, the military had arrested
hundreds of employees and assumed control of the central telecommunications facilities. The
incident illustrates how important a redundant Internet connection is for secure and trouble-
free operations.

5.2 Attacks

Root Kit case

In June 2004, MELANI learned of a significant case of an internationally conducted
electronic attack. A university system in Switzerland was compromised. In September 2004,
additional compromised university systems were identified, including hosts in Sweden, the
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United Kingdom, the United States, and Switzerland. The passwords collected in this way
were in turn used for logging on to further systems. In Switzerland, a computer at a research
centre was also compromised, in addition to the affected university. The type of the attack
indicates that it was committed by an experienced person or group.

At the beginning of October, MELANI was informed that the attacker was someone
using the nickname “STAKKATQO”. In Sweden and the United States, investigations against
STAKKATO were already underway during this time.

In December 2004, MELANI was informed of a further compromised machine in
Switzerland.

At the end of December 2004, MELANI received information from the same source
that most of the activities observed in July and August 2004 could be traced back to Sweden.
Finally, this group was identified in Sweden in January 2005: It was a group of young people
with solid expertise.

The Root Kit case was committed by the same perpetrators who had already broken
into the Cisco network in May 2004, as had been reported in the media. At that time, about
800 megabytes of source code of the Cisco router software had been stolen.

The Root Kit case clearly illustrates how important international cooperation is —
without international communication and cooperation, this case could never have been
exposed. Without a confidential contact office, which may also be approached by a Swiss
company even without filing charges, the extent of the Root Kit case — and its threat potential
—would probably never even have been recognized in Switzerland (at least officially).

Targeted distributed denial-of-service (DDoS) attack against heise.de

An illustrative example of a DDoS attack as it can be executed by means of a botnet was an
attack on the webserver of the Heise magazine publishing house in Germany. Heise maintains
the most frequently visited German-language IT news source on the Internet at www.heise.de.

From 10am on Monday, 31 January 2005, until Tuesday evening (1 February 2005),
heise.de was severely affected by multiple DDoS attacks and was even shut down entirely for
five hours. So many requests were simultaneously directed from various sources against the
website that the load balancer, which distributes all queries to www.heise.de among 25
individual webservers, was overwhelmed. Normally, this load balancer has sufficient capacity
to process even the largest rush of visitors and distribute them among the webservers. Over
the course of the attack, however, the balancer had to be restarted numerous times, and a
memory upgrade did not suffice to withstand the attacks.

The Heise technicians and the attackers engaged in a game of cat and mouse over
many hours: The attackers reacted to each action taken by the technicians with an adjustment
of their data packet flow, so that the defensive measures remained ineffective for a long time.

The Heise publishing house filed criminal charges and announced an award of
EUR 10,000 for helpful information. On 2 February, Heise called on the support of network
administrators in finding the perpetrator with the goal of obtaining one of the malicious
programs on one of the computers used in the attack. MELANI has no further information on
the success or failure of Heise’s search for the perpetrator.

The DDoS attack on Heise illustrates the significant destructive potential of such
attacks. The Heise portal is one of the largest and most important in Germany, distributed
among several server systems — and nevertheless, the attacker was able to shut down the
website of the publishing house for hours. For a company that relies primarily on its web
presence (classic examples are google.com, amazon.com, and ebay.com), such a breakdown
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can have disastrous consequences. In addition to financial losses arising from the defensive
measures and the loss of income, a non-quantifiable loss of confidence entailing further
financial consequences must be taken into account.

DDoS attack against Internet payment service WorldPay

A further case of a DDoS attack took place at the beginning of October 2004 against the
American Internet payment service WorldPay, seriously interfering with the operations of the
online portal. By flooding the site with a large number of queries, the execution of
transactions was significantly slowed down, but without endangering security. All
transactions could still be processed.

In November 2003, WorldPay had already been the victim of a similar attack. The
provider, which is owned by the Royal Bank of Scotland, has about 30,000 online dealers in
over 70 countries as its customers, including Vodafone and Sony Music Entertainment.

WorldPay is one of the largest providers of financial transactions on the Internet;
thousands of other online service providers rely on it for their business transactions. It can be
assumed that the IT infrastructure of WorldPay met the highest security criteria, which were
probably even additionally strengthened after the DoS attack in November 2003 to optimize
its defences against DDoS attacks. Nevertheless, this infrastructure apparently did not suffice
to protect itself completely against a large, distributed DoS attack.

DoS attacks against servers of the Japanese government

Not only private companies have been victims of DoS attacks: In the third week of February
2005, several Japanese government websites were exposed to such attacks. No permanent
damage was caused to these systems — but the attack was also not intended to cause damage.
The Japanese government is now reviewing its IT security strategy.

The attacked websites belonged to the office of the prime minister and the cabinet
office. The attack led to a failure of online services, triggered by massive data queries. Several
times, the sites were unavailable. Shortly after the attacks, the servers resumed service as
usual. The Japanese government is investigating the incident, but is still groping in the dark.

In addition to the conclusions drawn from the previously discussed attacks, in should
be noted in connection with this incident that government services on the Internet are
obviously likewise not immune from attacks of this kind. As an asymmetric weapon to get
political attention, such attacks should be expected more frequently in the future. In this
context, an additional motive can be attributed to DoS attacks, alongside motives of sabotage
and enrichment: political propaganda and the attempt to influence the political process. DoS
attacks could arise in the future as a means of so-called “information warfare” — for such
attacks are not only available to criminals, but also to terrorists, states, and interest groups.

Pharming attacks against the Domain Name System (DNS)

As the Internet Storm Center (ISC) announced in April, several targeted pharming attacks
took place against the DNS Internet service in March and April.

The DNS service is responsible for the resolution of domain names: Someone
searching for www.melani.admin.ch, for instance, sends a query to the DNS server
responsible for the Swiss domain (.ch) and receives the IP address of the URL, so that the
page can be displayed on the browser. In a pharming attack, the attacker compromises the
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database of the DNS server, so that the DNS server — unnoticed by the querying user — sends
a false IP address as a response to the query. In this way, it is possible to redirect all users of a
particular DNS server to a particular website, via which malicious code is then usually
distributed (for more detailed explanations, see chapter 3.2).

It is estimated that up to 1000 companies were affected, especially in North and South
America. All employees were redirected in this way to websites via which spyware was
installed. Even though no espionage was conducted in the reported cases, this method could
be used to infect company networks with malicious code, by means of which data, e-mail
correspondence, passwords and more could be recorded, collected, and then forwarded to the
attacker (in this context, see below: attack on critical infrastructure in the United Kingdom,
and in chapter 5.3, CardSystems data loss and espionage affair in Israel).

Football World Championship worm / Distribution of right-wing extremist propaganda:
Sober worm

At the beginning of May, a new worm (Sober, in various versions) quickly spread through the
Internet, thanks to a clever social engineering technique. Only two weeks after the end of the
first application round for football World Championship tickets, a counterfeit e-mail
announced what millions had been waiting for — that they had received a World
Championship ticket. Anyone who clicked on the attachment was infected.

Sober collected all e-mail addresses saved on the computer, mailed itself to these
addresses, deactivated anti-virus products and the Windows firewall, and, within an extremely
short period of time, became the most successful mass-mailing worm so far — briefly, up to
77% of worldwide malware traffic was generated by Sober.

Only a few days later, Germany was flooded with a wave of propaganda spam and
right-wing extremist slogans: Subject lines included “foreigners given preferential treatment”,
“mass tax fraud by foreign workers”, and “Germans will be ripped off at the doctor’s office”.
As it soon turned out, the World Championship worm Sober was responsible for the spam
mailings. Computers infected with Sober downloaded a new Sober variant (Sober.Q) from the
Internet, which at a pre-determined time began sending the spam messages.

Sober.Q is the second major incident involving propaganda spam. Already in April
and May 2004, its predecessors Sober.G and Sober.H attracted attention. During the elections
to the European Parliament in the EU, they sent out right-wing extremist texts and achieved
considerable dissemination. The sending of right-wing extremist messages by Sober.Q
discussed here must be seen against the backdrop of the celebrations of the 60th anniversary
of the end of the Second World War. Additionally, elections took place shortly after the attack
in the German state of North Rhine-Westphalia, in which the National Democratic Party of
Germany wanted to confirm its successes in Saxony. Sober.Q did not, however, distribute any
legally actionable material (e.g. within the scope of the anti-racism law): The e-mail merely
contained a collection of links to URLs on the Internet (sites of the National Democratic
Party, Spiegel magazine, the TAZ newspaper, Heise Online, etc.) that either can be attributed
to the right-wing extremist scene or that contain articles the Sober author apparently
interpreted in a right-wing extremist manner. The slogan in the body of the e-mail was “See
for yourself”. The author is probably the same person who already had engaged in political
spam propaganda the previous year. An increase in this form of attempts to influence the
political process should be expected in the near future.
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Targeted espionage attacks against critical infrastructure in the United Kingdom

As was announced by the British NISCC (National Infrastructure Security Coordination
Centre) in June 2005, a series of targeted attacks against government offices and operators of
critical infrastructure has taken place in the United Kingdom since the middle of 2003.

In these incidents, the attackers primarily targeted staff members with access to
sensitive data. They were approached using clever methods of social engineering. The subject
line of the e-mail with which the Trojan horse was smuggled in often contained information
of interest to the staff member and had been researched in advance by the attacker in the close
environment of the staff member. The e-mail itself contained links to innocuous news
websites or attachments that looked like news reports.

The Trojan horses used were able, for instance, to collect passwords, take screen shots,
scan the network, take over complete control of the compromised system, or send documents
via the Internet. The goal of the attacks was to collect confidential information of strategic or
commercial value.

It is particularly remarkable that the Trojan horses used had not surfaced anywhere
else and were therefore not known to any anti-virus software company. Because of this, the
pests were able to act for months unnoticed. However, officials proclaimed that no
confidential information was stolen.

The origin of the attacks is unclear, although they likely came from the Far East, as
NISCC announced. The clever and targeted approach makes a major, wealthy player likely.

In the first half of 2005, an increasing number of targeted attacks with tailored
espionage programs was observed (see, e.g. industrial espionage in Israel or theft of millions
of credit card datasets in the next chapter and the general discussion in chapter 2.4). MELANI
expects this trend to increase in the near future.

5.3 Crime

DDoS and spam attacks against payment

As indicated several times in chapters 2 and 3.2, the users of botnets and the developers of
malware now primarily pursue commercial objectives. In the United Kingdom, for instance,
the case of the “Randex” botnet became known in the 4th quarter of 2004, operated by four
minors (Canadian and British citizens). The group infected thousands of computers with its
Randex computer virus and installed a program that established contact with its master via an
IRC channel. The program was able to search for CD keys of games, initiate DDoS attacks
against specific servers, or continue to download additional malicious software unnoticed and
at will. For example, a SOCKS proxy server was downloaded onto the infected machines,
enabling the infected system to be used to forward spam e-mails. As the American FBI
discovered, the Randex group also rented out its botnet commercially. Apparently, the CEO
of an American company specializing in the sale of satellite receivers paid the group money
to conduct a DDoS attack on the websites of his competitors (e.g. rapidsatellite.com,
weakness.com). It also was discovered that the Randex group apparently had received the
assistance of 21-year-old Axel G. from Germany — the developer of “Agobot” and “Phatbot”.
The Randex group apparently employed one of his tools to execute its http flood attack.

As discussed in chapter 2.1, the motives of attackers shifted in 2004 from intellectual
curiosity to enrichment. This example illustrates how money can be earned with DDoS and
spam attacks.
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But hackers can earn money not only with DDoS and spam activities. For instance,
exploit code for a known security hole can be bought on the right site or forum for $100 to
$500; for an undiscovered security hole, the price rises to $1000 to $5000. Lists with the IP
addresses of infected systems, which for instance could be used to distribute spam, can
already be bought for $150 to $550. The data for about 1000 still valid credit cards can be
obtained for a price between $500 and $5500. An experienced professional hacker selling his
services to spammers or for phishing purposes, for example, can reach an annual income of
about $200,000.

Cases of blackmail have also become known: A brief DDoS attack that does not
completely shut down the infrastructure of the victim is executed, so that financial demands
can then be made against the company. If the demands are not met, a larger, catastrophic
attack will be launched. The number of unreported incidents of this type is probably
considerable, since an affected company is unlikely to approach the public or the authorities
in such a case, in order to protect its image.

ChoicePoint client data compromised: Threat of identity theft

As became known in February 2005, criminals enjoyed unimpeded access for more than a
year to the personal data of at least 35,000 people. The affected company, ChoicePoint Inc.
(Georgia, United States) is the largest U.S. specialist for reviewing job applicants.
ChoicePoint makes its information available to the government, private businesses (e.g.
insurance companies), and landlords for the purpose of assessing the risk of a new client or
potential renter. According to its own information, ChoicePoint has access to more than 17
thousand million official datasets.

Several experts, however, estimate that the personal data (social security numbers,
credit card and account information, etc.) of more than 100,000 people was compromised.
The data could be used by swindlers for identity theft, for example. The Los Angeles Police
Department and the FBI, who are investigating jointly, have discovered at least one case of
identity theft with an identity obtained from ChoicePoint. However, it looks as if more than
750 of the datasets obtained have already been used fraudulently.

The swindlers gained access to the data by pretending to be a legitimate company
requesting access to information. In this way, they managed to get hold of approximately 50
standard customer accounts, with which they gained normal access to the data — in other
words: the system was not penetrated. The illegitimate companies were founded by the
swindlers with pretended identities. The case was already exposed in October 2004, when a
faxed application of an illegitimate company for an account with ChoicePoint aroused
suspicion.

What is remarkable is that ChoicePoint allowed over four months to pass from the
time of discovery of the incident to the time it was reported — it is highly questionable
whether the incident would ever have become known without a California law that forces the
administrators of such data to make a report if an incident occurs. In general, there is likely to
be a large number of unreported cases of loss of such sensitive data. It should be emphasized
in this context that, in addition to ChoicePoint, several other American data warehousing
companies have suffered data theft (such as LexisNexis), not all instances of which can be
discussed in detail here.
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Industrial espionage: theft of millions of credit card datasets with a Trojan horse

In May, several million credit card datasets were stolen from the U.S. company CardSystems
Solutions. The affected clients must expect that goods or services will be charged to their
accounts. Several hundred Swiss credit card holders also have been affected by the incident.
The magnitude of the damage is still unclear.

Each year, CardSystems performs transactions amounting to over USD 25 billion
between retailers, clients, and credit card companies. The swindlers stole datasets for
MasterCard and Visa, presumably also for American Express and Discover. At least 200,000
of the stolen datasets are complete, so that they can be used to make online transactions.

The fault for this ID theft incident (see chapter 2.3), the largest so far, is to be located
with CardSystems itself: Employees had temporarily stored transaction data locally in the
company network, in violation of rules. This data was then read by a spy program (Trojan
horse) and forwarded to the attackers. The spy program had previously been smuggled in a
targeted manner into the CardSystems computer system through a security hole.

As in the case of industrial espionage in Israel (see the next section) and in the case of
targeted espionage activities against the United Kingdom (see chapter 5.2), a spy program
was used here to target the victim exclusively. From the perspective of MELANI, this
approach is worrying: Through a targeted and limited deployment of the pest, the pest
remains unknown to all anti-virus programs, so that the attacker has enough time for a long-
running, far-reaching espionage activity against the affected company (see chapter 2.4).

Industrial espionage in lIsrael

At the end of May, a significant case of industrial espionage was exposed in Israel. With a
Trojan horse that was developed and deployed in a targeted manner, several major companies
were spied on by competitors for months. The clients included mobile phone providers,
satellite TV providers, and automobile importers.

18 people were arrested in this case in Israel and the United Kingdom, including the
developer of the spy program and his clients. Through private detective agencies, the clients
had hired the computer specialist M. Haephrati, who wrote and circulated the malicious
program. In return for a monthly “fee” of GBP 1,500, Haephrati sent an infected CD-ROM to
selected companies. The Trojan horse was adapted to the needs of the clients on a case-by-
case basis.

The case was exposed because Haephrati also used the program for a personal
retaliation campaign against the stepfather of his ex-wife. It is assumed that the spy program
was in use off and on for over two years.

The detective agencies involved enjoyed a perfect reputation and were licensed by the
Israeli Ministry of Justice. A company in Switzerland was also affected — but this company
was only involved for personal reasons, and no systematic industrial espionage was
undertaken.

Also in this case, dissemination was not rapid, but rather targeted, slow, and
inconspicuous, remaining beneath the radar of the anti-virus software, which made discovery
of the Trojan horse almost impossible. The spy program allowed the attacker to take over
complete control of the compromised system and to access files, e-mail correspondence, and
other confidential company data.

As discussed in chapter 2.4, MELANI expects that this type of economic espionage is
still in its infancy and will therefore grow rapidly in the future.
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5.4 Terrorism

Cyberterrorism debate in the United States

A speech by former CIA Director Robert Gates at a terrorism conference at the beginning of
December 2004 launched a debate in the United States on the topic of cyberterrorism. In his
speech, Gates claimed that cyberterrorism was potentially the most catastrophic weapon of
mass destruction so far, capable of crippling the American economy (Gates verbatim!):
“When a teenage hacker in the Philippines overnight can wreak USD 10 billion in damage to
the U.S. economy by implanting a virus, imagine what a sophisticated, well-funded effort to
attack the computer base of our economy could accomplish.”

Already six years ago, the CIA and the National Security Agency (NSA) ascertained
during an exercise with 50 computer specialists that only a few days of preparation would be
sufficient to, for instance, attack the national energy supply. As an example, Gates referred to
the blackouts in the Northeast of the United States in 2003: “What | am talking about is
bringing the U.S. economy to its knees.”

In view of the fight against terrorism, which Gates claims is threatening to become as
long-term as the confrontation with communism, a catastrophic attack must be expected
sooner or later. A survey by the Pew Internet & American Life Project of 1286 computer
security experts in the U.S. confirmed this view only a few weeks later: 66% believed that at
least one catastrophic attack against the networked information infrastructure or the electricity
network of the United States should be expected in the next ten years. Only 18% believed
such a scenario to be unrealistic.

In a Senate hearing, the directors of the CIA and the FBI addressed the same topic.
They also assess the threat to be real and note a continuous increase of players with the skills
and the requisite intent to use computers for illegal acts. In their view, the threat emanates
both from foreign countries, which might use significant resources to prepare technologies for
an attack on the information systems of the United States, and from non-state players such as
terrorist groups and hackers. State players are more dangerous, since they have the technical
and financial means to launch an attack against the U.S. economy or national security.
Terrorists have not yet reached this point, but they have recognized the importance of
information systems for the everyday U.S. economy and U.S. national security and are
undertaking to recruit mathematics, computer science, and engineering students.

The main reason for the rising apprehension in the United States is the increased
orientation of hackers toward financial gains: Once this pool of specialists is recruited by
terrorists, governments, or criminal organizations, the potential for a successful cyber-attack
against critical infrastructure will grow dramatically.

Even if the statements of the aforementioned experts are correct, they must
nevertheless be put into perspective. Indeed, a greater impact on the economy by hacker
attacks must be expected — but many experts are firmly convinced that no human lives would
be directly endangered thereby and that therefore no direct comparison can be made with
conventional, physical terrorist attacks.

Security experts for critical infrastructure also emphasize that a successful cyber-
attack on such systems is unrealistic without detailed insider knowledge. Even though it may
be possible to infiltrate computer systems such as those securing the water supply, it would be
almost impossible to produce dramatic effects on the control systems. Should this
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nevertheless occur, the automatic control systems could be quickly deactivated, and the
supply could be secured manually. It should therefore be assumed that a physical attack
would promise far greater success for the foreseeable future.

More probable would be a combination of a physical attack with a cyber-attack. For
instance, if after a physical attack in the manner of 11 September 2001, cyber-terrorist
methods are employed to interfere with the organization of the rescue units, government
communication, or the supply of the population with information, then this could massively
expand the magnitude of the physical attack.

An increase in the pests emanating from e-mails or directly distributed via networks,
identity theft, DDoS attacks, and data manipulation should indeed be expected — but
potentially successful attacks against critical infrastructure are not (yet) to be expected in the
next few years, given the lack of insider knowledge of the attackers. It still remains to be seen
how the situation will evolve — after all, more and more countries are becoming dependent on
information infrastructure and are not necessarily able to implement the same security
precautions as European countries or the United States.

In order to protect national economies from the growing digital threats, however, an
expansion of national emergency teams will be necessary in the next few years — an
assessment that is shared by many security experts worldwide. Solely in October 2004,
damage amounting to about USD 15 billion worldwide was caused by open or hidden digital
attacks. Especially smaller and medium-sized businesses will in the future hardly be able to
defend themselves independently against larger attacks, which is why a national contact office
for such problems is becoming ever more necessary.

With the establishment of MELANI and SONIA?®, Switzerland is on the right path —
after all, MELANI not only offers a contact point for operators of critical infrastructure, but
also for the public and small and medium-sized businesses if problems arise.

Currently, the use of digital means in terrorist circles is limited exclusively to
propaganda, recruitment, and the procurement of financial resources. On the laptop of the
terrorist responsible for the Bali attacks in 2002, for instance, evidence was found that he
intended to finance his activities with cyber fraud. In the coming years, however, it is
certainly possible that terrorist attacks will make increased use of digital means.

United States: IT security deficits of the Federal authorities

As the New York Times reported the beginning of June 2005, the Inspector General of the
U.S. Department of Homeland Security (DHS) noted in a report that the computer systems of
the Department often exhibit grave security deficits. For example, the Transportation Security
Administration, Customs and Border Protection, and the Coast Guard have not even installed
backup systems.

According to the report, even the Federal Emergency Management Agency has shown

great negligence and is not prepared for an emergency. Apparently, 80% of the IT systems of
the DHS are unable to provide important data in an emergency. This could have particularly

® SONIA: Swiss Special Task Force on Information Assurance. MELANI acts as a permanent analysis
centre for SONIA and alerts it in the event of an emergency. SONIA is intended to advise the Federal
Council in the event of serious disturbances and to support it in its decisions. SONIA is under the
supervision of the Federal Strategy Unit for Information Technology (FSUIT). The Federal Office for
National Economic Supply is represented in this Special Task Force by experts from the military staff.
See: http://www.bwl.admin.ch/deutsch/themen-infra-ict-assurance.asp (as of: 8 June 2005) and
http://www.isb.admin.ch/intranet/sicherheit/00791/index.html?lang=de (as of: ditto).
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fatal effects, the report complains, with respect to the monitoring of air passengers, for
example.

Only a few days later, the Government Accountability Office (GAO) reported that the
U.S. Federal authorities are in general not adequately armed against Internet threats such as
spam, spyware, and phishing. The recommendations and requirements defined by the Federal
Information Security Management Act of 2002 (FISMA) have mostly not been applied.

In addition, it is clear that even the U.S. authorities do not report incidents concerning
cybersecurity, although they are required to do so and the private sector is being called upon
to make such reports. The GAO report emphasizes that without effective coordination, the
Federal authorities are unable to identify and combat cyber-attacks.

United States: Department of Homeland Security (DHS) neglects cybersecurity
responsibilities

In May, the Government Accountability Office (GAO) accused the DHS of grave deficits in
building up protective measures against cyberterrorism attacks. Since the beginning of 2003,
the IT security responsibilities of the FBI and the U.S. Departments of Defence, Commerce,
and Energy have been concentrated in the DHS.

Among other problems, the DHS has failed to develop an emergency plan to restore
Internet infrastructures after a cyber-attack. Also, no worst-case scenario has been drafted that
would allow identification of the potential weaknesses in the national IT security strategy of
the United States. Although the threat of attacks from the Internet (terrorists, foreign
intelligence services, criminals, spammers, spyware authors, botnet operators) continues to
grow, the DHS has not sufficiently fulfilled any of its thirteen cybersecurity responsibilities.

United States: Director of the Secret Service calls for cybersecurity cooperation

Ralph Basham, the Director of the U.S. Secret Service, called upon businesses at a conference
the middle of May to increase their reports of incidents to the authorities in the field of IT
security. Without the help of the private sector, the fight against cybersecurity threats could
not be won.

As a reason, he cited that fewer and fewer incidents only affect a single company: “An
intrusion for one represents a collective threat for us all.” The exchange of information
between prosecution authorities and the private sector must therefore be massively improved.

In the framework of the Swiss Reporting and Analysis Centre for Information
Assurance (MELANI), such an exchange of information between operators of critical
infrastructure and the authorities is undertaken within the so-called “closed constituency”
under regulated conditions and is continuously being expanded.
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6 Prevention

6.1 Software

Expansion of home computer protection to spam and phishing

Until now, the protection of a home computer normally has been limited to a virus scanner
and a firewall. This will change in the near future. Just as today it should go without saying
that everyone should install an anti-virus program, protection from phishing and spam will
also be indispensable in the near future. The trend is towards complete solutions, so-called
security packs. With PCillin, Trendmicro has presented such a complete solution. In addition
to virus and spam protection, it also contains protection from phishing attacks. However, the
tool does not yet access a central database with saved phishing pages, but instead, it performs
a scan after part of the credit card number, which must be specified upon installing the
program, has been entered.

There has also been considerable progress with respect to programs that “only” act
against phishing. A so-called “spoofstick” can be installed against simple URL spoofing; the
spoofstick displays the address where the user is currently actually located, thereby helping to
foil address spoofing. Netcraft offers a program that is technically even cleverer. For each site
accessed, a database is consulted to determine where the site is hosted, how long it has
already been active, and whether it has been reported as a suspicious phishing site. This
allows the user to roughly assess the authenticity of the site. Phishing pages can also be
directly reported with this tool. An initiative aiming in the same direction is offered by the
U.S. security specialist Wholesecurity, which wants to initiate a reporting system called
“Phishing Report Network” for fraudulent websites. The first companies planning to
participate are Microsoft, eBay, PayPal, and Visa. The database is intended to register as
many phishing attacks as possible and save these reports in a central database, which other
countries will be able to consult in order to block access to the fraudulent sites.

It can also be assumed that Microsoft will integrate a large part of this kind of
protection into the next version of its operating system or will offer relevant programs for
download already in advance. Recently, Microsoft has started offering a virus recognition and
removal tool via AutoUpdate on every “Patch Tuesday” (every second Tuesday of the
month); the tool is designed to recognize and remove 30 current viruses. Also, Microsoft has
taken a first step in this direction with the beta version of its anti-spyware program (MS
AntiSpyware Beta). This program will presumably be offered for free in a basic version once
it has been completed. Mozilla is also working on a Thunderbird version that triggers an alert
when phishing e-mails appear. This indicates that computers will in the future already offer
good basic protection upon purchase. False usage by users can be reduced in this way, even if
it cannot be prevented completely.

Systems for secure verification of the e-mail sender

Approximately three quarters of all e-mails sent are now either spam (unwanted
advertisements), malware, or both. The reliable identification of such e-mails continues to be
tricky. Spam is still worthwhile for the sender, since up to 60% of e-mail users react to such
messages.

Malware is discovered relatively reliably by virus scanners. What is important here is
primarily the time that elapses between the first sighting of malware and its recognition by
virus protection programs. The differences between the different manufacturers are
significant. In addition, it is turning out that a single product does not work reliably enough in

Information Assurance: The Situation in Switzerland and Internationally -29
Semi-annual report 2005 / | (January to June)



IELANI Reporting and Analysis Centre for Information Assurance

a commercial environment. MELANI therefore recommends using two or more products
sequentially.

Recognition of spam is considerably more difficult. In order to ensure reliable
recognition, a large number of different tests must be employed. The body of the e-mail
message is searched for phrases and characteristics that are typical for spam or that occur
more frequently. There are also attempts to ascertain the origin of the e-mail messages.
Several proposals exist in this regard, such as the Sender Policy Framework (SPF) or the
Sender ID System developed by Microsoft. A planned joint development of these systems has
unfortunately been abandoned. Also, correct implementation of these systems is difficult. It is
currently unclear what the prospects for these technologies are. Some popular spam filters
already employ these technologies.

Finally, there are services that try to ascertain the frequency of an e-mail message. The
more often the same or a similar message is seen, the higher the probability that it is spam.
Such systems include the Distributed Checksum Clearinghouse (DCC), Spamcop,
Spamhouse, Razor, and others. Since these systems adapt quickly to new circumstances, they
are relatively successful.

Most spam and malware e-mails are now being sent via botnets. The fight against
botnets is therefore one of the most important measures in the fight against spam, since this
allows the problem to be combated at the roots. Spam filters, in contrast, only combat the
symptoms.

6.2 Miscellaneous

Requirements for online banking sites

Last year, the German Fraunhofer Institute SIT (Secure Information Technology) tested 12
German online banks. Although the results are not directly transferable to Switzerland, it is
nevertheless interesting to briefly enumerate the assessment criteria. The following criteria,
among others, were included in the assessment:

A consistent use of addresses across the entire website makes it easier to create simple,
manageable rules. The online banking pages should be placed under the same second-level
domain as the public website of the bank.

The address must be visible in order for the user to verify it. The URL must be visible
throughout the entire online session. No windows should be opened, especially not without
URL and menu bars.

All banks employ the SSL protocol for their online banking sites. The security
certificates transmitted by the protocol are the most reliable form of authentication. The
certification authority attests the connection between the address visited and the operating
organization. The security certificate must be valid and made out to the name of the bank.

So that the user can verify the certificate on time before entering data, the login page
must already be loaded via a secure connection.

The clients must be informed about the problem of phishing and the possibilities of
protection.

The bank should provide correct parameters on the website with which the client can
verify the authenticity of the site: the URL of the banking website and the parameters of the
security certificate.

Information Assurance: The Situation in Switzerland and Internationally -30
Semi-annual report 2005 / | (January to June)



IELANI Reporting and Analysis Centre for Information Assurance

In cases of suspicion, clients should first ask their bank whether a request for data
entry is legitimate. For this purpose, the bank should provide contact information (e.g.,
telephone numbers and an e-mail address).

In connection with phishing, banks repeatedly inform the client that they do not send
out requests for the entry of sensitive data by e-mail. Most transparent for the client would be,
however, if e-mail correspondence would be refrained from altogether, at least upon request.
Clients should therefore not be forced to provide their e-mail address.

In Switzerland, sensitivity regarding electronic bank transactions is very high.
Accordingly, the quality of e-banking sites is also very high.

In this connection, it is interesting that banks themselves take the IT security of a
company into consideration when evaluating its creditworthiness. According to a report of the
computer magazine iX®, rules under the capital adequacy agreement “Basel I1I” will become
binding throughout the EU by 2007 to minimize risk in granting loans. The more business
operations rely on technical infrastructure, the more credit decisions will also ultimately
depend on active IT risk management. Companies that save on IT will decrease their rating
and must take higher interest rates into account. In the worst case, loans may even be denied.

In order to achieve a good assessment of IT security in a loan evaluation, system
administrators should define appropriate early-warning and defensive measures and develop
an emergency program for the worst-case scenario of a system failure (incident response).
Training and a security policy laid down in writing are also part of this. Above all, the
systems must be kept up to date. The problem, however, is that the IT provisions of the Basel
Committee are relatively vague.

7 Activities / Information

7.1 State activities and information

Switzerland: Federal Council will strengthen fight against Internet crime

In mid-December 2004, the Federal Council sent two draft laws for consultations that aim to
clarify the legal situation of content providers, service providers, and access providers. The
draft laws specify under what circumstances providers can be held liable, and they aim to
strengthen federal powers in the first investigation phase.

The first draft law provides that content providers (offering Internet content) will
continue to remain fully responsible for the illegal content emanating from them, while the
hosting provider (provider of memory space) may only be prosecuted as an accomplice,
instigator, or accessory if he intentionally allows illegal information to be uploaded onto his
computers. If he should learn of such content after the fact, however, he shall now also be
held criminally liable if he does not prevent the use of the content or does not report the
content to the prosecution authorities (under existing law, the illegal content does not have to
be reported). The same rule shall apply to providers of Internet search engines. Access
providers (providing access to the Internet) shall, in contrast, not be held accountable, since

® See: iX issue 12/04.
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their services are confined solely to technical and automated processes (connecting to the
Internet).

The second draft law redefines investigative powers in cases of Internet crime. In the
first phase of investigations, federal authorities shall be granted more powers. The Office of
the Attorney General of Switzerland and the Federal Criminal Police shall be able to
undertake initial and urgent investigations, without giving rise to federal jurisdiction, in cases
where Internet crime is involved and the canton of origin is unknown.

Both draft laws from the Federal Department of Justice and Police are based on
insights gained from the Genesis operation against paedophilia on the Internet and a report of
the Network Crime expert commission; it also follows the corresponding EU rules.

Consultations will be conducted until the autumn of 2005. A negative reaction from
affected Interest groups is to be expected in part, however. A detailed analysis of the
consultation results will follow in the second semi-annual report for 2005, which can be
expected around January/February 2006.

EU: Progress in anti-spam policy

The Member States of the EU are currently in the process of signing a new document that
aims to regulate the cross-border exchange of spam complaints within the EU. The protocol
bears the weighty title of “Cooperation Procedure Concerning the Transmission of Complaint
Information and Intelligence Relevant to the Enforcement of Article 13 of the Privacy and
Electronic Communication Directive 2002/58/EC, or Any Other Applicable National Law
Pertaining to the Use of Unsolicited Electronic Communications”. So far, however, it has only
been signed by Italy, the Netherlands, Austria, Lithuania, the Czech Republic, Belgium,
Denmark, France, Greece, Malta, Spain, Cyprus, and Ireland.

The goal of the regulation is improved cooperation within the EU between authorities
working on the suppression of spam. Every EU member shall be able to deposit a complaint
in the country of origin (another EU member), which must honour the complaint as if it were
a national complaint. The reporting country must be kept informed on progress made.

It is still unclear how much can be expected from the new EU regulation. Critics point
out that there are not even offices in all Member States dealing with the problem of spam.
Much more cooperation would therefore be necessary than envisaged by the new protocol. So
far, the protocol has not even been recommended officially. Signing of the protocol is even
voluntary.

Fundamentally, however, any effort to reduce unsolicited e-mail correspondence
should be welcomed. It is obvious that a successful fight against this problem must be
international — the implementation of directives, however, can simply not be expected from
one day to the next.

EU: Tougher action against hackers

On 24 February 2005, the EU Council adopted a controversial framework decision
reorganizing the prosecution of attacks against information systems. For the first time,
binding rules concerning cybercrime will be established for the Member States.

The framework decision provides that acts such as unauthorized penetration of
computer systems (hacking), dissemination of viruses, or denial-of-service attacks shall be
prohibited. The “intentional access without right to the whole or any part of an information
system”, and “intentional serious hindering or interruption of the functioning of an
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information system” or “intentional deletion, damaging, deterioration, alteration, suppression
or rendering inaccessible of computer data” when committed without right shall be made
punishable. Instigation and aiding and abetting shall also be prohibited. Imprisonment of up to
three years, and up to five years when committed in the framework of a criminal organization,
shall be imposed. Improved exchange of information concerning such criminal acts was also
decided. “Minor cases” shall be exempt from prosecution, but not the originally envisaged
privilege for security experts when undertaking security tests.

Especially with respect to harmonization of substantive law, the new EU rules closely
follow the Cybercrime Convention of the Council of Europe, which has been in force since
July 2004, thereby adjusting EU law to the provisions of the Cybercrime Convention. Critics
are concerned that the law goes too far, especially since security testers could, in their view,
also be criminalized. In fact, however, access or interference is only concerned “without
right” when it is “not authorised by the owner, or other right holder of the system or part of it,
or not permitted under the national legislation”.

The EU ministers concluded by explaining why they adopted the decision despite the
heavy criticism: because of the growing concerns about the potential of possible terrorist
attacks against information systems and the growing activities of organized crime in this field.

In Germany, for instance, mere access to a data processing system or data sabotage of
private individuals must now also be made punishable, as is already the case in Switzerland.
However, Swiss legislation does not expressly contain the criminal acts of “deterioration” or
“suppression” of data, in contrast to the new EU rules. While the EU framework decision
requires criminal penalties, except in “minor” cases, the corresponding articles of the Swiss
Criminal Code (articles 143bis, 144bis) define some offences of this kind as requiring an
application for prosecution, not as public offences. Swiss law also imposes fines for some of
these offences and thereby falls short of the minimum penalties required by the EU
framework decision. Swiss law also does not expressly mention the joining and aggravation
of the criminal offences in the case of criminal organizations (article 7 of the EU framework
decision), although it should be kept in mind that an association with the purpose of
committing criminal offences is already punishable in Switzerland (article 260ter of the
Criminal Code).

Germany: Anti-spam law discussed in parliament

In mid-February 2005, the Social Democratic Party and the Greens submitted an anti-spam
law to the German parliament, tightening legal remedies against spam e-mails. Under the
proposal, senders would now be liable to fines of up to EUR 50,000 if they attempt to conceal
their identity. The subject line must already clearly declare that the message is an
advertisement. This would take a similar approach as in the United States.

Both politicians and experts have massively criticized the draft law. The Internet
expert of the Christian Democratic Union/Christian Social Union has, for instance, criticized
that the draft is not suitable to combat the flood of spam. Spamming in guest books or forums
is not even taken into account. Experts complain that the law is counterproductive. Instead of
cracking down on spam in general, the law creates a framework for distinguishing between
“good” spam and “bad” spam — thereby even legalizing spam under certain conditions.
According to these experts, the draft caters too strongly to the desires of business associations,
which want to preserve the possibility of “legitimate” advertisement e-mail. Furthermore, the
draft law does not even regulate the responsibilities of providers with respect to spam
filtering.
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Expert hearings on the draft law before the Parliamentary Committee on Economics
and Labour took place on 18 April 2005 and likewise demonstrated the weaknesses of the
draft. It is therefore expected that the draft will be revised.

Germany and the United Kingdom: new Internet security initiative for citizens

In addition to the existing portal on Internet security for citizens (www.bsi-fuer-buerger.de), a
second Internet site at the URL www.sicher-im-netz.de was launched on 12 March 2005
under the patronage of the German Federal Ministry of Economics to raise awareness for
computer security problems. Microsoft, eBay, T-Online, and a number of business
associations, among others, are participating in the initiative. The declared goal is to reach up
to 10 million households within a few months and to draw their attention to security problems
and Internet crime. Citizens will also be able to obtain a CD-ROM from computer dealers free
of charge containing a “basic security check”.

Only a few weeks earlier, on 23 February 2005, the British Home Office launched a
website on the same topic. Via the URL www.itsafe.gov.uk, home users and small and
medium-sized businesses will have access to information about virus threats and
recommendations on secure Internet use. For this purpose, ITSafe will process data of the
National Infrastructure Security Coordination Centre (NISCC) and will provide an e-mail
warning list.

In many countries, government offices are currently being established to raise the
awareness of citizens on the topic of Internet crime. Both portals mentioned here aim to
appeal to home users with less technical expertise, using clear language free of jargon and
simple configuration instructions — the Confederation is taking the same approach with the
Swiss Reporting and Analysis Centre for Information Assurance (MELANI) and its “open
constituency”.

Experts largely welcome this approach, although some critics believe that security on
the Internet cannot be achieved by raising the awareness of users, but only by introducing
secure standards. According to these experts, it will never be possible to “educate” and raise
the awareness of each and every Internet user — rather, efforts should finally focus on the
elaboration of secure technology.

United States: consultation on new guidelines on IT security for nuclear facilities

At the end of January 2005, the U.S. Nuclear Regulatory Commission (NRC) launched a
public comment phase for a 15-page update to its “Criteria for Use of Computers in Safety
Systems of Nuclear Power Plants”. The currently valid, three-page version is from 1996 and
should now be replaced. The consultation phase has been closed since 14 March 2005.

The basic idea of the new guidelines is to systematically take computer security into
account for every step from the development to the closure of a nuclear power plant. Also, the
guidelines recommend that no connections be implemented with contracting parties or public
networks. Power plant operators are urged to review the effect of every new system on the
security of the facility and to design reaction plans for computer incidents. Manufacturers are
given instructions on how to prevent the risk of saboteurs, who might build “backdoors” or
“logical bombs™ into such security systems already during the development phase.

The greatest and most important criticism of the new rules is that the rules are only
intended to be non-binding and will therefore not be obligatory.
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The reactions that MELANI knows of from manufacturers of such information
systems for nuclear power plants have all been negative. The Californian company Capri
Technology, which manufacturers specialized systems and software for the nuclear industry,
complained that the guidelines are “premature”: They are more likely to deter plant operators
from reorganizing their IT infrastructures than to motivate them to modernize and strengthen
such systems. Before the NRC and industry experts are able to draft clearer guidelines, Capri
Technology considers it counterproductive to issue new criteria.

Framatone, a French company that develops and builds power plants from the start,
has voiced similar criticism. The approach taken by the NRC is too broad, for instance when
it advocates the same requirements for software on a general-use personal computer as for the
firmware of a control chip. According to Framatone, security in this field is too complex to be
reduced to 16 pages.

Dominion, a company working in the same sector based in Virginia (United States)
criticizes the approach recommended against saboteurs in the development phase: How
should a company be able to develop software that its own programmers do not have full
access to? In its criticism, Dominion also points out that a connection to a Web interface, for
instance, does not necessarily entail security risks.

The main problems relating to the security of so-called SCADA systems in power
plants (Supervisory Control and Data Acquisition) can be found with respect to data and
command transmissions that so far have largely been unencrypted, connections to public
networks, and the lack of standardization of the technologies. The new NRC guidelines, in
contrast, are limited solely to connections to public networks — the other topics remain largely
unaddressed.

United States: Protected Critical Infrastructure Information Programme flops

For the last year, the Information Analysis and Infrastructure Protection Directorate of the
U.S. Department of Homeland Security (DHS) has been running a Protected Critical
Infrastructure Information Programme (PCII). It is intended to offer companies with key
functions in the U.S. infrastructure the possibility of reporting details on their physical and
digital vulnerabilities. The programme is based on a law from 2002, which was adopted not
least of all because of massive lobbying by the information technology and
telecommunications industry.

The results after one year are poor: The programme has hardly been used so far,
especially by the information technology industry, as the president of the Information
Technology Industry Association (ITAA) has stated — even though the ITAA was one of the
most active lobbyists in 2002. The IT Information Sharing and Analysis Center, an industrial
security initiative consisting of Microsoft, Oracle, Intel, and others, has also not submitted a
single report to the PCII so far. The electronics industry has likewise shown little enthusiasm
for the programme.

The criticism voiced by the companies affiliated with the programme is harsh and
focuses primarily on two points: First, the electronics industry in particular views the
reporting formalities of PCII as too cumbersome — the reports must be submitted in paper
form, even though the participants would prefer an electronic system. Second, all participants
criticize the unclear further use of information once it has been submitted. While the DHS has
pledged not to forward the information to the outside and not to use it against the interests of
the affiliated companies, it is unclear what additional offices and agencies within the
government are notified of the report.
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As the president of the ITAA remarked, the companies do not report advertising or
marketing information, but must divulge their deepest, best-kept secrets. While the
information flow within the PCII itself may be clearly regulated, the information is forwarded
to various other offices and agencies within the government and even to individual state
governments — and all of this without any control by the reporting company. The reporting
company does not even know where the information is distributed.

MELANI is currently initiating activities with its closed constituency. But the danger
mentioned here does not apply to the Swiss approach: While a secure communications system
is being implemented, the flow of information will be subject to the strict control of the
reporting entity.

UN working group publishes position papers on Internet governance

The UN Working Group on Internet Governance published a number of position papers at the
beginning of February 2005 on the topic of Internet governance. The papers deal with topics
such as DNS administration, telecommunications and convergence, spam, security, and
cybercrime, and are intended to define the triangular relationship between the private sector,
civil society, and governments in the field of network administration. On the basis of these
papers, recommendations are planned to be made by June 2005 to the Secretary-General and
the international community on the future of global network administration.

In order to prevent a devaluation of the Internet, according to the working group, it is
urgently necessary to undertake joint administration efforts and to harmonize research,
incident response, information exchange, technology standards, and legislation
internationally. Through joint efforts, public awareness of the problem should be raised
worldwide. The main threats identified are DNS poisoning, denial-of-service attacks,
weaknesses of the BGP routing protocol, and especially the vulnerability of the network
software employed.

The position papers on name and humber administration and on the organization of the
DNS root server systems are likely to be debated the most heatedly, in which the powerful
role of the U.S. Department of Commerce and the National Telecommunications and
Information Administration (NTIA), which controls the root zone of the Internet, is called
into question. Whether the independence of the NTIA will actually be implemented by 2006
as scheduled remains uncertain.

The borders of the networks of information and communication technology do not
coincide with the borders of States. An effective increase of security can therefore only be
achieved through far-reaching international cooperation. The UN Working Group on Internet
Governance has recognized the most important problems — but to what extent it will be able to
sustainably influence the policy development of individual member states with its
recommendations still remains uncertain.

United States: hacker crew in the U.S. armed forces

A long-standing rumour was confirmed in April 2005: The U.S. armed forces maintain a
highly specialized team of experts able to engage in a “cyberwar” against enemy information
networks.

According to the technology magazine “Wired”, this team is “the world’s most
formidable hacker posse: a super-secret, multimillion-dollar weapons programme that may be
ready to launch bloodless cyberwar against enemy networks — from electronic grids to
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telephone nets.” The unit is named the Joint Functional Component Command for Network
Warfare (JFCCNW).

The central task of the team is to protect the networks of the U.S. Department of
Defense. A further responsibility, “Computer Network Attack”, is subject to strict secrecy. It
is suspected that the team consists of experts from the CIA, the National Security Agency
(NSA), the FBI, four of the branches of the U.S. armed forces (Navy, Army, Air Force,
Marines), civilians, and possibly even members of allied military forces. A former
intelligence officer of the Marines attributes far-reaching attack capacities to the team — even
against enemy military information systems. For instance, the team is suspected of being able
to remove radical Islamic propaganda websites from the Internet within a very short period of
time.

Germany: Interior Minister Schily announces National Plan for the Protection of
Infrastructure

At the 9th German IT Security Congress in Bonn in mid-May, German Interior Minister Otto
Schily announced a National Plan for the Protection of Information Infrastructure in
Germany. At the time of writing, the Federal Ministry of the Interior was still drafting the
report in collaboration with the Federal Office for Information Security (BSI).

“New strategies for combating attacks by hackers and viruses” will be developed for
authorities, businesses, and private users. After the summer recess, the plan will be presented
to the Federal Cabinet. It is planned that the BSI will now also be assigned operational
responsibilities that go far beyond its current advisory functions. Alongside the Federal Office
for the Protection of the Constitution, the Federal Border Guard, and the Federal Criminal
Police Office, the Federal Office for Information Security is intended to be expanded as the
fourth pillar of the interior security architecture in Germany.

One reason for this step, Schily explained, is the at least theoretical possibility of a
cyberterrorism attack, against which Germany must arm itself. So far, the content of the
National Plan has only been hinted at: It includes “clear agreements for the execution of the
requisite responsibilities” and “measures for effective reaction” to an IT security incident. The
BSI is called upon to build up a crisis reaction centre for the federal government and to work
closely together with the private operators of critical infrastructure (in Germany, the sectors
are energy, finance and insurance, transport and supply, emergency and rescue, public health,
and public administration). Strong and binding agreements should be concluded in this
regard; Schily did not exclude the possibility of legislative amendments for this purpose.

United States: senators introduce bill against identity theft

In view of the numerous identity theft incidents in the United States in recent months (see
chapters 2.3 and 5.3), Democratic Senator Patrick Leahy proposed a new draft law concerning
companies that process sensitive data. For his Personal Data Privacy and Security Act of
2005, Leahy has already been able to secure Republican support — Arlen Specter, Chairman of
the Senate Judiciary Committee — which increases its chances of success. Senator Leahy
himself is a victim of identity theft.

The law provides various measures for improving data security: In the future,
companies should only be able to access sensitive data (of citizens) under certain conditions,
such as when granting loans, and only with the consent of the affected persons. The affected
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persons should be able to know what company has saved what data concerning them. Persons
affected by identity theft or abuse should also be informed much more quickly than at present.

Companies holding more than 10,000 datasets of this kind should be subject to special
scrutiny and fulfil stricter security standards.

United States: Federal authorities will switch to 1Pv6 by 2008

As announced the end of June, the U.S. Office of Management and Budget will soon instruct
all Federal authorities to compile inventory lists of their IPv6 compatible systems by 2006 and
to switch their networks to the new IPv6 protocol by 2008. The main reasons for enforcing
the switch are the improved security functions and the possibility of better integration of
mobile surveillance sensors. The only department that has drafted a complete migration plan
so far is the Department of Defence.

The most important innovations in the new IPv6 Internet protocol are additional
security features (e.g. inherent encryption options) and considerably greater address space
thanks to 128-bit addresses.

U.S. does not want to renounce control of the DNS root zone

Shortly before publication of the final report of the UN Working Group on Internet
Governance, the U.S. government unexpectedly announced that it does not want to renounce
its supervision of the Domain Name System (DNS) and the Internet Corporation for Assigned
Names and Numbers (ICANN).

The Assistant Secretary for the U.S. National Information and Telecommunication
Administration (NTIA) presented four key points of U.S. DNS policy in this regard. The U.S.
government would do nothing that could endanger successful and efficient DNS operation
“and will therefore maintain its historical role in authorizing changes or adjustments to the
crucial root zone files”. The Assistant Secretary also stated that the U.S. wants to maintain
supervision of ICANN.

Until recently, the ICANN leadership had declared its interest in transferring DNS
management to the private sector, and it confirmed this view in its most recent strategy plan.

7.2  Private activities and information

WLAN hotspots in the first class compartments of the Swiss Federal Railways expected
soon

Already since the first half of 2004, passengers in the larger train stations of the Swiss Federal
Railways (Basel, Bern, Geneva, Lausanne, Lucerne, Winterthur, and Zurich) have been able
to use their laptops to surf the Internet via a Wireless Local Area Network (WLAN). Thanks
to collaboration between the Swiss Federal Railways (SBB) and Swisscom Mobile, it will be
possible by September 2005 to access the Internet in some trains as well. For now, the service
will, however, only be offered in first class compartments, mainly on the east-west axis.
Bandwidths of up to two megabits per second are planned. If the trial run is a success, the
SBB plan to expand the service to additional first class compartments by the end of 2007.

In principle, the expanded options for train passengers should be welcomed. However,
some concerns exist in the area of security.
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Every Internet Service Provider in Switzerland is required by law to preserve the
connection data of its users for six months and, in the case of illegal activity, to make the data
available to the prosecution authorities (articles 3 and 15, paragraph 3 of the Federal Act on
the Surveillance of Mail and Telecommunications). MELANI unfortunately does not know to
what extent Swisscom is fulfilling this responsibility in the framework of its cooperation with
the SBB — the person responsible at the SBB could not be reached for several days. But
should anonymous access to the Internet be possible in the SBB compartments, then anyone
could compile, view, and download all kinds of illegal content on the train or engage in other
illegal activities on the Internet.

The German National Railways, for example, which intend to start a similar pilot
project between Cologne and Dusseldorf in the autumn of 2005, are planning to only allow
unambiguously identified persons to access the Internet: Clients of the involved provider (D1)
may use their usual access data; other persons receive their login data by SMS. In this way,
the identity of the Internet user can always be determined.

There is also the possible danger of a so-called “evil twin”. The computer of a hacker
pretending to be a hotspot for wireless Internet access is called an evil twin. This creates the
danger for the user of unknowingly logging on to the device of the hacker instead of the
legitimate hotspot — and the hacker is then able to record all data communications. On the
stretch between Zurich and Bern, for instance, which is used by working commuters in the
morning and the evening, this could lead to a considerable potential for economic espionage.

To what extent the dangers indicated here could become reality depends, however, on
the currently unknown details of the technical configuration of the service and can therefore
not yet be definitively assessed at this time.

Microsoft limits updates for illegal copies

At the end of January 2005, Microsoft announced that within a few months, it would make
updates for its operating systems and applications dependent on verification of the licence.
Before  software  or  security updates can be downloaded for the
http://www.windowsupdate.com site or via the AutoUpdate function of the operating system,
the user must first provide evidence of a valid licence.

If no evidence of a licence can be provided, only updates deemed “critical” may be
downloaded. The program, entitled Windows Genuine Advantage, aims to crack down harder
on software pirates — no other software is illegally copied and distributed worldwide as much
as Microsoft operating systems. Microsoft states that it has lost thousands of millions of
dollars to illegal copies in the last ten years.

Microsoft operating systems enjoy a worldwide end-user market share of over 95% —
an impressive figure that, not least of all, could be reached because the systems gained a
foothold in poorer regions of the world thanks to pirate copies. After all, it must be assumed
that about 30% of Microsoft software is unlicensed. Microsoft will not completely deny
updates for illegitimate operating systems and it will continue to distribute critical updates,
since insecure Windows systems endanger the security of other Windows users and the
Internet in general; but experts nevertheless criticize that many important updates will no
longer be installed by a large share of Windows users, which must ultimately result in a
degradation of the security situation on the Internet — since an infected Windows computer
can be used unnoticed for attacks on other systems.
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Manufacturers agree on a Common Vulnerability Scoring System (CVSS)

At the RSA Security Conference in San Francisco at the end of February, leading information
and communication technology manufacturers, including Cisco Systems, Microsoft, Qualys,
and Symantec, agreed to establish a common categorization for security holes. The new
Common Vulnerability Scoring System (CVSS) is intended to replace the manufacturer-
specific designations currently used with a system that employs unambiguous terminology,
thereby harmonizing and simplifying alleviation measures in the event of an incident.

CVSS is part of a project by the U.S. National Infrastructure Advisory Council, a
division of the Department of Homeland Security, with the objective of creating a framework
for the identification of vulnerabilities. CVSS will allow the urgency and criticality of security
holes to be defined unambiguously using standardized criteria.

For this purpose, the following criteria will be taken into account, among others:
access possibilities of the hacker to confidential information, possibilities of the hacker to
manipulate data and possibilities of the attacker to launch a denial-of-service attack, whether
the security hole allows access in and of itself or whether passwords are still required, and the
time elapsed since the discovery of the security hole.

As is true for legislation, suppression, data exchange, and awareness-raising, an
international coordination of efforts is also necessary on the manufacturer side in order to
achieve success.

For instance, the numerous designations by individual manufacturers so far for viruses
(but also for other pests and security holes) and the unclear criteria for determining criticality
have made security administration of distributed, heterogeneous systems, demanding as they
are, even more difficult. Whether CVSS really will bring about long-term simplifications in
security administration, however, can only be assessed once the first reports and warnings are
issued. After all, CVSS is not the first attempt at standardization in this field.

Microsoft, eBay, PayPal and Visa establish Phishing Report Network

Wholesecurity, a U.S. security company, has established a new reporting system for
fraudulent websites: the Phishing Report Network (ww.phishreport.net). The goal of the
network, in which companies like Microsoft, eBay, PayPal, and Visa are also participating, is
to register as many phishing attacks as possible. The reports are to be saved in a central
database that other companies may access in order to block fraudulent pages.

While eBay, PayPal, and Visa hope to achieve faster responses and reactions to client
enquiries thanks to access to a central database, Microsoft wants to be able to use the data to
undertake faster adjustments to its software (such as e-mail clients).

In 2004, an undertaking similar to the new Phishing Report Network was launched
with the Anti-Phishing Working Group (www.antiphishing.org).

Microsoft: cooperation programme with governments announced

In a speech the beginning of February 2005, Microsoft founder Bill Gates announced a new
cooperation programme with governments. The new Security Cooperation Programme
expands the Government Security Programme that has existed since 2003, under which
governments already received access to the source code of Windows XP, Windows 2000,
Windows CE, and Windows Server 2003. Meanwhile, 36 countries belong to this older
programme.
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As part of the new programme, Microsoft wants to offer information on known
security holes and threats, upcoming software patches for purposes of a longer testing and
preparation phase for governments, and expert knowledge in the event of an incident. The
service also includes a 24-hour support hotline and, upon request, access to a Microsoft expert
team on site.

According to Microsoft, Canada, Chile, the United States, and Norway have already
assured their participation in the new programme; other governments are certain to follow.

The new initiative must be viewed in the context of the ongoing rivalry between
Microsoft and open source solutions. A number of government authorities — not least of all
the city of Vienna — have recently announced that they will switch to open source products for
reasons of cost and security. With the announced programme, Microsoft hopes to retain more
governments. In recent years, Microsoft has therefore increased its strategic focus on
government clients.

Microsoft tailors its strategy to the IT security market

Recently, Microsoft has begun to increase its focus on the security market by acquiring
security software developers. Already in 2003, Microsoft obtained know-how in this area
through the acquisition of the anti-virus company GeCAD - in December 2004, it followed
up by buying the anti-spyware specialist Giant Company Software and, in February 2005, the
round of acquisitions was completed with the purchase of the anti-virus and anti-spam
specialist Sybari Software.

The first result of these activities is that Microsoft has recently started offering two
new tools. The beta version of a Windows AntiSpyware application can now be downloaded
from Microsoft servers, and a program for removing viruses and worms, the Malicious
Software Removal Tool, is being distributed via AutoUpdate. The first tool is based on the
former anti-spyware products of the Giant Software Company, the second on the anti-virus
software of GeCAD Software.

At the RSA Conference in San Francisco, Bill Gates also announced a new, security-
oriented version of Internet Explorer as of June 2005 and Microsoft’s own anti-virus program
by the end of the year. Once it is completed, the anti-spyware software from Microsoft will
also be available for download free of charge.

As Bill Gates declared at the beginning of February at the Government Leader’s
Forum in Prague, Microsoft’s resources are currently primarily focused on security: “The no.
1 thing for Microsoft in terms of investment and research and development is security.”
Indeed: as was announced at the annual TechFest conference of the various Microsoft
Research & Development Teams at the beginning of March, Microsoft is working on several
ideas, including a fully automatic system to combat worms. The goal of Microsoft is to no
longer have to hope for a quick reaction time by administrators, but rather to develop an
automatic solution.

The monoculture in the field of information and communication systems resulting
from the supremacy of Microsoft products, which many experts criticize as the cause of many
security problems, at the same time also offers a realistic chance for a technical improvement
of the security level on the Internet. By means of up-to-date products focused on security, a
large number of the computer systems connected to the Internet could namely be made more
secure in one fell swoop.

With its acquisitions in recent months, Microsoft is pursuing its old strategy of buying
up innovative companies for the purpose of expanding its own product line.
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Cyber Incident Detection Data Analysis Center (CIDDAC) launches pilot project

In mid-April, a new non-profit organization, the Cyber Incident Detection Data Analysis
Center (CIDDAC), launched a pilot project for collecting network intrusion data from a group
of companies in the field of critical infrastructure. The goal is to establish an automated Cyber
Early-Warning Centre.

The project is the first private effort to build up a cybercrime detection network
alongside government efforts. The operation centre has been established at the Institute of
Strategic Threat Analysis and Response laboratory at the University of Pennsylvania and is
financially supported by the Department of Homeland Security. Within five months, the
centre hopes to have compiled its first useful data collection on the basis of reports by the 30
affiliated companies.

A series of automated network sensors will be employed for the data collection (Real-
Time Cyber-Attack Detection Sensors, RCADSSs), which can detect break-ins and attempted
break-ins. The RCADSs are, however, located outside the firewall of the company in
question, since there are still major concerns about data security, so that the companies do not
want to leave sensors in their own network to their competitors.

The sensors should make a warning in real time possible. If necessary, the centre plans
to make its data available to prosecution authorities — but the focus is on the needs of the
private sector. For now, CIDDAC is not collaborating with similar centres, such as the CERT
Coordination Center or the SANS Internet Storm Center (ISC).

Microsoft: Windows OneCare announced

In mid-May, Microsoft announced a new subscription service named Windows OneCare,
which is intended to ensure that Windows remains secure and fast. Now that it has entered the
security field (see above), Microsoft soon wants to use this subscription to offer up-to-date
virus scanners and anti-spyware software, as well as a firewall for controlling incoming and
outgoing connections. OneCare will also encompass a backup program and be able to verify
and order system files.

Microsoft is not offering anything new with this service that is not already covered by
alternative products — for instance, anti-virus software by third-party manufacturers — but it
combines all security functions within a uniform interface. The public beta phase of Windows
OneCare has been announced for the end of the year. It is still unclear when the service is
planned to be made available in its definitive version and how much a subscription will cost.

Bluewin joins Messaging Anti-Abuse Working Group (MAAWG)

As announced on 6 June, Bluewin is joining the international Messaging Anti-Abuse Working
Group (MAAWG). This group primarily combats unsolicited mass e-mail messages and
viruses and already has more than 500 million subscribers. Bluewin has joined the board of
directors as a sponsor.

As an independent, worldwide coalition of communication and technology companies
in the public interest, MAAWG aims to gain control over the abuse of messaging
technologies through the cooperation of operators, the use of available technologies, and the
provision of an industry-wide communication resource.
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Trend Micro buys IP filtering company

The anti-virus software manufacturer Trend Micro is further expanding its product portfolio
through its acquisition of Kelkea Inc., a specialist for IP filtering. As Trend Micro announced,
the acquisition will expand its product line of network protection against threats such as
phishing, pharming, botnet attacks (DDoS), and spam.

Kelkea is particularly specialized on the identification of sources of threats, such as
spam. Kelkea also makes so-called “reputation services” available, with which IP addresses
are observed and classified in order to identify spammers, phishing frauds, and other attacks.
Trend Micro plans to take over Kelkea products completely under its own name.

The market for IT security products is steadily growing. MELANI expects that there
will be significant changes in this field in the next few years.
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